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1
Decision/action requested

This contribution analyses the two solutions being considered by SA2 for 5G Registration via Untrusted Non-3GPP Access and concludes that SA3 should indicate to SA2 that the solution 1.49 in TR 33.899 shall be the basis for the 5GS Phase 1 normative work. 
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Rationale
Regarding security solution for 5G Registration via Untrusted Non-3GPP Access, SA endorsed the following guidance to SA3 at SA#77 (see [2]):

“

· SA3 continues to evaluate the alternative solutions and informs, when there are any security concerns that would make a selection of a solution by SA2 unnecessary. Further, any new solution alternatives evaluated and considered valid solution alternatives by SA3 should be also submitted to SA2 in time.
· Any solution alternatives that SA3 considers as feasible from security perspective are expected to be submitted by Oct 13th for selection during SA2#123, which is before the usual submission deadline.

“
The alternative solutions being considered in SA2 are:

· “NAS in IKEv2” as described in S2-175703 [3]

· “EAP-5G” as described in S2-176269 [4]
The NAS in IKEv2 solution corresponds to solution 1.49 in TR 33.899 [1], which has been extensively studied and analysed by SA3 and no security issues have been identified. In fact, SA3 made an interim agreement to base the 5G Phase 1 normative work based on this solution. 

Whereas SA3 started analysing the security of EAP-5G only at the last SA3#88 meeting. Based on the discussion of contributions S3-172015 [5] and S3-172017 [6], SA3 identified two security concerns with the EAP-5G based solution:

· Allowing of unauthenticated direct NAS transport to the AMF/SEAF for untrusted non-3gpp access compared to 3GPP access as the attack surface is much larger for n3gpp access (e.g., no restriction on geographic location of the attacker, availability of widespread and low-cost tools for n3gpp access networks). The potential attacks include, but not limited to, probing of the AMF/SEAF, DoS attacks, sending of NAS messages to AMF/SEAF at will any time or even possible exploitation of this NAS transport to tunnel user plane data (e.g., using data over NAS capability).  To mitigate such threats to 5GC, SA3 agreed that complex filtering and rate limiting capabilities between the N3IWF and the AMF are needed, which will be more complex for EAP-5G (see [8]). The more complex the filtering, rate limitations mechanisms are, the less secure the solution is. Note that these mechanisms for EAP-5G need to be implemented at the network in three different protocol layers: IP/IKEv2 layer, EAP-5G layer and the NAS layer.
· The EAP-5G solution allows for the AMF to request the (encrypted) SUPI using NAS before UE is authenticated.  Allowing such capability in 5GS weakens the SUPI privacy as described in [6] and agreed by SA3 in [7].

In addition, we have the following security concerns with EAP-5G:

· Need for nested EAP at the EAP peer: With EAP-5G, the UE must implement and maintain two EAP state machines, namely, one for the inner EAP method (EAP-AKA’) and another for the outer EAP method (EAP-5G). Maintaining one EAP state machine at the UE is quite involved due to the interaction between the EAP layer and the EAP method layer (see RFC 4137). Maintaining two concurrent and mutually dependent EAP state machines with the addition of NAS layer in the EAP method layer, there is higher risk of unknown/unforeseen scenarios (e.g., the state mismatch between inner EAP and outer EAP and their dependence on NAS layer), which may be exploited by an attacker.
· EAP-5G can be exploited by a man-in-the-middle attacker (e.g., malicious N3IWF) and force the UE to engage in endless EAP Request (5G-NAS) /EAP-Response (5G-NAS) exchanges, for example, without selecting any inner authentication method. This could be exploited by an attacker to deny service to the UE and drain the battery, among other attacks.
· In step 8c, the NAS SMC Complete message is being terminated by the N3IWF. This seems an error?  Anyhow, NAS SMC Complete is being send before IKEv2 AUTH is completed. A man-in-the-middle attacker (e.g., malicious N3IWF) could exploit this fact to launch attacks on the UE by sending EAP-Failure message or failing IKE2_AUTH and/or by not forwarding any subsequent NAS messages from the network, even though the UE has successfully send the SMC Complete message. Some of the attacks include:
· Denial of service to the UE

· Making the network believe that the UE is successfully registered

· Force moving of the on-going PDU sessions from 3GPP access to non-3GPP access and not forward the data traffic to the UE
Based on the above security concerns, we propose that EAP-5G is rejected by SA3 and NAS in IKEv2 is selected instead as the basis for 5G phase 1.

4
Detailed proposal

It is proposed that SA3:

1. Reject EAP-5G due to the security concerns raised in this paper

2. Adopt NAS in IKEv2 as the solution for 5G Registration via Untrusted Non-3GPP Access & inform SA2 of adoption of NAS in IKEv2 by SA3.

