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1
Decision/action requested

This pCR proposes to the include Solution 1.49 of TR 33.899 in TS 33.501.
2
References
 [1]
3GPP TR 33.899 v1.2.0
3
Rationale
SA3#87 reached the following Interim Agreement for untrusted non-3gpp access:

“

E.1.19.1 
Untrusted non-3GPP access
E.1.19.1.1 
Description of Question

Which solution shall be selected for untrusted non-3GPP access?.

E.1.19.1.2 
Interim Agreement

In 5G phase 1, a solution shall be specified that is based on the call flow in clause 5.1.4.49 (solution #1.49)  keeping the 3gpp access procedures and n3gpp access procedures similar.
“

This pCR introduces the normative text for the non-3GPP access to the 5G Core network to TS 33.501

4
Detailed proposal

SA3 kindly requested to agree on the following pCR to TS 33.501.

======= BEGIN FIRST SET OF CHANGES ===
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11           Security for non-3GPP access to the 5G Core network


11.1 General
An UE may connect to 5G Core network via non-3GPP access networks (e.g., WLAN access networks). The standalone non-3GPP access networks connect to the 5G Core network using a Non-3GPP Interworking Function (N3IWF) via N2 and N3 reference points for control-plane functions and user plane functions respectively.
In this release of the specification, the 5G Core network only supports access via untrusted non-3GPP access networks. 
11.1.1 Security procedures for Untrusted non-3GPP Access Networks
If an UE wants to access the 5G Core network via an untrusted Non-3GPP access network shall establish an IPsec tunnel with the N3IWF as specified in this clause.
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Fig. 11.1.1-1 Security procedures for untrusted access networks
1a. The UE shall discover and associate with standalone untrusted Non-3GPP access network (e.g., WLAN) and gets an IP address allocated as specified in TS 23.501 [2]. This step may involve authentication (e.g., WLAN access authentication) of the UE by the Non-3GPP access network and is outside the scope of 3GPP specification. 

1b. When the UE decides to connect to 5G Core network over the untrusted Non-3GPP access network, the UE shall discover the IP address of N3IWF by executing the N3IWF discovery procedures as specified in TS 23.501.

2.  Once the IP address of the N3IWF is discovered, the UE shall initiate the establishment of IKE SA with the N3IWF by initiating the IKE_SA_INIT exchange as specified in RFC 7296 [xx]. 

3. Once the IKE SA (phase 1) is initialized, the UE shall send an IKE_AUTH request message to the N3IWF. To indicate to the N3IWF that the UE does not wish to use public-key-based authentication of the responder, the UE shall include an EAP_ONLY_AUTHENTICATION notification payload in the IKE_AUTH Request message as specified in RFC 5998 [yy]. The N3IWF shall support RFC5998 [yy]. The UE shall include the UE identifier in NAI format in the IDi payload. The UE shall also include a 3GPP-specific Vendor Id (VID) payload which contains registration parameters, such as a Registration type, a UE permanent or temporary identifier and network slice selection assistance information (NSSAI). If the UE has an anchor key from a previous registration (e.g., over a 3GPP access or another non-3GPP access) associated with the UE identifier, it shall include the AUTH payload computed using a key derived from the anchor key. Irrespective of whether AUTH payload is included or not, since the UE identifier is already included in this message, the N3IWF shall not issue EAP-Identity request (c.f., last paragraph in section 3.16 of RFC7296).
Editor’s Note: 
Details of the IKE_AUTH request message from the UE, whether it contains a complete NAS message in the VID or in some other way will be determined by SA2/CT1 and the above text needs to be aligned with it.
 Editor’s Note: The type of UE identifier (e.g., SUPI, encrypted SUPI, 5G-GUTI) included in the IDi payload and how it is constructed is FFS. 
 Editor’s Note:  The subscriber privacy aspects of the UE identifier is FFS. 
4. N3IWF selects the AMF based on the information received from the UE in step 3.   

5. N3IWF constructs the N2 -Request message based on the received UE identifier and the VID and forwards it to the selected AMF.

6. Upon receipt of the N2-Request message, if the SEAF part of the AMF has the anchor key (i.e., KSEAF) identified by the UE identifier and wants to reuse it for this registration, the SEAF proceeds to step 10. Otherwise (e.g., SEAF does not have the anchor key associated with the UE or SEAF wants to perform full authentication of the UE), the SEAF shall select an AUSF, according to procedure specified in TS 23.502.

Editor’s Note: Usage of anchor key need to be aligned with the description agreed for general 3gpp access.

7. The SEAF shall request the AUSF to authenticate the UE by sending 5G-AIR, including the UE identifier to AUSF as described in clause 6 of this specification.

8. If the AUSF has a key stored (e.g., EMSK from an earlier EAP-AKA’ authentication) associated with the received UE identifier and wants to reuse it, the AUSF shall proceed to step 9. Otherwise,  EAP AKA’ shall be performed between the UE and the AUSF as described in clause 6.1.3. Several EAP authentication request/response message exchanges may take place between the UE and AUSF until EAP AKA’ is completed. Between N3IWF and SEAF, EAP authentication request / response messages are encapsulated within N2 interface messages. Between UE and N3IWF, EAP authentication request / response messages are encapsulated within IKEv2 messages. The EAP authentication request/response exchanges between the UE and the AUSF are specific to EAP  AKA’. If the EAP AKA’ is successful, then the UE and the AUSF end up sharing a key (e.g., EMSK).

9.  The AUSF shall derive the anchor key (e.g., from EMSK) and includes it in the Response message to SEAF. If a successful EAP  AKA’ was performed in step 8, the AUSF shall also include the EAP-Success payload in this message.

10. The AMF/SEAF shall derive a key for N3IWF (KN3IWF) with at least the anchor key at the AMF/SEAF (KSEAF) and the identity of the N3IWF as input to the key derivation after either a successful authentication in or a decision by the network to reuse the anchor key (e.g., from a previous successful authentication that is performed over a different access network) as described in step 8 and shall send a N2-Response message containing the KN3IWF. This message may also include the NAS SMC Request. If the AMF/SEAF received an EAP-Success payload in the key response message in step 9, the AMF/SEAF shall include the EAP-Success in the N2 registration response.
Editor’s Note: It is FFS whether the key for N3IWF (KN3IWF) is derived from KAMF or KSEAF.

11. If the N3IWF received an EAP-Success payload in N2-Response in step 10, the N3IWF shall send the EAP-Success to the UE. Otherwise, steps 11 – 12 are skipped.

12. The UE shall compute the AUTH payload using KN3IWF obtained from the successful authentication (i.e., derived based on the anchor key resulting from the authentication) and send an IKE_AUTH request containing an AUTH payload generated using the key, to the N3IWF.

13. The N3IWF shall verify the AUTH payload received from the UE either in step 3 or in step 12, using the key received from the AMF (i.e., KN3IWF). If the AUTH payload is successfully verified, the N3IWF shall send an IKE_AUTH response containing an AUTH payload generated using KN3IWF, to the UE.

14. If the UE successfully verifies the AUTH payload provided by the N3IWF, an IPsec SA is established.

15. The N3IWF shall send the NAS SMC received from the AMF in step 10 to the UE over the IPsec SA.

16. The UE shall send a NAS SMC complete message over the IPsec SA.

17. The N3IWF shall forward the NAS SMC complete message to the AMF over the N2 UL NAS transport.

18. The AMF shall send a NAS registration accept over N2 DL NAS transport.

19. The N3IWF shall forward the NAS registration accept to the UE over the established IPsec SA. 

20. The UE shall send a NAS registration complete over the IPsec SA.

21. The N3IWF shall forward the NAS registration complete to the AMF over the N2 UL NAS transport, completing the UE registration to the AMF. 

Editor’s Note: 
The key set identifier handling/key derivations (e.g., K_N3IWF, K_SEAF), details of messages between the entities (e.g., N3IWF – AMF/SEAF) are FFS.

========================= END CHANGES ==================================
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