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1
Decision/action requested

This pCR proposes a normative text for interworking between NextGen Core and EPC
2
References

None
3
Rationale

The following principles for interworking between EPC and 5GC are proposed in a companion paper (S3-172385).

Proposal #1: To support 5GC to EPC mobility, SEAF shall be able to derive a key from KSEAF that would be used by the MME to create a security context.

Proposal #2: To support fast 5GC to EPC handover, AMF shall be able to derive a key from KAMF that would be used by the MME to derive a KeNB.
Proposal #3: To support EPC to 5GC mobility, MME shall be able to derive a key from KAMSE which would be used create a security context at SEAF.

Proposal #4: To support fast EPC to 5GC handover, MME shall be able to derive a key for AMF (i.e., KAMF) from KASME that would be used by the AMF to derive a KgNB.
Proposal #5: When sending a key to 5GS, the MME shall inform the type of the KASME from which the key was derived. The type of the KASME is either native or mapped one.

Proposal #6: When receiving a key from EPC, the AMF/SEAF shall determine the usage of the key based on the type of the KASME from which the key was derived.
Based on the proposals, it is proposed to adopt the following normative text to update the 33.501.
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Detailed proposal
It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.
***
BEGIN OF FIRST CHANGE
***
9
Security of Interworking

Editor's Note: This clause covers security of Interworking with LTE systems

9.1
General  

The security procedures for UE’s inter-system mobility, namely 5GC to EPC and EPC to 5GC, involves interactions between SEAF/AMF and MME over the N26 reference point. Inter-system mobility procedures and corresponding establishment of a security context both in the connected mode and the idle mode are described in this clause.
9.2
Procedure  

9.2.1
Handover

9.2.1.1
5GC to EPC Handover

If the UE is initially registered to the 5GC via authentication with the AUSF, the 5GC has a native and current security context containing the anchor key (i.e., KSEAF) for the UE. The current security context at the SEAF may be a mapped security context resulting from the previous handover from EPC if the UE has not established a native 5G security context based on authentication. 

NOTE 1: The mapped KSEAF is only used for limited purposes of performing handover and not for establishing entire 5GS key hierarchy in the serving network. 

When the AMF performs a handover procedure to the EPC, the AMF prepares a UE context including a security context and UE security capabilities for the target MME. To construct the security context, the AMF requests a KASME for the target MME from the collocated SEAF with indication of handover to the EPC. The SEAF derives a KASME for the MME using the anchor key (i.e., KSEAF) and the parameters received from the AMF and provides the KASME and any freshness parameters to the AMF.
If there is no KSEAF available, the AMF shall derive a KASME from the KAMF and set the key type as mapped one.  After the handover completion, the target MME may establish a native KASME from which a NAS security context is created. 
NOTE 2: This case will happen with split AMF and SEAF in later phases and in this case a MME could request a KASME from the SEAF.

Any freshness parameters that are included in the derivation of keys for the MME shall be sent to the UE during the handover signalling.

Editor’s Note: The parameters that should be included in the KASME derivation are FFS. It should include an indication that the key is for an MME (i.e., inter-system handover). 

Editor’s Note: It is FFS whether the KASME obtained from SEAF can be a native KASME.
NOTE 3: The content of the UE context that is transferred from the AMF to the MME over N26 is defined in 23.501[2].

For key separation between the 5GC and EPC, the SEAF shall use a separation parameter for KASME and KAMF derivation, indicating whether the derived key is for MME or AMF.
Editor’s note: The key derivation details and the format of the separation parameter are FFS. 

The target MME shall derive NAS keys (i.e., KNASEnc, KNASInt) and KeNB based on the received KASME. 

The uplink and downlink NAS counts shall be set to 0 (i.e., the initial value) when the NAS keys are derived from this new KASME.

9.2.1.2
EPC to 5GC Handover

When an MME performs a handover to 5GC, the MME shall prepare the UE context for the AMF and provide it to the AMF over N26. The UE context prepared by the MME shall contain the mapped 5G security context including a mapped KSEAF derived from the KASME. For the legacy MME, this key derivation shall take place at the SEAF.
Editor’s note: It is FFS whether a mapped KASME can be used to derive a KSEAF. If this is not allowed then an authentication is needed in 5G to generate a KSEAF.
The SEAF shall derive a KAMF from the KSEAF and provides this KAMF to the AMF. 

If the SEAF is separated from the AMF, a KAMF derived by the source MME shall be supplied to the target AMF and the target AMF shall inform the SEAF of the UE handover by providing the UE identity and the source MME information. Subsequently the SEAF shall retrieve the mapped KSEAF from the source MME and establish a 5G key hierarchy based on the mapped 5G security context. 

Any freshness parameters that are included in the derivation of keys for the MME shall be sent to the UE during the handover signalling.
The target AMF derives a KgNB from the KAMF and provides the KgNB to the target gNB. 

Editor’s Note: the key derivation details are FFS.

If the UE has a KSEAF from a previous connection to 5G, then it shall provide the associated the 5G-GUTI or only GUAMI in the Registration request. The native 5G UE security context in the SEAF contains the anchor key (i.e., KSEAF). The AMF may request the KAMF from this KSEAF or use the one provided in the handover signalling. The AMF shall activate the KAMF by performing a NAS SMC procedure.

9.2.2
Idle mode mobility

9.2.2.1
TAU procedure in EPC (5GC -> EPC)

When the UE moves to EPC from 5GC in the idle mode, the UE shall send a TAU request to MME with a mapped 4G-GUTI derived from the 5G-GUTI and its EPC security capabilities. The mapped 4G-GUTI contains the information of the AMF that has the latest UE context in the 5GC. The TAU shall be integrity protected using the NAS integrity key at the AMF identified by the mapped 4G-GUTI. 

Upon receipt of the TAU request, the MME shall interact with the AMF identified by the mapped 4G-GUTI to retrieve the UE context. For this, the MME shall send the UE information request to the AMF with the TAU message received from the UE. The AMF shall verify the TAU using the stored UE security context and if the verification is successful, the AMF shall request a KASME from the SEAF to create a UE security context and provide the UE security context to the MME.

Editor’s note: It is FFS what whether a mapped or native KASME is created.
The MME shall perform a security mode command procedure with the UE based on the received security context. The security mode command shall include the replayed UE EPC security capabilities, selected NAS security algorithms and eKSI identifying the KASME.

9.2.2.2
Registration procedure in 5GS (EPC -> 5GC)

When the UE moves to 5GC from EPC in the idle mode, the UE shall send a Registration request to AMF with the 4G-GUTI. The 4G-GUTI contains the information about the MME that has the latest UE context in the EPC. The Registration request shall be integrity protected using the NAS integrity key at the MME identified by the 4G-GUTI. If the UE has established the native security context in 5GC during the previous visit, the UE shall provide the 5G-GUTI in the registration request to enable the AMF to retrieve a native KAMF derived from the previous KSEAF. 
Editor’s note: it is FFS when to activate the native KAMF to the current one if it is available. 
Upon receipt of the Registration request, the AMF shall interact with the MME identified by the 4G-GUTI to retrieve the UE security context. The AMF shall send the UE information request to the MME with the Registration request. The MME shall verify the Registration request using the stored UE security context and if the verification is successful, the MME shall derive a KSEAF from the KASME to create a UE security context and provide the security context to the AMF.  For the legacy MME, this key derivation shall take place at the SEAF.
Editor’s note: It is FFS if a mapped KASME can derive a KSEAF.

The AMF shall obtain KAMF form the SEAF and perform a security mode command procedure with the UE. The security mode command shall include the replayed UE security capabilities, selected NAS security algorithms and 5G-KSI identifying the KAMF. 

***
END OF FIRST CHANGES
***
