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1
Decision/action requested

It is requested to discuss the handover key chaining model (access stratum) for 5G with reference to that in the LTE system.
2
Rationale
The handover key chaining model (access stratum) for 5G is an open topic. In general, the corresponding model in LTE (as specified in Clause 7.2.8.1.1 in 3GPP TS 33.401) serves as a perfect baseline. Nevertheless, the following two aspects are worth discussing:
(1) Key chaining model (in the scope of this discussion paper)
(2) Key derivation parameters (not in the scope of this discussion paper, rather discussed in S3-172323)

2.1
Handover key chaining model (access stratum) in LTE 
Figure 1 shows the handover key chaining model (access stratum) in LTE as described in the Clause 7.2.8.1.1 of the 3GPP TS 33.401. The KASME is a root NAS key and the KeNB is a root AS key. The NH and KeNB* are intermediary keys. Each KeNB is associated with a NCC value.
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Figure 1: Handover key chaining model in LTE
The derivation of the KeNB* from the KeNB is called horizontal key derivation, which is used during X2-handovers as a part of Handover Preparation procedure. The horizontally derived KeNB* is taken into use for the ongoing handover and therefore provides 1 hop backward security.

The derivation of the KeNB* from the NH is called vertical key derivation, which is used during both X2-handover and S1-handover.  During S1-handover, as a part of Handover Resource Allocation procedure, the vertically derived KeNB* is taken into use for the ongoing handover and therefore provides 1 hop forward security. However, during X2-handover, as a part of Path Switch Request procedure, the vertically derived KeNB* is not taken into use for the ongoing handover, instead it is used for the next handover and therefore provides 2 hop forward security.
Xn-handover and N2-handover in 5G are analogous to X2-handover and S1-handover in LTE. Therefore, it is only logical to adopt the AS key derivation mechanism in LTE for 5G, meaning that the existing backward and forward security properties are delivered.
Observation 1
The mechanisms of horizontal and vertical AS keys derivations in LTE can be adopted in 5G. 
2.2
A "chain-hole" in LTE
As evident from Figure 1, the NH value at NCC=1, denoted as {NCC=1, NH}, only serves as an initial value for the further NH chaining. It is never used for the derivation of AS keys. Let's call this a "chain-hole".
Digging up the past 3GPP SA WG3 meetings reveals that the Figure 1 started to appear only since 3GPP TS 33.401 v8.5.0. The handover key chaining model (AS) was as shown in Figure 2 until 3GPP TS 33.401 v8.4.0. The Figure 2 does not have the chain-hole.
[image: image2.emf]
Figure 2: Handover key chaining model in LTE, upto TS 33.401 v8.4.0
Further digging reveals that the chain-hole in fact existed from the beginning, but was just lying invisible up to TS 33.401 v8.4.0. The CR S3-091467 discussed this matter and made the chain-hole visible, which resulted in Figure 1 since 3GPP TS 33.401 v8.5.0.
Observation 2
The chain-hole at {NCC=1, NH} in LTE was discovered late and was not an original design plan.

2.3
Removing the chain-hole for 5G

Clause 7.2.8.1.1 in 3GPP TS 33.401 contains 3 NOTEs as followings, which are also repeated in Clause 7.2.8.3. So in total there are 6 NOTEs.

NOTE 1:
At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing vertical key derivation.
NOTE 2:
Since the MME does not send the NH value to eNB at the initial connection setup, the NH value associated with the NCC value one can not be used in the next X2 handover or the next intra-eNB handover, for the next X2 handover or the next intra-eNB handover the horizontal key derivation (see Figure 7.2.8.1-1) will apply.
NOTE 3:
One of the rules specified for the MME in subclause 7.2.8.4 of this specification states that the MME always computes a fresh {NH, NCC} pair that is given to the target eNB. An implication of this is that the first {NH, NCC} pair will never be used to derive a KeNB. It only serves as an initial value for the NH chain. 
In simpler terms, the NOTEs mean that the MME always derives the {NCC=1, NH} while deriving the KeNB (initial), and since the MME always computes a fresh {NCC, NH} pair that is given to the target eNB, it is the {NCC=2, NH} that is given to the target eNB. The implication is that the {NCC=1, NH} is never used for deriving KeNB, and hence the chain-hole. Therefore, the only reason for the chain-hole in LTE seems to be that the MME derive {NCC=1, NH} in advance, along with the deriation of the initial KeNB. 

In order to remove the chain-hole for 5G, the only change that would be required is that the AMF does not derive {NCC=1, NH} in advance, along with the derivation of the initial KgNB. It means that the NCC value at AMF remains at 0 initially. Then, at handovers, when the AMF has to send a fresh {NCC, NH} to a target gNB, the AMF increments NCC to 1 and derives {NCC=1, NH}. The AMF sends thus derived {NCC=1, NH} to the target gNB. 
It is understandable that 3GPP TS 33.401 v8.5.0 was too late to change the MME/UE's behaviour, and it was a right choice to just make the chain-hole visible. But 3GPP TS 33.501 has just started and therefore does not have version compatibility issue. Now is the correct time to start right, i.e., to start without the chain-hole.

Mind that the proposed removal of the chain-hole means – the Figure 2 can be (re)used in 5G with terminology adjustments. Consequently, there is no need for 6 NOTEs explaining the chain-hole. Figure 3 shows the proposed handover key chaining model in 5G.
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Figure 3: Proposal for handover key chaining model in 5G
(Input parameters are FFS because they are discussed separately in S3-172323)
Observation 3
Removing the chain-hole for 5G is very simple.
Proposal 1
The AMF does not derive {NCC=1, NH} in advance, along with the deriation of the initial KgNB.
3
Detailed proposal
Following obervations were made in clauses 2.1, 2.2, and 2.3:
Observation 1
The mechanisms of horizontal and vertical AS keys derivations in LTE can be adopted in 5G.
Observation 2
The chain-hole at {NCC=1, NH} in LTE was discovered late and was not an original design plan.
Observation 3
Removing the chain-hole for 5G is very simple.
Based on those obervations, following proposal was made in clause 2.3:

Proposal 1
The AMF does not derive {NCC=1, NH} in advance, along with the deriation of the initial KgNB.
It is proposed to approve the companion pCR S3-172322, which implements the Proposal 1.
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