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1
Decision/action requested

This contribution proposes a new key issue on security isolation of network slice instances.
2
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[1]
3GPP TR 28.801 V2.0.1 (2017-09), "Study on management and orchestration of network slicing for next generation network" 


3
Rationale





The network slice instances are created, activated, de-activated, modified, and/or terminated through various management functions. These functions may be shared amongst network slice instances, serving different customers. In addition, management data for multiple customers may also be shared when they are using the same slice instance [1]. A proper security and/or resource isolation must be put in place. 
4
Detailed proposal





pCR

***
BEGIN CHANGES
***

5
Key issues

5.X
Key Issue #X: Security isolation of network slice instances
5.X.1
Key issue details

The network slice instances are created, activated, de-activated, modified, and/or terminated through various management functions. The management functions may be shared amongst networks slice instances, serving different customers. In addition, management data (e.g. fault management data, performance data, etc) for multiple customers may also be shared when they are using the same slice instance. In case of there is a fault or performance degradation in the slice instance, the quality of service provided may be influenced. The customer may want to know the fault information or the performance information of the slice instance which cause the service problem [1]. 
A proper security or resource isolation must be put in place. 
5.X.2
Security threats 

When multiple customers share the same management fuctions or management data, one customer’s information may be leaked if network slice management resurce or process is not properly isolated. An attacker may also launch attacks, e.g. side-channel attacks, to a slice instance from another accessible slice instance with shared functions or management data. 
5.X.3
Security requirements


· Security isolation of network slice instances shall be supported. 
***
END OF CHANGES
***
