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1
Decision/action requested

It is requested to approve the proposed content for clause 5.1.5 of TS 33.501
2
References

[1]
3GPP TS 33.401 v14.0.0: 3GPP System Architecture Evolution (SAE); Security architecture
3
Rationale

After SA3#88 meeting, an editor’s note was added to section 5.1.5, saying that where the caculation of SUCI is done is FFS. The contribution proposes to caculate the SUCI in the ME, with following considerations:
· There is no security risk to caculate SUCI by the ME. Main input parameters for SUCI caculation is the SUPI and the home public key. SUPI needs to be available to the ME for some procedures, e.g. initial attach to EPS in the context of interworking, and the home public key, by definition, should not be a sensative data for the ME, considering that the ME has already been handling NAS and AS security context.
· ME has more computation resource than the tamper resistant secure hardware component in terms of encryption and random number generaton.
· From implementation perspective, even though both ME and the tamper resistant secure hardware component could caculate SUCI, it would be simipler if the caculation is done in the ME. Take UICC as an example, the ME could retieve SUPI and the public key during UICC initialization, then after UICC initialization, the ME could decide whether to caculate the SUCI based on the access network type and the NAS message, e.g. identity request. And when the ME transitions to RM-DEREGISTERED, the ME could store the public key as part of the 5GS security context and reuse it when transitioning to RM-REGISTERED. However If SUCI is caculated by the UICC, then the ME needs to retieve the SUCI seperately when required in addition to SUPI retrival during the UICC initialization. 
4
Detailed proposal

***** Start of the Change *****

5.1.5
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

UE shall support 5G-GUTI.

SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The home network public key shall be stored on the tamper resistant secure hardware component. If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided.

If the home network public key is stored on the tamper resistant secure hardware component, the ME shall retrieve the public key and calculate the SUCI as defined in Annex C.
Editor's note: Whether the ME will choose the "null-scheme" if the tamper resistant secure hardware component does not include the home network public key is FFS. For example, whether the ME will choose the "null-scheme" if the public key is not stored in the USIM. 

Editor's note: It is FFS how the UE can connect to 5G network without concealing the SUPI. 


Provisioning, and updating the home network public key shall be in the control of the home network. 

NOTE:
The provisioning and updating of the home network public key may be implemented using e.g. the Over the Air (OTA) mechanism. The provisioning and updating of the home network public key is out of the scope of the present specification.

***** End of the Change *****
