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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

N/A
3
Rationale

Since there is no definition of NEA0 and NIA0 in TS33.501, this contribution adds related content on the definition of NEA0 and NIA0 as a necessary part.
4
Detailed proposal
***
BEGIN CHANGES
***

5.6.1.1        Ciphering Algorithm Identifier Values

All Identifiers and names specified in this subclause are for NR (New Radio). 

Each Ciphering Algorithm used for NR will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0


Null ciphering algorithm

"00012"         128-NEA1

128-bit SNOW 3G based algorithm

"00102"         128-NEA2

128-bit AES based algorithm

"00112"         128-NEA3

128-bit ZUC based algorithm

NEA0 is EEA0 as specified in [10].

128-NEA1 is based on SNOW 3G and is identical to UEA2 as specified in [14]

128-NEA2 is based on 128-bit AES [15] in CTR mode [16]

128-NEA3 is based on 128-bit ZUC and specified in [18].

5.6.1.2         Integrity Algorithm Identifier Values

All Identifiers and names specified in thisthe present subclause are for NR (New Radio). 

Each Integrity Algorithm used for NR will be assigned a 4-bit. The following values for integrity algorithms are defined: 

"00002"         NIA0


Null Integrity Protection algorithm

"00012"         128-NIA1

128-bit SNOW 3G based algorithm

"00102"         128-NIA2

128-bit AES based algorithm

"00112"         128-NIA3

128-bit ZUC based algorithm

NIA0 is EIA0 as specified in [10].
128-NIA1 is based on SNOW 3G and is implemented in the same way as UIA2 as specified in [14].

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC and specified in [18].

Editor’s note: In LTE, EIA0 is accepted as the NULL integrity protection algorithm for emergency calls related procedure.  However, for 5G, the support for NIA0 is FFS.
***
END OF CHANGES
***
