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1
Decision/action requested

SA3 is kindly requested to approve the proposal pCR as in section 4 into TS 33.501 v0.3.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v0.3.0 Security Architecture and Procedures for 5G System
[2]
3GPP TS 33.401 v15.0.0 3GPP System Architecture Evolution (SAE); Security architecture.

[3]
3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system.
3
Rationale

In the security area of RAN security in [3], forward and backward security is required to support when deriving new KgNB. For example, if a UE transits to RRC_CONNECTED state from RRC_INACTIVE state when connecting a new (another) gNB,  the newly derived KgNB between the UE and the new gNB is required to provide backward security and forward security at most by two-hop. Moreover, in the context of Xn handover, it is also required that the Access Stratum (AS) security keys shall have property of forward and backward security.
Definition of forward security is similar to that in LTE [2]. Definition of backward security is newly added and it is a straightforward parallel definition of forward security.
Besides, forward and backward security definition is not only applicable to KgNB, but also applicable to other derived keys between a UE and other nodes in the 5G system, e.g., KAMF.
4
Detailed proposal

*************** Start of Change 1 ****************
………………

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN), and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to privacy protect the SUPI.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
Forward security: In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it shall be computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or 2).

Backward security: In the context of KgNB key derivation, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it shall be computationally infeasible to compute any previous KgNB, that has been used between the same UE and a previous gNB. 
· NOTE: Although forward and backward security definition is in the context of KgNB, it is also applicable to other derived keys between a UE and other nodes in the 5G system, e.g., KAMF.
example: text used to clarify abstract rules by applying them literally.

………………….

*************** END of Change 1 ****************
