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1
Decision/action requested

SA3 is kindly requested to approve this PCR to TS 33.501.
2
References

[1]
3GPP TS 33.501 Security Architecture and Procedures for 5G System
3
Rationale

This PCR aims to rephrase for clarity Clause 6.1.3.1.
4
Detailed proposal

*** FIRST CHANGE ***
6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:

A pre-condition is that the UDM/ARPF has received an authentication information request (Auth Info-Req) from the AUSF, and chosen EAP-AKA' as the authentication method, cf. clause 6.1.2. 

The UDM/ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The UDM/ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of  < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an authentication information response (Auth Info-Resp). The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

NOTE:
The exchange of an Auth-Info-Req and an Auth-Info-Resp between AUSF and UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "access network identity" in TS 24.302 [13] , and for 5G, it is defined as "serving network name" in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy.

Editor's Note:The number of the stage 3 specification TS 24.yyy [xx] is ffs. 
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 

The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.

The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the KSEAF. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to N12 message.  

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

The key received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.2. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the subsequent AUSF behaviour is determined according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.

Editor's Note: It is ffs whether the KSEAF is the MSK or a key derived from the EMSK.
*** END OF FIRST CHANGE ***
�Re-phrased for clarity
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