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Abstract: This pCR proposes to update the security threats and potential requirements on Handover in Key Issues #4.9 and #4.15. 
	
Introduction
TS 23.502 clause 5.9 lists the following scenarios for handover within 5GS.
1) Intra NG RAN node
	2) Inter NG RAN node with Xn interface
	3) Intra AMF, Intra SMF, Inter NG RAN node without Xn interface
	4) Intra AMF, Inter SMF, Inter NG RAN node without Xn interface
	5) Inter AMF, Intra SMF, Inter NG RAN node without Xn interface
6) Inter AMF, Inter SMF, Inter NG RAN node without Xn interface

It is indispensable that security for handover is studied in Phase 1. This pCR aims to updating security threats and potential requirements related to UE mobility in key issues #4.9 and #4.15.  
Proposal
***** Start of 1st Change *****
[bookmark: _Toc479242149][bookmark: _Toc479327211][bookmark: _Toc475605995][bookmark: _Toc475607470][bookmark: _Toc476246790]5.4.3.9		Key issue #4.9: Security aspects of NG2N2 handover
[bookmark: _Toc475605996][bookmark: _Toc475607471][bookmark: _Toc476246791][bookmark: _Toc479242150][bookmark: _Toc479327212]5.4.3.9.1	Key issue details
The logical nodes in the new RAN of the NextGen system are interconnected with each other through a new RAN interface named the Xn interface. The control plane interface of these RAN nodes with the Next Generation Core (NGC) is named the NG2N2 interface.  
During handover from one RAN node to a different RAN node, the two RAN nodes may not be interconnected via the Xn interface. In such case it is expected that a NG2N2 handover take place where the NGC needs to be involved, similar to the S1 handover in LTE. Further, the NG2N2 handover might involve the change of the NGC node (e.g., AMF) as well.
At S1 handover in LTE, backward and forward securities are achieved as follows [TS 33.401 [y]]: 
LTE-RAN: 
Supports both backward and forward security:
-Target eNB has no knowledge of the security keys (KeNB and keys derived from it) used in source eNB. 
-Source eNB has no knowledge of the security keys (KeNB and keys derived from it) used in target eNB. 
EPC-Core Network:
-Source MME transfers the Kasme and a fresh {NH, NCC} pair to target MME. There is no support of 1 hop forward security.
-Target MME has knowledge of the Kasme and the derived NAS keys from it, used in source MME. There is no support of 1 hop backward security
It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the LTE. 
NG Systems:
One difference in NG Systems is related to handover scenarios involving AMF changes. In fact, in legacy systems, the MMEs are trusted and hence during MME change, the UE security context is handed over unchanged from the source and the target MME. The target MME may though select other NAS algorithms but this change does not affect the AN security context and will be taken to use during a NAS SMC procedure following the handover completion.
Based on the above description: 
1. First the security handling in legacy systems is based on the assumption that the MME is the trust anchor in the core network. 
1. Second, a change in the NAS algorithms is only effective after the NAS SMC procedure. 
1. Third, a NAS SMC is only possible upon completion of the handover and requires the target MME and the UE to undertake a tracking area update procedure. 
It is worth noticing, that in NG Systems a SEAF function has been introduced to cater for the flexibility in the deployment of AMFs. In other terms, from a security perspective, AMFs might be deployed in domains where the risk of compromise, e.g. because of exposure, could vary. This implies that AMFs might not qualify as true security anchor in the same way as the MME does in legacy systems. Therefore, other mechanisms than in 1 should be investigated in order to take into account this aspect. In relation 2 and 3, it is worth the effort to investigate how the legacy mechanism can be improved in order to avoid running a NAS SMC-like procedure after the handover. This would save on signaling.
 This key issue concerns the security aspects of the NG2N2 handover.
[bookmark: _Toc475605997][bookmark: _Toc475607472][bookmark: _Toc476246792][bookmark: _Toc479242151][bookmark: _Toc479327213]5.4.3.9.2	Security threats 
If the NG2N2 interface is not security protected, then an attacker could eavesdrop or insert or modify the security key and the security parameters transferred on the NG2N2 interface. 
If the target AMF is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous data exchanged between the UE and the network.
If the source AMF is compromised and the UE security keys do not have the property of forward security, then an attacker would be able to decrypt the future data exchanged between the UE and the network.
If the AMF is compromised, it may purposefully bid down the algorithm to a lower priority algorithm that is fairly easier to crack. This is also applicable when a MiTM masquerades the connection.

[bookmark: _Toc475605998][bookmark: _Toc475607473][bookmark: _Toc476246793][bookmark: _Toc479242152][bookmark: _Toc479327214]5.4.3.9.3	Potential security requirements
Editor's Note: It is FFS if forward security is achievable or even necessary in this scenario.
-	The 5G key transferred from source AMF to target AMF (similar to Kasme in LTE) shall have property of backward security.
-	Integrity, confidentiality and replay protection shall be provided for communications on the NG2N2 interface.
-	The chosen security algorithms shall be negotiated securely.

***** End of 1st Change *****

***** Start of 2nd Change *****
[bookmark: _Toc475606019][bookmark: _Toc475607494][bookmark: _Toc476246814][bookmark: _Toc479242173][bookmark: _Toc479327235]5.4.3.15	Key issue #4.15: Security aspects of Xn handover
[bookmark: _Toc475606020][bookmark: _Toc475607495][bookmark: _Toc476246815][bookmark: _Toc479242174][bookmark: _Toc479327236]5.4.3.15.1	Key issue details
According to the TR 38.801 [72], the logical nodes in the new RAN of the NextGen system are either gNBs or eLTE eNBs. The New RAN architecture is shown in Figure 5.4.3.15.1-1 and different architecture options are shown in Figure 5.4.3.15.1-2.


Figure 5.4.3.15.1-1: New RAN architecture


Figure 5.4.3.15.1-2: New RAN architecture options
The logical RAN nodes (eLTE eNB and gNB) are connected to the Next Generation Core (NGC) via the NG interface, and are interconnected with each other through a new RAN interface named the Xn/Xx interface. The New RAN functions and the Xn interface are described respectively in the clauses 6.2 and 7.3.1 of the TR 38.801. It is clear that the Xn interface will support Xn handover, both NR-NR (between two gNBs), E-UTRA-E-UTRA (between two eLTE eNBs) and E-UTRA-NR (between eLTE eNBs and gNBs).
The Option 3/3a is not relevant to Xn handover because the RAN nodes are connected to the EPC rather than to NGC. In Option 4/4a, the LTE eNB is connected as a non-standalone RAN node and cannot act as source or target in Xn handover. Similarly, in Option 7/7a, the gNB is connected as a non-standalone RAN node and cannot act as source or target in Xn handover. The architecture options that are relevant to our study are listed in Table 5.4.3.15.1-1 (the term "same NGC" is used because there is no NGC change during the Xn handover).
Table 5.4.3.15.1-1: Architecture options for Xn handover
	Options 
	Source node
	Target node
	Core network

	gNB-A and gNB-B connected to same NGC 
(option 2/4 of RAN arch.)
	gNB-A
	gNB-B
	NextGen core

	gNB and eLTE eNB connected to same NGC 
(option 2/4 combined with option 5/7/7a of RAN arch.)
	gNB
	eLTE eNB
	NextGen core

	eLTE eNB-A and eLTE eNB-B connected to same NGC 
(option 5/7/7a of RAN arch.)
	eLTE eNB-A
	eLTE eNB-B
	NextGen core

	eLTE eNB and gNB connected to same NGC 
(option 5/7/7a combined with option 2/4 of RAN arch.)
	eLTE eNB
	gNB
	NextGen core



In the LTE, the X2 interface (corresponding to Xn interface) is protected using the NDS/IP as specified in TS 33.210. Similarly, during the X2 handover in the LTE (corresponding to Xn handover), the backward and forward securities are achieved as follows [TS 33.401]: 
-	The source eNB derives a new KeNB called KeNB* from the old KeNB or a fresh NH (received from the MME). This new KeNB* is transferred together with the corresponding NCC to the target eNB. The KeNB* provides 1 hop backward security because the target eNB has no knowledge of the security keys used in source eNB.
-	The target eNB uses the KeNB*, that was sent by the source eNB, as its KeNB. The source eNB knows this KeNB (i.e. same as KeNB*) used in the immediate target eNB. But the source eNB will not know the future KeNBs used in the new target eNBs because of future handovers. Therefore, there is 2 hop forward security. However, it is recommended that the target eNB initiates an intra-cell handover with the UE as soon as possible (meaning that the target eNB manually triggers a vertical key derivation) so that the source eNB no longer knows the latest KeNB.
It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the LTE. Therefore, this key issue concerns the security aspects of the Xn handover, especially the backward/forward security of the security keys.
NOTE: Security of Xn/Xx interface is covered in key issues #4.10 (i.e., Security aspects of sidehaul interfaces).
[bookmark: _Toc475606021][bookmark: _Toc475607496][bookmark: _Toc476246816][bookmark: _Toc479242175][bookmark: _Toc479327237]5.4.3.15.2	Security threats 
If the target gNBRAN node is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous signalling and user plane data exchanged between the UE and the source gNBRAN node.
If the source gNBRAN node is compromised and the UE security keys do have the property of forward security, then an attacker would be able to decrypt the future signalling and user plane data exchanged between the UE and the target gNBRAN node.
NOTE: Key issues #4.10 shall be referred to, for security of Xn interface.
With the assumption that the gNB is rogue, it may purposefully bid down the algorithm to a lower priority algorithm that is fairly easier to crack. This is also applicable when a MiTM masquerades the connection.
[bookmark: _Toc475606022][bookmark: _Toc475607497][bookmark: _Toc476246817][bookmark: _Toc479242176][bookmark: _Toc479327238]5.4.3.15.3	Potential security requirements
-	The Access Stratum (AS) security keys shall have property of forward security.
-	The Access Stratum (AS) security keys shall have property of backward security.
NOTE: Key issues #4.10 shall be referred to, for security of Xn interface.
- The chosen security algorithms shall be negotiated securely.

***** End of 2nd Change *****

***** Start of 3rd Change *****
5.1.3.x		Key issue #1.x: Security for Handover within 5GS
5.1.3.x.1	Key issue details
TS 23.502 clause 4.9 lists the following scenarios for handover within 5GS.
1) Intra NG RAN node
	2) Inter NG RAN node with Xn interface
	3) Intra AMF, Intra SMF, Inter NG RAN node without Xn interface
	4) Intra AMF, Inter SMF, Inter NG RAN node without Xn interface
	5) Inter AMF, Intra SMF, and Inter NG RAN node without Xn interface
6) Inter AMF, Inter SMF, Inter NG RAN node without Xn interface

5.1.3.x.1.1	Xn Handover
According to the TR 38.801 [72], the logical nodes in the new RAN of the NextGen system are either gNBs or eLTE eNBs. The New RAN architecture is shown in Figure 5.4.3.15.1-1 and different architecture options are shown in Figure 5.4.3.15.1-2.


Figure 5.4.3.15.1-1: New RAN architecture


Figure 5.4.3.15.1-2: New RAN architecture options
The logical RAN nodes (eLTE eNB and gNB) are connected to the Next Generation Core (NGC) via the NG interface, and are interconnected with each other through a new RAN interface named the Xn/Xx interface. The New RAN functions and the Xn interface are described respectively in the clauses 6.2 and 7.3.1 of the TR 38.801. It is clear that the Xn interface will support Xn handover, both NR-NR (between two gNBs), E-UTRA-E-UTRA (between two eLTE eNBs) and E-UTRA-NR (between eLTE eNBs and gNBs).
The Option 3/3a is not relevant to Xn handover because the RAN nodes are connected to the EPC rather than to NGC. In Option 4/4a, the LTE eNB is connected as a non-standalone RAN node and cannot act as source or target in Xn handover. Similarly, in Option 7/7a, the gNB is connected as a non-standalone RAN node and cannot act as source or target in Xn handover. The architecture options that are relevant to our study are listed in Table 5.4.3.15.1-1 (the term "same NGC" is used because there is no NGC change during the Xn handover).
Table 5.4.3.15.1-1: Architecture options for Xn handover
	Options 
	Source node
	Target node
	Core network

	gNB-A and gNB-B connected to same NGC 
(option 2/4 of RAN arch.)
	gNB-A
	gNB-B
	NextGen core

	gNB and eLTE eNB connected to same NGC 
(option 2/4 combined with option 5/7/7a of RAN arch.)
	gNB
	eLTE eNB
	NextGen core

	eLTE eNB-A and eLTE eNB-B connected to same NGC 
(option 5/7/7a of RAN arch.)
	eLTE eNB-A
	eLTE eNB-B
	NextGen core

	eLTE eNB and gNB connected to same NGC 
(option 5/7/7a combined with option 2/4 of RAN arch.)
	eLTE eNB
	gNB
	NextGen core



In the LTE, the X2 interface (corresponding to Xn interface) is protected using the NDS/IP as specified in TS 33.210. Similarly, during the X2 handover in the LTE (corresponding to Xn handover), the backward and forward securities are achieved as follows [TS 33.401]: 
-	The source eNB derives a new KeNB called KeNB* from the old KeNB or a fresh NH (received from the MME). This new KeNB* is transferred together with the corresponding NCC to the target eNB. The KeNB* provides 1 hop backward security because the target eNB has no knowledge of the security keys used in source eNB.
-	The target eNB uses the KeNB*, that was sent by the source eNB, as its KeNB. The source eNB knows this KeNB (i.e. same as KeNB*) used in the immediate target eNB. But the source eNB will not know the future KeNBs used in the new target eNBs because of future handovers. Therefore, there is 2 hop forward security. However, it is recommended that the target eNB initiates an intra-cell handover with the UE as soon as possible (meaning that the target eNB manually triggers a vertical key derivation) so that the source eNB no longer knows the latest KeNB.
It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the LTE. Therefore, this key issue concerns the security aspects of the Xn handover, especially the backward/forward security of the security keys.
NOTE: Security of Xn/Xx interface is covered in key issues #4.10 (i.e., Security aspects of sidehaul interfaces).

5.1.3.x.1.2	N2 Handover
5.4.3.9.1	Key issue details
The logical nodes in the new RAN of the NextGen system are interconnected with each other through a new RAN interface named the Xn interface. The control plane interface of these RAN nodes with the Next Generation Core (NGC) is named the N2 interface.  
During handover from one RAN node to a different RAN node, the two RAN nodes may not be interconnected via the Xn interface. In such case it is expected that a N2 handover take place where the NGC needs to be involved, similar to the S1 handover in LTE. Further, the N2 handover might involve the change of the NGC node (e.g., AMF) as well.
At S1 handover in LTE, backward and forward securities are achieved as follows [TS 33.401 [y]]: 
LTE-RAN: 
Supports both backward and forward security:
-Target eNB has no knowledge of the security keys (KeNB and keys derived from it) used in source eNB. 
-Source eNB has no knowledge of the security keys (KeNB and keys derived from it) used in target eNB. 
EPC-Core Network:
-Source MME transfers the Kasme and a fresh {NH, NCC} pair to target MME. There is no support of 1 hop forward security.
-Target MME has knowledge of the Kasme and the derived NAS keys from it, used in source MME. There is no support of 1 hop backward security
It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the LTE. 
NG Systems:
One difference in NG Systems is related to handover scenarios involving AMF changes. In fact, in legacy systems, the MMEs are trusted and hence during MME change, the UE security context is handed over unchanged from the source and the target MME. The target MME may though select other NAS algorithms but this change does not affect the AN security context and will be taken to use during a NAS SMC procedure following the handover completion.
Based on the above description: 
1. First the security handling in legacy systems is based on the assumption that the MME is the trust anchor in the core network. 
1. Second, a change in the NAS algorithms is only effective after the NAS SMC procedure. 
1. Third, a NAS SMC is only possible upon completion of the handover and requires the target MME and the UE to undertake a tracking area update procedure. 
It is worth noticing, that in NG Systems a SEAF function has been introduced to cater for the flexibility in the deployment of AMFs. In other terms, from a security perspective, AMFs might be deployed in domains where the risk of compromise, e.g. because of exposure, could vary. This implies that AMFs might not qualify as true security anchor in the same way as the MME does in legacy systems. Therefore, other mechanisms than in 1 should be investigated in order to take into account this aspect. In relation 2 and 3, it is worth the effort to investigate how the legacy mechanism can be improved in order to avoid running a NAS SMC-like procedure after the handover. This would save on signaling.

This Key Issue covers the security threats and potential requirements for security during handover within the 5GS.  During UE mobility, aspects of security context transfer, key handling, key refresh and algorithm selection and negotiation. 
 
5.1.3.x.2	Security threats 
1. Threats related to N2 interface
CP traffic for Mobility management could disclose sensitive data related to users or network providers. Inference of information by observing this traffic can lead to a violation of confidentiality. Modification of information carried in the CP traffic leads to violation of integrity. CP traffic can be replayed at a later point in time.
- If the N2 interface is not security protected, then an attacker could eavesdrop or insert or modify the security key and the security parameters transferred on the NG2 interface. 
- When encryption is used to protect CP traffic, an encryption termination point can be compromised, rogue or masqueraded.
- When CP traffic is integrity protected, the integrity termination point can be compromised, rogue or masqueraded.

2. Tracking UE Location
- A passive attacker listening to the measurement reports from UEs can follow UE’s movements based on the reports and track the position.
- A passive attacker can listen to user and control plane (AS and NAS) packets and track the UE based on the continuity of the packet sequence numbers between handovers or idle-to-active mode transitions.

3. Key handling during handover
If the target RAN node is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous signalling and user plane data exchanged between the UE and the source RAN node.
If the source RAN node is compromised and the UE security keys do have the property of forward security, then an attacker would be able to decrypt the future signalling and user plane data exchanged between the UE and the target RAN node.
NOTE: Key issues #4.10 shall be referred to, for security of Xn interface.
If the target AMF is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous data exchanged between the UE and the network.
If the source AMF is compromised and the UE security keys do not have the property of forward security, then an attacker would be able to decrypt the future data exchanged between the UE and the network.

4. Algorithm selection and negotiation
- With the assumption that the gNB is rogue, it may purposefully bid down the algorithm to a lower priority algorithm that is fairly easier to crack. This is also applicable when a MiTM masquerades the connection.

5.1.3.x.3 	Potential security requirements
1. Protecting N2 interface
- Integrity, confidentiality and replay protection shall be provided for communications on the N2 interface.
- The entity holding the security keys (termination point of security) point at the network end shall be placed in a physically secure location to ensure that it cannot be compromised.

2. Preventing UE tracking 
- Confidentiality protection is recommended to protect sensitive information exchanged between the UE and the network (e.g. measurement report) to protect user privacy.
- Temporary identifiers shall be assigned only after security between the UE and network is established.
- The packet sequence numbers shall not be continuous over the air between handovers and possibly also between idle-to-active mode transitions (e.g. use of random offsets as in LTE). 

3. Key handling during handover
-	The Access Stratum (AS) security keys shall have property of forward security.
-	The Access Stratum (AS) security keys shall have property of backward security.
NOTE: Key issues #4.10 shall be referred to, for security of Xn interface.
- The 5G key transferred from source AMF to target AMF (similar to Kasme in LTE) shall have property of backward security.

4. Algorithm selection and negotiation
For handover without AMF change:
- The target gNB shall select the algorithm with highest priority from the UE security capabilities  according to the locally configured list of algorithm (applicable for both integrity and ciphering algorithms).
- The chosen security algorithms shall be indicated to the UE if the target gNB selects different algorithms compared to the source gNB.
- The target gNB shall send the UE security capabilities received from the source gNB to the AMF, which shall verify that the capabilities sent by the target gNB matches those stored at the AMF.
For handover with AMF change:
- The target AMF, with the help of SPCF, shall select the highest priority NAS algorithm to use and the target gNB shall select the UP/RRC security algorithms based on the allowed RRC/UP algorithms informed by the AMF and acknowledge its choice to AMF.
The chosen security algorithm information shall be exchanged between the UE and the network in an integrity protected message.


***** End of 3rd Change *****
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