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1
Decision/action requested

Resubmission of S3-170778
It is proposed to approve the changes in clause 3 for inclusion in TR 33.899.
2

Rationale

This contribution proposes clarifications and a new variant to solution #1.36 on the SEAF realization by AMFs. 

Clarifications

It is proposed to skip the introduction of the new term primary to distinguish SEAF AMF from serving AMF. This led to confusion when the solution was first introduced.

Additions

A new variant is introduced where the SEAF AMF is fixed in the sense that the Network operator chooses and possibly preconfigures in advance the AMFs that endorse the SEAF role.
3
Detailed proposal

***
BEGIN CHANGES
***

5 1.4.36
Solution #1.36: Security anchor function realization via AMFs
5.1.4.36.1
Introduction
This solution addresses KI #1.2. The solution is based on the assumption that the SEAF is collocated with the AMF.

5.1.4.36.2
Solution details

5.1.4.36.2.1
General
Editor’s Note: A trust model supporting this solution is ffs.
The SEAF shares a key with the UE denoted by KSEAF. This key is the result of the primary authentication procedure for network access between the UE and the AUSF via the SEAF/AMF. The KSEAF is the equivalent of the KASME in the legacy systems and will serve as the root key for the derivation of the CN and AN keys. Whenever available, the KSEAF could be used to avoid a full re-authentication. It is proposed then that the KSEAF never leaves the AMF where the UE authenticates.

5.1.4.36.2.2
Role assignment

Abusing terminology, the term MMF is used here to refer to the non-SEAF role part of the AMF. Now from the UE perspective, an AMF could endorse the role of the SEAF, the role of the MMF or both. 
· In Variant 1, when the UE authenticates first with a particular AMF, that AMF endorses both roles. Such an AMF will be henceforth referred to as the SEAF AMF (or SEAF for short). When the UE later moves to another AMF (e.g. in case of a mobility event), the target AMF endorses only the role of the MMF while the old AMF keeps the role of the SEAF but not the MMF. If a UE is re-authenticated by other than SEAF AMF, then the new AMF becomes the SEAF and a new KSEAF is taken into use. By comparison to Variant 2, in variant 1 the SEAF is selected in an Ad hoc manner (or self declared).
· In Variant 2, a designated fixed AMF endorses the role of the SEAF regardless of which AMF ends up serving the UE. Since it is the SEAF that authenticates the UE, this leads to two subcases. Both variants involve an overhead in signalling and new procedures on the N14 interface.
· In variant 2a, if the SEAF happens to be different than the serving AMF (e.g. where the registration request is received), then the NAS messages for the authentication procedure are alwas routed to the SEAF AMF. Once the authentication phase succeeds with a KSEAF established between the UE and the SEAF, the serving AMF receives a KCN from the SEAF and takes over the NAS signalling.

· In variant 2b, during the registration procedure, the UE is redirected to the SEAF AMF where it is authenticated and then redirected back to the serving AMF after a successful authentication. The serving AMF would be then expecting a KCN from the SEAF.
The SEAF AMF will always be in possession of the KSEAF, in Variant 1 at least until the UE authenticates somewhere else. The serving AMF will always have the CN key (key used for deriving the NAS keys). Therefore, for any UE, it can be the case that two different AMFs are involved in maintaining and sharing some form of a security context with the same UE. The SEAF will maintain the SEAF context based on the KSEAF and the serving AMF the CN security context. The UE maintains both contexts. Observe that it is possible that the SEAF is also the serving AMF. In such case it maintains both contexts. For this to work, some form of  additional UE identifier at the SEAF must be included in the CN security context to both pinpoint the SEAF AMF and to identify the UE context at the SEAF. For example, this could be a GUTI-like parameter. In the remainder of the description, such an identifier is referred to as the SEAF ID. 
5.1.4.36.2.3
Security context handling during AMF change

An AMF change could occur during mobility events. In legacy systems, the security context is transferred between the MMEs. In NG systems, there will be always some kind of context transfer between the target and source AMF. However, for the security aspect, several scenarios are possible depending on which security parameters are transferred and how they are taken into use. During system operations, which decision the target AMF takes could be based on a security policy for example depending on the location of the old AMF and the SEAF AMF.

The following clauses show different options to realize the security context handling during AMF change. Mind that the old AMF in the included figures may be the SEAF or it could be separate one (as shown in the figures) as a result of mobility procedure based on any of the alternatives shown.

5.1.4.36.2.3.1
Scenario #1: Re-authentication

The new AMF decides to run a new authentication as illustrated in Figure 5.1.4.36.2.3.1-1.




[image: image2.emf]UE

Target 

AMF

Source 

AMF

SEAF 

AMF

3.a Variant 1 

Authentication with 

serving AMF

5. NAS security 

establishement

1. Registration 

request

AUSF

2. Context request/

response

3.b Variant 2 Authentication with SEAF


Figure 5.1.4.36.2.3.1-1: re-authentication during an AMF change

1. The UE sends a registration request. The UE registration should include any necessary information from the current NAS security context in order for the new AMF to be able to identify the source AMF.

2. The target AMF sends a context request to the source AMF which does reply accordingly. The context includes the additional SEAF ID parameter which identifies the SEAF AMF.

3. The target AMF decides to run a new authentication leading to the establishment of a new KSEAFand a new KCN. Steps 3.a and 3.b illustrate the difference with respect to the variants described in clause 5.1.4.36.2.2. In Variant 1 (step 3.a),  the target AMF becomes the SEAF for this UE and a new KSEAF is established. The corresponding SEAF ID could be for example chosen to be the first GUTI allocated by this target AMF. Since the SEAF ID is sent only once over the air and is afterwards only sent between AMFs, it is expected that there won’t be any need for dedicated reallocation procedures. In Variant 2 (step 3.b), the authentication procedure leads to the establishment of a new KSEAF between the UE and the SEAF and a new KCN between the target AMF and the UE.
4. This step is optional and is only needed for Variant 1where the target AMF may optionally notify the original SEAF AMF so that the latter can safely dispose of the old KSEAF and the corresponding security context. To avoid such additional signalling, it could the case that a SEAF context is only maintained for a certain period once the UE leaves the SEAF AMF. In this manner, the data will be removed automatically once the defined period elapses. 

5. The new CN key taken into use via an SMC like procedure between the target AMF and the UE.

5.1.4.36.2.3.2
Scenario #2: Key transfer

The new AMF requests the security context from the source AMF which sends the current CN key. This scenario would not require any interaction with the SEAF and is similar to the legacy mechanism as illustrated in Figure 5.1.4.36.2.3.2-1.
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Figure 5.1.4.36.2.3.2-1: CN key transfer during AMF change

1. The UE sends a registration request. The UE registration should include any necessary information from the current NAS security context in order for the new AMF to be able to identify the sourceAMF..

2. The target AMF sends a context request to the source AMF which does reply accordingly. The context includes the additional SEAF ID parameter which identifies the SEAF.

3. In case an algorithm change is required by the new AMF, then an SMC like procedure is run to take the selected algorithms into use. 

5.1.4.36.2.3.3
Scenario #3: Horizontal key derivation

The target AMF requests the security context from the source AMF and the source AMF derives a new CN key from the current one and sends that instead as described in solution #1.35.
5.1.4.36.2.3.4
Scenario #4: Vertical key derivation 

The new AMF requests a new key from the SEAF as illustrated in Figure 5.1.4.36.2.3.4-1.
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Figure 5.1.4.36.2.3.4-1: vertical key derivation during AMF change

1. The UE sends a registration request. The UE registration should include any necessary information from the current NAS security context in order for the new AMF to be able to identify the source AMF.
2. The target AMF sends a context request to the source AMF which does reply accordingly. The context includes the additional SEAF ID parameter which identifies the SEAF. Observe that this parameter is needed for Varaint 1 but not necessarily for Varian 2.
3. The new AMF sends a key request to the SEAF (identified by the SEAF ID) and the SEAF acts accordingly by deriving a new KCN from the current KSEAF and including it in the reply. The derivation of this KCN could be based on a freshness parameter that is included in the reply as well and provisioned to the UE in step 4.

4. The new CN key is taken into use via an SMC like procedure between the target AMF and the UE.

5.1.4.36.3
Evaluation
This solution is not for 5G Phase 1.
***
END OF CHANGES
***
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