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1
Decision/action requested

It is requested to discuss and approve the proposals.
2
References

[1]
3GPP TR 33.899 v0.8.0, Study on the security aspects of the next generation system.
3
Rationale

There is a need for conclusion and interim agreements for the key issues KI #4.5, KI #4.6, KI #4.9, KI #4.12, KI #4.15, KI #4.16, and KI #4.17.
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

E.4.5 
Questions and Interim Agreements for Key Issue #4.5
E.4.5.1
Security aspects of RAN-WLAN aggregation/integration 
E.4.5.1.1
Description of question
Is this aspect handled in Phase 1?
E. 4.5.1.2
Interim agreement
No.
***
NEXT CHANGES
***
E.4.6 
Questions and Interim Agreements for Key Issue #4.6
E.4.6.1
User plane DoS attacks 
E.4.6.1.1
Description of question
Is this aspect handled in Phase 1?
E.4.6.1.2
Interim agreement
No
***
NEXT CHANGES
***
E.4.9 
Questions and Interim Agreements for Key Issue #4.9
E.4.9.1
Security aspects of NG2 handover 
E.4.9.1.1
Description of question
What new security mechanisms or aspects will be introduced for NG2 handover, if any, compared to LTE S1 handover?
E.4.9.1.2
Interim agreement
TBD
***
NEXT CHANGES
***

E.4.12 
Questions and interim agreements for key issue #4.12
E.4.12.1
Security aspects of changing AS security keys on-the-fly 
E.4.12.1.1
Description of question

What new security mechanisms or aspects will be introduced for changing AS keys on-the-fly, if any, compared to LTE?
E.4.12.1.2
Interim agreement

TBD
***
NEXT CHANGES
***
E.4.15 
Questions and interim agreements for key issue #4.15
E.4.15.1
Security aspects of Xn handover 
E.4.15.1.1
Description of question

What new security mechanisms or aspects will be introduced for Xn handover, if any, compared to LTE X2 handover?
E.4.15.1.2
Interim agreement

TBD
***
NEXT CHANGES
***

E.4.16 
Questions and interim agreements for key issue #4.16
E.4.16.1
Security algorithm negotiation between UE and RAN 
E.4.16.1.1
Description of question

How should algorithm negotiation take place between UE and RAN in 5G?
E.4.16.1.2
Interim agreement

- 
TBD
***
NEXT CHANGES
***

E.4.17 
Questions and interim agreements for key issue #4.17
E.4.17.1
Supporting integrity protection of UP 
E.4.17.1.1
Description of question

How should the use of UP integrity terminating in RAN be negotiated between the 5G UE and the 5G network, and which 5G network nodes are involved in the negotiation? 

How is it indicated to 5G RAN whether UP integrity shall be used or not?

How does the 5G RAN or the 5G network indicate to UE whether UP integrity shall be used or not?

How does one 5G RAN node indicate to another 5G RAN node in Xn handover, when there is an Xn interface in between, whether UP integrity shall be used or not ?

How does one 5G RAN node indicate to another 5G RAN node in N2 handover, when there is no Xn interface in between, whether UP integrity shall be used or not ?
How does one 5G RAN node acting as a master node in DC indicate on the Xn interface to another 5G RAN node acting as a secondary node, whether UP integrity shall be used or not ?
E.4.17.1.2
Interim agreement

TBD
***
END OF CHANGES
***
