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	Reason for change:
	In release 14 of LWA, RAN2 has agreed that the PDCP PDUs may continue to be transmitted over WLAN for an LWA bearer during handover without WT change where eLWA configuration is retained. This means that for packets sent/received over WLAN, UE postpone the switch of PDCP keys until it receives an “end-marker packet” (see below for details).  

This requires that the receiver can distinguish which packets were ciphered with which PDCP keys to avoid deciphering with the wrong PDCP key. To resolve this deciphering issue, a working assumption was made on an “end marker packet” solution: The transmitter (i.e. source eNB on the downlink and UE on the uplink) sends an “end-marker packet” (which contains a PDCP SN) that indicates to the receiver the last PDCP PDU ciphered with source eNB key.
Furthermore, it is noted that Updating S-KWT every time KeNB is rekeyed may cause UE and WLAN to perform frequent 4-way handshake which may not be optimal. Therefore eNB should update S-KWT independent of when KeNB is rekeying.
This contribution proposes changes to reflect the RAN agreement for handover in Release 14 of LWA. And also, it includes a minor change to the  “Security Key Update Trigger” section to reflect that the S-KWT update by eNB is independent of when KeNB is rekeyed.


	
	

	Summary of change:
	The  handover procedure section for LWA is updated to reflect:

1)   UE may keep two sets of PDCP keys corresponding to the old PDCP and new PDCP, until an end marker packet is received from the source eNB.
2)   After receiving “end-marker packet”, any received PDCP PDUs whose COUNT value is larger than the COUNT value corresponding to the Sequence Number in the “end-marker packet” shall be discarded.

	
	

	Consequences if not approved:
	The Security Key Update Trigger” section is updated to reflect that the S-KWT update by eNB is independent of when KeNB is rekeyed.
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	Other comments:
	


***
BEGIN CHANGES
***
G.2.5
Security key update
G.2.5.1
Security key update triggers

The system supports update of the S-KWT. The eNB may update the S-KWT for any reason by using the S-KWT update procedure defined in clause G.2. 5.2 of the current specification. If the eNB re-keys its currently active KeNB  in an AS security context, the eNB may update any S-KWT associated with that AS security context. 

G.2.5.2
Security key update procedures

If the eNB decides to perform S-KWT update (see clause G.2.5.1), the eNB shall increment the WT Counter and compute a fresh S-KWT, as defined in clause G.2.4.  Then the eNB shall perform a WT Modification procedure to deliver the fresh S-KWT to the WT. The eNB shall provide the value of the WT Counter used in the derivation of the S-KWT to the UE in an integrity protected RRC message. The UE shall derive the S-KWT as described in clause G.2.4.
The UE and WT shall start using a fresh S-KWT when subsequent WLAN authentication is triggered. If there are multiple S-KWT keys at the UE and the WT, the latest S-KWT shall be used. Whenever the UE or WT start using a fresh S-KWT as PMK they shall refresh the IEEE 802.11 security.
NOTE: 
In certain abnormal scenarios (e.g., the eNB detects there is mismatch in the PDCP Count when performing Counter Check procedure), the eNB can force the WLAN authentication of the UE by performing the WT Release procedure first and then the WT Addition procedure (see clause G.2.3).
G.2.6
Handover procedures
During S1 and X2 handover, when the LWA DRB connection between the UE and the WT is released, the UE shall delete the S-KWT and further keys derived based on it.
During or after handover where the LWA configuration is retained through the same WT as explained in clause 10.1.2.2 of TS 36.300 [30], the UE may keep two sets of PDCP keys corresponding to the old PDCP and new PDCP, until an end-marker packet is received from the source eNB.
After the UE receives the end-marker packet, any received PDCP PDUs whose COUNT value is larger than the COUNT value corresponding to the Sequence Number in the end-marker packet shall be discarded. 

***
END OF CHANGES
***
