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Decision/action requested

Approve the pCR below
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Rationale

More detail is added to clause 6.1 of TS 33.501 on primary authentication. While doing so, we found that a primary authentication procedure should be presented as whole. Such an authentication procedure involves the entities UE, AMF/SEAF, AUSF, and ARPF and spans across the interfaces N1 (between UE and AMF), N12 (between AMF and AUSF), and N13 (between AUSF and ARPF). 
The current structure suggests that the parts of an authentication procedure run over N1 should be described in clause 6.1 while the parts run over N12 and N13 should be described in separate subclauses of clause 7. This may make the authentication procedure difficult to understand. (We also noticed that a subclause for describing N13 is missing from clause 7.) By way of example, readers may want to look at Figure 6.2-1 in TS 33.402 that describes the use of EAP-AKA’ in trusted non-3GPP access.
Nevertheless, there is value in keeping the subclauses on NAS security in clause 6 and on N12 and N13 in clause 7 so that stage 3 groups can focus on the interfaces of their concern (i.e. CT1 for N1 and CT4 for N12 and N13). 

We tried to strike a balance between the descriptions in clause 6.1 and the ones in the subclauses of clause 7 in our proposals in the companion contributions S3-171362,1370,1373,1376,1382,1397. 

We further propose a new subclause to clause 6 on key hierarchy. This new subclause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only in clause 8. Such an overview may therefore be considered slightly misplaced in clause 6, but making the key hierarchy a top-level clause of its own does not seem justified either, and splitting the key hierarchy description in two parts seems less than ideal, so placing it in clause 6 probably is an acceptable solution.

We further checked clause 6 of TS 33.401 for content that needs to be covered, in possibly modified form, also in TS 33.501. This resulted in the proposal to have subclauses on security contexts and subscriber identifier privacy, with a somewhat different mapping of content to these subclauses in TSs 33.401 and 33.501 respectively. A subclause on subscriber identifier privacy has been missing so far in the ToC (somehwat surprisingly in view of the lively discussions we are having); we think it is well placed in clause 6 on “Security Procedures between UE and 5G Core Network Functions”.

Finally, we propose adding a subclause on the granularity of anchor key binding to serving network. This is a new topic that has not been raised so far, but is essential to address in phase 1. We will provide input, including proposed question and interim agreement, to TR 33.899 in companion contributions, but are happy to defer the decision on the content for the TS to the next meeting (precisely because this is a new topic).  
The Word comments below are to be removed before implementation of the pCR. 
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pCR
*******************START OF PCR*******************************************
6           Security Procedures between UE and 5G Core Network Functions          

6.1
Primary authentication and key agreement
6.1.1
Authentication framework

6.1.1.1 General
NOTE: In the present release, EAP-AKA’ and EPS AKA* are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in clause 6.1.3. An example of how additional authentication method can be used with the EAP framework is givenin the informative Annex xx.

6.1.1.2 EAP framework
Editor’s Note: This clause is meant to explain what support for the EAP framework means for the various functional entities in the 5G system. 

6.1.1.3 Granularity 
of anchor key binding to serving network
Editor’s Note: This is a new topic that has not been raised so far, but is essential to address in phase 1. It is about binding the anchor key to an identity of the serving network. This should be done in a uniform way for 3GPP access and non-3GPP access. It is ffs, which input should be used for the anchor key derivation to achieve the uniform binding. Candidates for input parameters are (a combination of): VPLMN-Id (as in 3GPP access to 4G), access network type (e.g. the string “WLAN”, as in non-3GPP access to 4G), the string “5G” to distinguish anchor keys for 4G (i.e. KASME) from those for 5G. 
6.1.2
Initiation of authentication

6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA’

6.1.3.2
Authentication procedure for EPS AKA*

6.1.4
Linking increased home control to subsequent procedures
6.2
NAS security 
Editor’s Note: This clause is meant to contain, among other things, contents corresponding to 33.401, clause 8 “Security mechanisms for non-access stratum signalling and data via MME” and clause 6.5 “Handling of NAS COUNTs”.
6.3
Security negotiations

6.4
Security handling in state transitions

6.5
Security handling in mobility
6.6

Key hierarchy

Editor’s Note: This clause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8. 

6.7

Security contexts
6.7.1
General
Editor’s Note: 33.401 contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 are sufficient, this subclause may be quite short.  
6.7.2
Handling security contexts within the serving network 
Editor’s Note: The content of this clause is meant to correspond to 33.401, clause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.
6.7.3
Distribution of security contexts 
Editor’s Note: The content of this clause is meant to correspond to 33.401, clauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.
6.8
Subscriber identifier privacy
Editor’s Note: The content of this clause depends on the decisions on security area #7 in TR 33.899. 

6.8.1
Subscriber permanent identifier 
6.8.2
Subscriber temporary identifier
NOTE: This subclause is about the temporary subscription identifier shared between UE and core network. RAN level identifiers are handled in clause 7. 
6.8.3
Subscriber identification procedure
Editor’s Note: The content of this clause is meant to correspond to 33.401, clause 6.1.3, which is about the Identity request/response procedure between serving network and UE invoked in case the SN is unable to resolve the temporary identifier. 
*******************NEXT CHANGES*******************************************
7          Security Procedures between 5G Network Functions 
7.1

Security procedures on N2

Editor's Note: includes equivalent of S1-MME messages, like key transport to base station, as well as message protection, i.e. backhaul link security)

7.2
Security procedures on N3 

7.3
Security procedures on N14

7.4
Security procedures on N12  

7.y
Security procedures on N13  
*******************NEXT CHANGES*******************************************
Annex A (normative):
Key derivation functions
*******************END OF PCR*******************************************
�Title for the Annex can be found from agreements on contributions 1126, 1252


�see also contributions S3-171400 and 1398.


�the numbering of the subclauses is changed by 1285/1592





