3GPP TSG SA WG3 (Security) Meeting #87
S3-171470
15 – 19 May 2017, Ljubljana, Slovenia
revision of S3-171310
Source:
Nokia
Title:
Privacy requirements for V2X
Document for:
Approval, Information, Discussion

Agenda Item:
7.3 / V2X
1
Decision/action requested

Update to privacy requirements.
2
References
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Rationale

4
Detailed proposal

****************** start of change ***
5.6
Privacy related requirements


As specified in 3GPP TS 22.185 [2] the following PC5 privacy related requirements apply:

Subject to regional regulatory requirements and/or operator policy for a V2X application, the data sent in the PC5 transmission should not allow UE identity to be tracked or identified by any other UE or non-V2X entity beyond a certain short time-period required by the V2X application. 

Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the data sent in the PC5 transmission should not allow a single party (operator or third party) to track a UE identity in that region.

In addition, the following requirements are given in the present specification:

The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.

UE pseudonymity should be provided to conceal personal data from attackers.
The application layer UE identity in the V2X messages should be protected from eavesdropping. 
****************** end of change ***
