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1. Overall Description:

SA3 would like to thank CT1 for its LS (S3-171008/C1-171654) on key management for application signalling.
SA3 has noted that there is no issue with continuing to support MSCCK in Rel-14 to provide a backwardly compatible solution and has updated its specification accordingly. Note, the MSCCK is not used from Rel-14 servers to Rel-14 clients, as the MuSiK fulfils the function of the MSCCK.
In response to CT1’s observations, SA3 would like to observe that:

1) Should the Rel-13 solution for group multicast signalling security (MKFC) be used with entities in multiple MCPTT systems in Rel-14 (e.g. the GMS in an external MCPTT system) this is likely to cause both security and functional issues. As CT1 have observed that no change to Rel-13 can take place, these issues will also remain present should the Rel-14 client or server use Rel-13 functionality with entities in other MCPTT systems.

2) For this reason, SA3 have agreed:

a. The Rel-14 GMS shall not produce MKFCs.

b. The Rel-14 MCPTT PF:

i. Will attempt MuSiK 'key download' prior to establishing an MBMS bearer. Should the MuSiK be accepted, multicast signalling shall be protected using the MuSiK (or another MuSiK/MSCCK subsequently delivered by the server). Should the MuSiK be rejected, only unicast signalling shall be used for MCPTT signalling with the MC client.

ii. Will reject MKFCs provided from a Rel-13 GMS.
c. The Rel-14 MC client shall:

i. Support receipt and use of MKFCs (alongside MuSiK and MSCCK).
ii. Reject MKFCs received from other MC systems (based upon the GMS identity).
iii. Discard previously received MKFCs upon attaching to a new MC system. 

3) Where a MuSiK is established at the same time as a MBMS bearer is established, MuSiK distribution may be optimised by attaching the MuSiK to a MBMS bearer announcement message rather than creating a separate 'key download' message. 

In response to CT1’s questions, SA3 has the following responses:
Question-1:
When an MC client participates in several MCX sessions, and media and floor control messages of those MCX sessions are transported over an MBMS bearer, does the MCX server provide to the MC client solely one MuSiK key, or does the MCX server provide to the MC client several MuSiK keys, one MuSiK key per MC session?

TS 33.180 contains the following note:
NOTE: 
It is expected that for the majority of MCX Groups and MBMS bearers, the participating MCX Server will use a single MuSiK. Where a MCX Group or MBMS bearer has privacy requirements, these procedures allow a new MuSiK to be distributed specifically for that purpose. Consequently, it is not expected that a new MuSiK will need to be distributed before each new bearer is established. 

Consequently, it is not expected that MuSiK is a per-session key. The following provides a proposal of when the MuSiK is distributed. The referenced configuration parameters are within TS 23.379:
1. If the MCPTT Server (PF) is configured to protect confidentiality of signalling (Table A5-2), and one or more multicast bearers will be used for signalling then the PF shall: 
a. distribute a MuSiK, MAll, to each client that will receive signalling over a multicast bearer. 
b. For each group, Gi, that uses the multicast bearer:

i. if in the group configuration data, the floor control confidentiality and integrity protection is 'true' (Table A4-1), and the group floor control protection security material for multicast use is 'false' (Table A4-2), the PF shall:
1. Protect group signalling for Gi using MAll.
ii. if in the group configuration data, the floor control confidentiality and integrity protection is 'true', and the group floor control protection security material for multicast use is 'true', the PF shall:

1. Distribute a new MuSiK, Mi, specifically for protection of this group signalling.

2. Protect group signalling for Gi using Mi.

iii. if in the group configuration data, the floor control confidentiality and integrity protection is 'false', the PF shall:
1. Protect group signalling for Gi using MAll. In particular, the request to enable security overrides the request to disable security. 
2. If the MCPTT Server (PF) is not configured to protect confidentiality of floor control, and one or more multicast bearers will be used for signalling then the PF shall: 

a. For each group, Gi, that uses the multicast bearer:

i. if in the group configuration data, the floor control confidentiality and integrity protection is 'true', and the group floor control protection security material for multicast use is 'false', the PF shall (unless prevented by local regulations):
1. distribute a MuSiK, MAll, to each client in the group

2. Protect group signalling for Gi using MAll. In particular, the request to enable security overrides the request to disable security.
ii. if in the group configuration data, the floor control confidentiality and integrity protection is 'true', and the group floor control protection security material for multicast use is 'true', the PF shall (unless prevented by local regulations):

1. distribute a new MuSiK, Mi, to each client in the group
2. Protect group signalling for Gi using Mi. In particular, the request to enable security overrides the request to disable security.
iii. if in the group configuration data, the floor control confidentiality and integrity protection is 'false', the PF shall:
1. Not secure the multicast floor control signalling.

3. Should the MuSiK be rejected by the MC client, the MCPTT Server shall only use unicast bearers for distribution of signalling to the MC client.

Question-2:
is there any obstacle in delaying introduction of stage-3 changes related to S3-170914  to Rel-15?
Other than the benefit of addressing the issue sooner rather than later, SA6 have defined procedures for supporting a GMS external to the home MCPTT System as part of Rel-14. SA3 have also defined other procedures for supporting this scenario. For Rel-14 to be a complete specification in this regard requires implementing this functionality.
Should stage 3 be delayed to Rel-15, the expected outcome is that multicast bearers for signalling (floor control) should not be used in Rel-14 to support cross-system groups. This is because no MuSiK may be distributed. There will also be no agreed solution for securing multicast signalling (transmission control) for MCVideo. 

For these reasons, SA3 requests that Stage-3 MuSiK implementation is completed as part of Rel-14 where possible.
2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 group to take this information into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#88
7-11 August 2017
Dali City, China

SA3#88Bis (Adhoc on 5G)
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