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	Reason for change:
	When an user session (e.g. web, GTP) is recognized by an identifier (e.g. session Id, TEID) this should be unpredictable otherwise it may be possible for an attacker to guess the next value that will be generated and misuse it e.g. to impersonate the user, to access to unauthorized sensitive information, to tamper the user session.
A generic threat addressing this scenario is currently not available in TR 33.926.
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	This CR proposes to add a new generic threat on “User Session Tampering”.  
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*** Beginning of Changes ***
5.3.4
Tampering

5.3.4.x
User Session Tampering

-
Threat name: User Session Tampering

-
Threat Category: Tampering

-
Threat Description: Usage of insufficiently random values used to identify an user session (e.g. sessionID for web sessions, TEID for GTP Sessions) can be exploited by an attacker to  tamper this user session by predicting/guessing these identifiers. 
      -
Threatened Asset: User Sessions
*** End of Changes ***

