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1
Decision/action requested

SA3 is kindly requested to include the following key issue in the REAR TR.
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3
Rationale

An eRemote UE is logically connected to an eNB, but its physical layer terminates at the eRelay UE. As a result thereof, the eRemote UE may not need to send radio measurements to the eNB and may therefore not trigger a handover. In case the eRemote UE and eRelay UE are close together and for example travelling on a train, the eRelay UE may experience fading reception from an eNB and may therefore be handed over. The eRemote UE will not be aware of this until it tries to send RRC messages or UP data to the eNB and finds out that the receiving end has gone or doesn’t have the keys to decrypt the data.

This key issue is about how to deal with the security context of the eRemote UE in case of an handover of the eRelay UE. Possible solutions for this key issue include:

· Explicitly handing over the eRemote UE whenever the eRelay UE gets handed over. A eNB serving a eRemote UE is then obliged to always handover the eRemote UE whenever the eRelay UE is handed over. The eRemote UE will go through the same handover procedures as a normal UE. An even more verbose method would include that the eRemote UE may first be switched back to ‘network mode’, then handed over and then switch back to ‘relayed mode’.
· Implicitly handing over the eRemote UE whenever the eRelay UE gets handed over, however the eRemote UE is not aware of the handover. In terms of security context this means that the eNB will hand over the eRelay UE in the normal way, and in the same procedure handing over the eRemote UE, but without any key derivations or informing the eRemote UE.
· Instantiating an ‘anchor eNB’ or ‘anchor S-GW’ that will keep the security context of the eRemote UE and all traffic and signalling will pass through this anchor before being sent out on the air interface or after being received on the air interface. Such an ‘anchor eNB’ could be a virtual eNB without air interface just for the purpose of 
4
Detailed proposal

**** FIRST CHANGE ****
X.#HO
Key Issue #X.#HO – Management of the Security Context of the eRemote UE during handover

X.#HO.1
Introduction

An eRemote UE is logically connected to an eNB, but its physical layer terminates at the eRelay UE which may cause problems with security context management at the event of a hand over.

X.#HO.2
Key Issue Details

An eRemote UE is logically connected to an eNB, but its physical layer terminates at the eRelay UE. As a result thereof, the eRemote UE may not need to send radio measurements to the eNB and may therefore not trigger a handover. In case the eRemote UE and eRelay UE are close together and for example travelling on a train, the eRelay UE may experience fading reception from an eNB and may subsequently be handed over. The eRemote UE will not be aware of this until it tries to send RRC messages or UP data to the eNB and finds out that the receiving end has gone or doesn’t have the keys to decrypt the data. This implies that additional signalling is required to also handover the eRemote UE whenever the eRelay UE is handed over.
On the contrary, additional signalling to hand over an eRemote UE may not be necessary since eNB is fully aware that the there is an eRemote UE 'behind' the eRelay UE. Additional signalling may also unnecessarily drain the battery of the eRemote UE (and the eRelay UE for that matter) which defeats one of the purposes to use an eRelay UE to get to the network. It should also be noted that without signalling there is no way to refresh the eNB keys. So, the issues to be addressed are:

· Potential DoS of the eRemote UE after handover of the eRemote UE;

· Effects of battery drain on the eRemote UE and eRelay UE during handover;

· Freshness of eNB keys.

X.#HO.3
Security Threats

· Denial of Service of the eRemote UE;
· Unnecessary battery drain on the eRemote UE and eRelay UE;

· Leakage of eNB keys.

X.#HO.4
Potential Security Requirements
· Security context handover of eRemote UEs when eRelay UEs are handed over should be battery efficient;
