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1
Decision/action requested

In a companion contribution a change to the key hierarchy is proposed. In this pCR, editorial changes are proposed throughout the document to align the text with the key hierarchy. Additionally, some editorial issues are resolved. It is kindly requested to accept this pCR into the S3-170916 if the companion contribution is accepted as well.
2
References
[1]
S3-170916 – draft BEST TS
[2]
S3-171094 – draft BEST TS with changes accepted during conference calls
3
Rationale

The rationale of this pCR is to align the key terminology for the intermediate key and the key shared with the enterprises.
This document is based on [2] which is the draft BEST TS [1] agreed at Busan with changes accepted from the conference calls that followed.
4
Detailed proposal
**** Beginning of Change *****
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

BEST: Battery Efficient Security service for Cellular IoT

BEST Capable UE: A UE that is enabled for the BEST service

Enterprise Key: A secret key shared by the Enterprise Application Server and the UE for application in the BEST service
EAS PSK: An Enterprise Application Service specific key derived by the HSE and the UE from the Intermediate key and meant to be forwarded to a specific EAS by the HSE.
Intermediate Key: A key derived by the HSE and the UE from CK and IK to be used to derive the EAS PSK
Intermediate Key Identifier: A key identifier that identifies an Intermediate Key
UE-to-HSE keys: Keys derived by the HSE and the UE from CK and IK to be used on control and/or user plane between the UE and HSE.
UE-to-EAS keys: Keys derived by the EAS and the UE from EAS PSK and an Enterprise Key to be used for user plane between UE and EAS.
UE-to-HSE: UE to Home PLMN Security Endpoint 

UE-to-EAS: UE to Enterprise Application Server
**** End of Change *****
**** Beginning of Change *****
4.1
Introduction

This specification defines elements, protocols and procedures that enable battery efficient security for low throughput devices such as MTC devices.  The BEST service is a secure channel between a UE and a HSE, optimised for low throughput and high latency devices that are battery constrained.  The security is between the UE and either an element in the service provider home network (the HSE) or an element in the enterprise domain (the EAS). The design is modular and extensible so that it can be used to satisfy a wide range of use cases.

The following services are defined:

-
BEST key agreement only service – This service is a battery efficient service for key agreement between a BEST compliant UE and the HSE or the EAS. The user plane for this service is provided by the application layer between the UE and the EAS and is out of scope of this specification.

-
BEST user plane integrity protected service – This service is a battery efficient integrity protected user plane service for low throughput devices. This service includes the key agreement and includes integrity protected security over small data over NAS User Plane.  The user plane for this service can be either terminated in the HSE (so-called UE-to-HSE mode) or in the EAS (so-called UE-to-EAS mode). Control messages are always terminated in the HSE.

-
BEST user plane confidential service – This service is a battery efficient integrity and confidentiality protected user plane service for low throughput devices. The user plane for this service can be either terminated in the HSE (so-called UE-to-HSE mode) or in the EAS (so-called UE-to-EAS mode). Control messages are always terminated in the HSE.

It may be possible for the UE to have concurrent BEST sessions.
**** End of Change *****
**** Beginning of Change *****
4.3.2
BEST Session Initiation and Key Agreement

The UE shall initiate a BEST session using the EMSDP Session Request message following the establishment of the PDN connection. To optimise the message flow for battery constrained devices, the EMSDP Session Response is combined with Session Key Agreement.  

The EMSDP Session Request message shall include the UE Identity, BEST capabilities of the UE, the UE serving network and details of the enterprise service including the Enterprise server Id (EAS Id) that the BEST service is being used for.

The EMSDP Session Start message shall include the RAND and AUTN needed for a key agreement of the BEST keys, the BEST service parameters and a checksum validating the previous EMSDP Session Request message.
The HSE shall determine the parameters for the BEST service.  The HSE may use the location information provided by the UE to determine whether aspects of the BEST service, such as cyphering, can be used in that location.

As a result of the key agreement exchange the UE and HSE shall derive the UE-to-HSE keys. In case of UE-to-EAS security mode and in case of Key agreement only service, the UE and HSE shall also derive the intermediate key and the EAS PSK. 
To optimise the BEST service for battery constrained devices, confirmation of the BEST session start is not required.  The UE sending a UP message to the HSE or EAS is by itself is an implied confirmation.  However, if the BEST service is being used for key agreement only, the HSE shall require the UE to send EMSDP Session Start Confirmation by setting the indicator in the EMSDP Session Start message.  

**** End of Change *****
**** Beginning of Change *****
4.5
BEST Data Service

Once the BEST session is successfully initiated, the UE or the HSE or EAS may send UP data using the negotiated keys.  

If the BEST UP session is set up between the UE and the HSE, then the UP packets are initiated or terminated by the HSE.  In this case, the low power optimized EMSDP protocol, as detailed in clause 6, is used.

If the BEST UP session is set up between the UE and the EAS, then the HSE passes the UP messages to the EAS after checking the message is formatted correctly and that it is a UP message. The key used by the UE and EAS to encrypt and decrypt data messages (when required) is KE2Eenc and to integrity protect the message is KE2Eint. Verification of any Key ID, counter, message integrity and deciphering is the responsibility of the EAS.

If the BEST key agreement service is used to set up a data session between the UE and EAS, the UE and EAS to use a protocol with the EAS PSK other than EMSDP, e.g., IKE/IPsec or (D)TLS for user plane data transmission. In this case, the HSE does not handle the UP.

**** End of Change *****
4.6.1
Key Agreement and Refresh

4.6.1.1
Key setup messaging between HSE and UE

New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS 33.102 [3] and the AKA challenge is transported between the HSE and the UE as part of the BEST service detailed in clause X.3.2. The key hierarchy is shown in clause 4.6.2.2.
The EMDSP protocol has 7 Key IDs for each session ID.  Each Key ID has a separate keyset consisting of an integrity Key (KE2Mint), an encryption key (KE2Menc), optionally an  Intermediate Key (KIntermediate) and optionally an EAS PSK (KEAS_PSK). The Key IDs shall be set during the derivations of the keys as specified in clause 5.1.
The Intermediate Key (KIntermediate) is used together with a separate enterprise server identifier (EAS Id) to calculate the EAS PSK (KEAS_PSK).  There can be many KEAS_PSK derived from one KIntermediate.
The EAS PSK (KEAS_PSK) is used together with the Enterprise Key to calculate KE2Eint and KE2Eenc when BEST User plane security services are used in UE-to-EAS mode.

Figure 4.6.1.1-1 shows the generic key agreement process:
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Figure 4.6.1.1-1 Generic BEST key agreement process

The Key agreement steps are:

1.
EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt), location ID). The UE shall send the EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt) to set up a new BEST session. 

2.
Keys required? - the HSE shall check to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:

-
If the HSE has a valid set of keys for the indicated session and the UE ID is valid for that session then the HSE may start the BEST session without re-negotiating the keys (step 8). 

-
If the UE ID is valid  for that HSE and the HSE does not have a valid set of keys for the indicated session or the HSE wishes to update the keys, then it shall first renegotiate the keys (steps 2 to 7) and then start the BEST session (step 8).

-
If the UE ID is not valid for that session ID or the UE does not support the level of service required by the HSE or the enterprise information is not valid for the HSE, then the HSE may reject the command.

3. Authentication-Information-Request over S6a interface – The HSE shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  

4. Authentication-Information-Answer over S6a interface – The HSS uses the S6f interface to the HSE to return the requested authentication vectors.   

a. Authentication-Information-Request over the S6a interface between HSE and EMKS – Where an EMKS is used, the HSE shall use the S6a interface to the EMKS to request an authentication vector using the UE IMSI.  

b. Authentication-Information-Request over the S6a interface between EMKS and HSE – The EMKS shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  

c. Authentication-Information-Answer over the S6a interface between EMKS and HSE – The HSS shall use the S6a interface to the EMKS to return the requested authentication vectors.  These vectors may be stored on the EMKS for later use.  

d. Authentication-Information-Answer over the S6a interface between HSE and EMKS – The EMKS uses the S6a interface to the HSE to return the requested authentication vector.

5. Calculate UE-to-HSE Keys -  See key derivation details in clause 5.

6. The HSE may optionally send  "EAS Session Request" to the EAS– In case BEST UP service is used in UE-to-EAS mode, the HSE shall use the HSE interface to the EAS to inform the EAS of the new UE-to-EAS session request and shall forward the EAS PSK (KEAS_PSK)  to the EAS. In case the BEST key agreement service is used, the the HSE shall forward to the EAS, the EAS_PSK (KEAS_PSK) and the key identifier for the the Intermediate Key (KIntermediate).

7. The Enterprise Server sends a "EAS Session Start" to the HSE – The Enterprise Server shall respond by sending the "UE-to-EAS Session Start" message. In case BEST UP service is used, this message shall contain an EAS container that includes an identifier for the Enterprise Key.

8. EMSDP Session Start message -  The HSE shall send a EMSDP Session Start (Key Agreement, Session Parameters, Request Validation, HSE ID(opt) , EAS container (opt)).

9. EMSDP Session Start Confirmation - UE optionally, if requested in the Session Start Confirmation, responds with an EMSDP Session Start Confirmation message.

10.  EAS Session Start Confirmation - The HSE may optionally send EAS Session Start Confirmation.
11. Calculate UE Keys – See key derivation details in clause 5.   

12. Calculate UE-to-EAS Keys – In case of the UE-to-EAS BEST UP service, the Enterprise server generates UE-to-EAS keys as per the key derivation details in clause 5.

4.6.1.2
Usage of Keys

For UE-to-HSE BEST UP sessions, the following keys shall be used:

-
The KE2Menc shall be used by the UE and the HSE for the encryption of the user plane and the control plane, according to the agreed encryption algorithm.  
-
The KE2Mint shall be used by the UE and the HSE for the integrity protection of the user plane and the control plane according to the agreed integrity protection algorithm. 
For UE-to-EAS BEST UP sessions, the following keys shall be used:

-
The KE2Menc shall be used by the UE and the HSE for the encryption of the control plane, according to the agreed encryption algorithm.
-
The KE2Mint shall be used by the UE and the HSE for the integrity protection of the control plane according to the agreed integrity protection algorithm.

-
The KE2Eenc shall be used by the UE and the EAS for the encryption of the user plane, according to the agreed encryption algorithm.
-
The KE2Eint shall be used by the UE and the EAS for the integrity protection of the user plane according to the agreed integrity protection algorithm.  

For key-agreement only BEST service, the following keys shall be used:

-
The EAS PSK (KEAS_PSK) shall be used by the EAS and UE for protection of the user plane between the EAS and UE.  The protocol to be used between the UE and EAS is out of scope of this specification.  Optionally, further keys may be derived from the EAS PSK.

Note: As the KEAS_PSK is known to the HSE, the EAS and the UE will have to transform the key further to achieve end to end security.  This transformation is out of scope of this specification.

-
The KE2Menc shall be used by the UE and the HSE for the encryption of the control plane, according to the agreed encryption algorithm.
-
The KE2Mint shall be used by the UE and the HSE for the integrity protection of the control plane according to the agreed integrity protection algorithm.

4.6.1.3
Key Setup for BEST session end point modification

The modification of a BEST UE-to-EAS UP session to a BEST UE-to-HSE UP session does not require any new calculations of keys.

The modification of a BEST UE-to-HSE UP session to a BEST UE-to-EAS UP session requires new keys to be calculated when no UE-to-EAS keys are available in the EAS. Before sending the EMSDP Modification command the HSE does the following:

-
Checks with the EAS whether it has UE-to-EAS keys in storage

-
If not, obtains a EAS container that may contain a key identifier for the Enterprise Key from the EAS and forwards this to the UE in the EMSDP Modification command.

**** End of Change *****
**** Beginning of Change *****
6.2.7
Procedures for BEST when using EMSDP

6.2.7.1
Introduction

This clause contains the procedures between the UE, HSE, HSS and EAS for the following BEST Services when using EMSDP:

-
BEST key agreement only service in clause 6.2.7.2
-
BEST user plane integrity protected service in clause 6.2.7.3

-
BEST user plane confidential service in clause 6.2.7.4

6.2.7.2
Procedures for BEST Key Agreement Only Service using EMSDP

Figure 6.2.7.2-1 shows the messages exchanged between the UE, HSE, HSS/EMKS and EAS in order to setup a BEST Session when using EMSDP. In this figure, the EMKS and HSS are collapsed into one.



[image: image2]

Figure 6.2.7.2-1: BEST Session Setup Procedure for BEST Key Agreement Only Service using EMSDP 
The above figure depicts BEST Session setup procedure for Key Agreement Only service. The EAS PSK is provided by the HSE to the EAS in step 5.  The UE derives all the required keys in Step 9.

The EAS shall also be able to obtain the EAS PSK anytime after the BEST Session is setup by the UE. The EAS initiates a EAS Session Request message with the required Key Id (specific to the UE). The HSE derives EAS PSK and provides it in the EAS Session Start message. 

NOTE 1:
The Key Id refers to the Intermediate Key Identifer that uniquely identifies the UE-specific Intermediate key. The mechanism by which UE provides Key Id to the EAS is out of scope of this specification.
NOTE 2:
The EAS application layer key derivation in step 6 when using key agreement only service is out of scope of this specification.
Figure 6.2.7.2-2 shows the messages exchanged between the UE, HSE, HSS/EMKS and EAS in order to refresh the keys when using EMSDP. In this figure, the EMKS and HSS are collapsed into one.
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Figure 6.2.7.2-2: BEST Procedure for Key Refresh using EMSDP 
In the above figure, steps 1-5 and 7-9 are mandatory. Steps 10 and 11 are optional depending on whether the HSE has set the 'Confirm Authentication' flag in the 'EMSDP Session Response' message.  The contents of the respective commands are given in the respective clauses that detail the commands. Step 6 is optional and out of scope of this specification. 
6.2.7.3
Procedures for BEST User Plane Integrity Protected Service using EMSDP
Figure 6.2.7.3-1 shows the messages exchanged between the UE, HSE, HSS/EMKS and EAS in order to setup a BEST Session when using EMSDP. In this figure, the EMKS and HSS are collapsed into one.
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Figure 6.2.7.3-1: BEST Session Setup Procedure for BEST User Plane Integrity Only Service using EMSDP 
In the above figure, steps 1-8 are mandatory. The contents of the respective commands are given in the respective clauses that detail the commands. Step 6 is only performed when a BEST UE-to-EAS UP session is setup.

Figure 6.2.7.3-2 shows the messages exchanged between the UE, HSE, HSS/EMKS and EAS in order to refresh the keys when using EMSDP. In this figure, the EMKS and HSS are collapsed into one.
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Figure 6.2.7.3-2: Best Session for Key Refresh Procedure for BEST User Plane Integrity Only Service using EMSDP 
In the above figure, steps 1-8 are mandatory. The contents of the respective commands are given in the respective clauses that detail the commands. Step 6 is only performed when a BEST UE-to-EAS UP session is setup.

6.2.7.4
Procedures for BEST User Plane Confidential Service using EMSDP
The procedures for the BEST User Plane Confidentiality Service are the same as the one detailed in clause 6.7.4.3. 
**** End of Change *****
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Change: �name of the key in step 5 and changed the description of the step 6 to match previous flow diagram.





