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1. Overall Description:

SA3 TR 33.899 has a Key Issue #4.1 on AS security during RRC idle mode. In summary, the KI #4.1 is about detecting and preventing UEs in RRC_IDLE mode from (re)selecting false/rouge cells. Two types of solutions have been proposed to address this KI. One group of solutions actively try to detect false/rouge cells by various signalling means and another solution passively tries to detect the presence of false/rouge cells.
Active detection/prevention solutions need a security parameter from the network and are considering ‘on-demand SI’ (defined in TR 38.804) for this purpose. 
Passive solution depends purely on measurements logged by the UE, similar to the Handover (in RRC_CONNECTED mode) and MDT/ANR (in RRC_CONNECTED and RRC_IDLE mode). 
SA3 believes that the two types of solutions (active and passive) do not preclude each other.

In order to choose or arrive at a workable solution, SA3 requests the expert knowledge of other groups,
Questions related to active detection/prevention (Ref. Clause #5.4.4.2 and Clause #5.4.4.4 (variant #2) in TR 33.899):

(1) SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection ?

(2) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?
Questions related to passive detection (Ref. Clause 5.4.4.10 in TR 33.899):

(3) 
SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?
(4) 
SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?

2. Actions:

To RAN groups.

ACTION: 
SA3 requests RAN groups to provide answers for above questions.
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