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Introduction
This pCR proposes modifications to the key issue descriptions in security area#8 to clarify the scope of and assumptions for the work on slicing security in 5G phase 1. 
****************************************** Start of Changes **************************

5.8.3.2
Key Issue #8.2: Security mechanism differentiation for network slices

5.8.3.2.1
Key issue details

The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.

-
On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 

-
On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.

--
On CriC services, the quick access and strong authentication protocol, encryption algorithms, or/and credential management etc. should be considered to meet the low latency and high reliability requirement in critical communications.
The NG-UE when it does network attach is supposed to include a network slice selection parameter if it has one. Based on the network selection parameter  a slice selection function will make a choice and assign the NG-UE to a dedicated network tenant or to a application-specific network slice . Each network slice can define its own security policies and security mechanisms.

5.8.3.2.2
Security threats 

Different network slice tenants may have different access authentication requirements.  In addition, network slices hosting application specific functions may have access security as well as session security demanded by the application. In the absence of a proper level of security for each network slice, both access and sessions can be compromised.
5.8.3.2.3
Potential security requirements

To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. 
NOTE: for 5G phase 1, it is assumed that the network infrastructure and the network functions have a uniform level of security assurance.

Different security mechanisms shall be supported to meet the slice specific requirement. 

The 3GPP system shall support the security mechanism differentiation in authentication methods, types of credentials, subscriber repository, controlling policies and security policies. Security policies may include isolation policies, encryption algorithms, integrity protection algorithms, the lengths of keys, and the policies of key expiration.
NOTE: for 5G phase 1, it is assumed that the security mechanism differentiation among slices is limited to whether user plane confidentiality and / or user plane integrity are applied or not. For 5G phase 1, cryptographic algorithms specified by 3GPP are considered sufficiently strong and having sufficient performance so that no differentiation is needed here.
It should be possible to define different access security mechanisms as well as session security mechanisms (e.g. control plane, user plane, handover etc) for every network slice.

5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details

The fact that several network slices might be available in Next Generation systems requires a selection procedure in order to direct UEs to corresponding slices. To ensure that slices can be selected and accessed correctly for UEs, how to protect the security of such procedure should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress
Editor’s Note: the scenarios below and their conclusions need to be aligned with the concept of secondary authentication between UE and external data network as defined in security area#2.
Editor’s Note: the concept of a slice allocated to a 3rd party service provider needs to be aligned with the agreements on 5G phase 1. 
Besides the slice selection security, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place (see Figure 5.8.3.3-1).

 
[image: image1.emf]Service

NF1 NF2 NF3

Access links

3GPP AN

CN

NS

Trusted Non-3GPP AN

Untrusted Non-3GPP AN


Figure 5.8.3.3-1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authentication and authorization mechanism to support such variety in access/device type and also to be future proof.

As observed by 3GPP TR 22.864, services offered by the network slice could either belong to the MNO or a 3rd party service provider. When the slice is allocated to a 3rd party service provider, the ability of the provider to verify and ascertain the identifier of the subscription, trying to gain access to the slice, becomes a critical security component to be addressed. 

For the attach procedure of UEs’ access to network slices, following scenarios should be considered:
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Figure 5.8.3.3-2
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.

Scenario#2: UE is authenticated by MNO. 3rd party provider relies on MNO authentication but provides authorization to the UE.
Scenario#3: UE is authenticated and authorized by MNO. 3rd party provider relies on MNO authentication and provides additional authorization to the UE. 
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Figure 5.8.3.3-3
Scenario#4: UE is authenticated by MNO. 3rd party provider performs secondary authentication and provides authorization to the UE.
Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization. 

Scenario#6: There is no primary authentication and authorization of the UE by the MNO. 3rd party provider performs authentication and authorization of the subscription. 

Editor’s Note: The requirements by SA1 and SA2 on which all scenarios rest, require further clarification.
For authentication of UEs’ access to network slices, if methods based on key sharing between UE and network are used, then keys for integrity and confidentiality are derived from intermediate keys (e.g. Kasme and Kenb in LTE), which are also derived from long-term/root keys directly or indirectly. Keys can be grouped as CN keys and AN keys, and further be divided into intermediate keys, CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan). Following scenarios for key sharing between slices should be considered (intermediate keys not shown explicitly):
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Figure 5.8.3.3-4
Scenario#1: No key is shared between slices.

Scenario#2: Long-term keys and root keys are shared between slices.
NOTE1:
Intermediate keys may be partially or fully shared between slices for scenario#2.
Scenario#3: Long-term keys, root keys, and CN-CP keys are shared between slices.

NOTE2:
Intermediate keys for deriving AN keys and CN-UP keys may be partially or fully shared between slices for scenario#3.
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Figure 5.8.3.3-5
Scenario#4: Long-term keys, root keys, and AN-CP keys are shared between slices.
NOTE3:
Intermediate keys for deriving CN keys and AN-UP keys may be partially or fully shared between slices for scenario#4.
Scenario#5: Long-term keys, root keys, CN-CP keys, and AN-CP keys are shared between slices.
NOTE4:
Intermediate keys for deriving CN-UP and AN-UP keys may be partially or fully shared between slices for scenario#5.
5.8.3.3.2
Security threats 

Data used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.

User’s privacy information used in the network slice selection procedure may be intercepted or eavesdropped.

If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.

5.8.3.3.3
Potential security requirements

-
There shall be means to guarantee that the appropriate network slices are assigned to the appropriate subscriptions. 

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.

-
There shall be means to secure the communication over the access link, that is, between the access network and the network slice over 3GPP and trusted non-3GPP accesses or between the UE and the network slice over untrusted non-3GPP accesses.

*********************************** End of changes *********************
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