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Rationale

Situation in 4G:

In EPS AKA, the binding of KASME to the serving network identity implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used, cf. TS 33.401, clause 6.1.1. The key binding is achieved by computing KASME from CK, IK, and the serving network identity using the KDF specified in TS 33.220. The serving network identity is nothing but the PLMN id of the visited network. KASME is computed in the HSS (outside the AuC) and the ME.
The situation is quite similar, but slightly different, for EAP-AKA’: here, a new key pair CK’, IK’ is computed from CK, IK and the value of the network name, cf. RFC 5448 and TS 33.402, clause 6.2. The key pair CK’, IK’ is then used in EAP-AKA’ in the same way as CK, IK is used in EAP-AKA. The key pair CK’, IK’ is computed in the HSS (outside the AuC) and the ME. “network name” is a concept from RFC 5448; it is carried in the AT_KDF_INPUT attribute in EAP-AKA’. The value of <network name> is defined not in RFC 5448, but, for 4G, it is defined in TS 24.301 and is called “access network identity”. TS 24.301 defines the access network identity to be a string, e.g. ‘WLAN’ or ‘WIMAX’, that defines the access network type only. 
Issue for 5G: 
SA3 needs to decide on the granularity of binding the anchor key to the serving network. This granularity is determined by the structure of the input parameters to key derivation. Deriving the anchor key from the key agreed in the authentication and key agreement protocol may occur in more than one stage, as shown by the example of EAP-AKA’. It is important that the input parameters that provide the binding are input to at least one stage of the derivation of the anchor key.
It is clear from the situation in 4G that something needs to be done already in 5G phase 1. A variant of EPS AKA, namely EPS AKA*, and EAP-AKA’, are the only authentication and key agreement protocols that are mandatory to support in 5G phase 1. But it is clearly impossible to continue using the VPLMN identity for EPS AKA* on the one hand and the access network type for EAP-AKA’ on the other hand, as we need a harmonized solution. Furthermore, using only a string denoting the access network type, e.g. ‘WLAN’ or, by extension to 5G, e.g. ‘NR’ (for 5G New Radio), with EAP-AKA’ is clearly inadequate to provide binding of the anchor key to a serving network. 
We discuss the alternatives we see for the structure of input parameters. We propose using the term ‘serving network name’ for this set of input parameters.

NOTE: Like in 4G, 3GPP is free to define the values for <network name> (as defined in RFC 5448 for EAP-AKA’), and there is no need to change RFC 5448. 

One could consider the following levels of serving network name (SNN) in 5G: 

-
VPLMN identity (like in 4G, example: SNN = MCC||MNC) or 

-
VPLMN identity + mobile network generation (example: SNN = MCC||MNC|’5G’ or

-
VPLMN identity + mobile network generation + access network type 
(example: SNN = MCC||MNC|’5G’||’WLAN’)

The discussion should focus on what level of granularity is meaningful, taking into account the various ways of interworking between 4G and 5G (in particular security context mapping between 4G and 5G in single-registration mode) and the fact that authentication should be access network agnostic. Whatever the decision, the solutions should be straightforward for any of the selected variants: the AUSF/ARPF in the HPLMN and the UE would simply have to construct the desired form of SNN, as indicated in the examples above, and use the SNN as input to key derivation. 
Analysis: 

If the first variant above is used, i.e.  SNN = VPLMN id, then any EPS AKA authentication vector stored in an MME in 4G could be used by a SEAF in 5G as well, and vice versa. Similarly, a UE could not be sure whether an MSK it shares with a SEAF in 5G was originally intended for an ePDG in 4G. 

As the threat models for future releases of 5G are under discussion, and adding in a string ‘5G’ to the SNN comes at no extra cost, we suggest doing so, i.e. SNN should contain at least VPLMN id and the string ‘5G’. (This would not preclude security context transfer between SEAFs nor security context mapping from SEAF to MME or MME to SEAF.)
This leaves us with the question whether there is any value of including the access network type in the SNN as well. Technically, it would be easy to do. But the Nokia view is that the value is questionable as it goes against the spirit of making authentication and key agreement access agnostic and making the anchor key usable across all access network. The only potential value we can see is that it could give operators some control over the access network used with a particular authentication method (which could become more interesting in 5G phase 2 when potentially more authentication methods are specified). But this potential value would be reduced by the fact that the visited network could still decide to use the anchor key with any access network it wishes. 
Nokia would be happy taking a decision at this meeting, but would be happy as well leaving the question of including the access network type in the SNN ffs for the next meeting if operators desire more time. 
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*******************START OF PCR*******************************************
E.2.1.x 
Granularity of anchor key binding to serving network
E.2.1.x.1 
Description of Question

Question: Which level of granularity of anchor key binding to serving network (as determined by the input parameter ‘serving network name’) shall be supported for primary authentication? In particular, shall only the VPLMN identity be taken into account, or, additionally, the mobile network generation, or, additionally, the access network type?

E.2.1.x.2 
Interim Agreement

The serving network name shall include at least on the VPLMN identity and the mobile network generation. 

Editor’s Note: whether also the access network type shall be included is ffs. 
*******************END OF PCR*******************************************
