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1
Decision/action requested

This pCR updates the Key Request, Session Terminate and Message Reject procedures in clause 4.4. It is kindly requested to approve this pCR to S3-170916
2
References
[1]
S3-170916 – BEST TS
3
Rationale

This pCR aligns existing text in clause 4.4.3 to the new term for intermediate key, and further adds additional procedure where the EAS can request EAS PSK from the HSE when application layer session is being setup.
It also updates 4.4.5 and 4.4.6 to include all impacted functions whenever there a session is terminated or there is a message reject.
4
Detailed proposal

**** Beginning of Change 1 *****
4.4
Procedures between the HSE and the EAS
4.4.1
Message Exchange Overview
The message exchanges between the HSE and the EAS are essentially a mirror of the ones between the UE and the HSE.  All control plane messages are terminated or initiated by the HSE.  When BEST user plane security services are used in UE-to-EAS mode, the UP data user plane security is end-to-end between the UE and the EAS.  

Note:  
The actual details and standardization of the HSE to EAS interfaces is out of scope for this release. 


[image: image1]
Figure 4.4.1-1: Generalised BEST EAS service flow

4.4.2
Registration

The EAS shall register for BEST service by sending the EAS Session Registration message to the HSE. This results in a secure connection to be setup between the HSE and the EAS.

The EAS Session Registration message shall include the Enterprise server Id (EAS Id). The HSE sets up a session context for the EAS.

4.4.3
Key Request

During the Key agreement procedure, described in clause 4.3.2, HSE may forward the derived key to the EAS in the EAS Session Request message. 
When BEST is used for Key agreement only or when BEST UP service is used in UE-to-EAS mode, the HSE shall forward the pre-shared key (KEAS_PSK) that is specifically derived for the enterprise as defined by key definition rules in clause 5.1.2. It also includes the Intermediate Key Id in this message. The EAS shall respond with the EAS Session Start message.

When BEST is used for Key agreement only, the EAS may initiate a Key Request by sending the EAS Session Request message. The UE includes Intermediate Key Id needed to identify the UE-specific Intermediate key and the associated EAS specific pre-shared key in the HSE. The EAS obtains the key identifier from the UE during application layer session establishment. The HSE shall respond with the pre-shared key (KEAS_PSK). 

4.4.4
Key Management

The EAS initiated renegotiation of intermediate keys is FFS.
4.4.5
Session Termination

At any time, any of the BEST functions, the UE or the EAS or the HSE may terminate the current BEST session using the BEST or EAS Session Termination Request and Response message exchange.  The session terminate request shall be applied to all the involved functions for a given session. Once terminated, all relevant keys and IDs shall be discarded and  the UE, the EAS and HSE shall ignore further messages using that session ID, unless a session with that ID is re-established using the session initiation process.

4.4.6
Message Reject

The UE or the EAS or the HSE may at any time trigger a EAS Message Reject message, upon which the recipient shall discard all relevant keys and IDs of the session, and the UE, the EAS and HSE shall ignore further messages using that session ID.
**** End of Change 1*****
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