3GPP TSG SA WG3 (Security) Meeting #87
S3-171362
15-19 May, 2017, Ljubljana, Slovenia
revision of S3-17xabc
Source:
Nokia
Title:
Initiation of authentication 
Document for:
Approval
Agenda Item:
7.4
1
Decision/action requested

Approve the pCR below
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Rationale

This pCR draws on material from 33.899, 5.2.4.7.2.4/5, but has been adapted to use normative language and reflect the interim agreements taken since this material was written.
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pCR
*******************START OF PCR*******************************************
6           Security Procedures between UE and 5G Core Network Functions          

6.1
Primary authentication and key agreement
6.1.2
Initiation of authentication 
The SEAF may initiate an authentication with the UE at any time, according to its policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

· The SEAF does not need to send a 5G-AIR if it has an authentication vector for EPS AKA* available and wishes to initiate an authentication with the UE over 3GPP access. 
NOTE: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a subscriber identifier, from which the AUSF can derive the UE’s subscriber permanent identifier (SUPI), as defined in TS 23.501 [xx].

Editor’s Note: Depending on the decisions on security area #7 in TR 33.899, the subscriber identifier contained in the 5G-AIR may be a concealed SUPI, e.g. in the form of a pseudonym or a public-key encrypted SUPI. Furthermore, the subscriber identifier may be in the form of a NAI, depending on the decisions in SA2, CT1, and CT4. 
 The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.
Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber identifier in the 5G-AIR and select the authentication method based on local policy.
NOTE: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs. The AUSF is limited in selecting the authentication methods in as far as EPS AKA* can only be selected for 3GPP access.

After selecting the authentication method, the AUSF starts the authentication procedure for the selected method, according to clause 6.1.3.
*******************END OF PCR*******************************************
