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1
Decision/action requested

This pCR provides an evaluation of the solutions for identity privacy.
2
References

3
Rationale

This pCR provides an evaluation of the solutions for identity privacy. The related solutions include #7.2, #7.3, #7.4, and #7.12. 
4
Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in the TR.
***
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***
5.7.5
Conclusions


1) Identity privacy based on a shared key between the NG-UE and the network (i.e., AUSF) (solution #7.4 and #7.12)

NOTE: The network and the AUSF hereafter refer to those of the home network.

Identity privacy in an authentication procedure would be achieved by using a one-time identifier for each authentication. 

In case of a one-time authentication identifier being used, the identifier shall be provisioned to the NG-UE in a secure manner or be derived by NG-UE and AUSF based on a common derivation function and secret information known only to the NG-UE and AUSF. Provisioning of the identifier can be done during the authentication procedure where the NG-UE and the AUSF exchange messages with each other based on the shared secret. Specifically, the AUSF generates an identifier that would be used for the next authentication, encrypts the identifier using the shared key, and provides the encrypted identifier to the NG-UE. The only additional step required for this procedure is to have the NG-UE confirm the provisioning of the identifier to the AUSF so that the AUSF avoids generating a new authentication identifier in response to false authentication requests that would lead to desynchronization of the authentication identifier between the NG-UE and the AUSF.



2) Identity privacy based on a public key of the network (solution #7.2 and #7.3)

If the authentication identity is encypted using the public key of the AUSF (or that of the home network), the identity can only be decrypted by the AUSF (or the home network) who owns the associated private key. The public key based approach has an advantage over the shared key based one in terms of scalability and protocol simplicity. However, this requires that all NG-UEs need to be provisioned with the public key of the AUSF. This may be a quite a challenge and has not been addressed by the proposed solutions that use public key. Even assuming that this challenge can be overcome, the public key based approach entails many issues related to the public key based crypto system. 

· The message size for the identity is substantially big, i.e., at least as big as the size of the public key. Hence, the authentication would consume radio resource and network bandwidth at the serving network and the home network. The increased comsuption of radio can be more easily exploited by attackers to overload the network, especially leveraging the unauthenticated attach procedures.
· The computational overhead of asymmetric crypto at the AUSF is relatively high. This would make the AUSF become a target of denial of service attacks more easily, thus making AUSF vulnerable to overload. 

· The public key based approach requires incorporating additional random/nonce information into the encryption process to ensure that the encrypted identity is different each time and this adds additional overhead. 

· The network needs to have a revocation mechanism of the AUSF public key (or certificate) in NG-UEs to deal with any private key compromises. None of the proposed solutions that use asymmetric crypto address how recovaction will be handled.
· The public key based identity privacy protection schemes may be  very challenging to low-power, narrow band IoT devices. It would be preferred to have an identity privacy mechanism that has low computational and resource overhead that can be used for all types of devices, such as the shared key based approaches.

Conclusion: 

It is clear that both public key based and shared key based solution have their own pros and cons. Also, both solutions can go out-of-sync that would require the triggering a recovery procedure, e.g. if the UE has the incorrect public key, then it cannot get access by sending its IMSI encrypted with the public key. Such a recovery mechanism may well require a UE to send its IMSI in the clear to get access (presumably after asking the user for permission), If such a recovery mechanism is used, then an attacker may well be able to force the use of the recovery and negate the value of a privacy procedure against active attacks. The solution #7.4 addressed the typical out-of-sync issue via a protocol based on the shared key, which evidences that a simple solution, i.e. a symmetric key one, is able to overcome the out-of-sync issue. Note the counter desync issue (i.e., between SQNMS and SQNHE) in UMTS and LTE USIM is resolved based on a shared key based sync method.

Based on the aforementioned evaluation, it is concluded that:

1. Subcriber Identity privacy solution shall be based on a keys shared between the NG-UE and the home network. 

2. Normative stage of the work will be based on one or more of the proposed solutions (e.g., 7.4, 7.12) in TR 33.899 that rely on shared key based approaches
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�Removed a paragraph from the last submission as it is not related to a specific solution.


�The whole highlighted text below is revised from the last submission.





