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1
Decision/action requested

Update to privacy clause.
2
References

3
Rationale

Clarification is needed on V2X service over Uu interface, since the main purpose of V2X in LTE is to use the advantages of LTE to enhance DSRC type systems.
4
Detailed proposal

****************** start of change ***
6.6
Privacy in V2X services

6.6.0
General

If a UE is using the same identity in several broadcast messages via PC5, it is possible to track the vehicle and compromise its privacy. For optimal usage of the PC5 interface, LTE system configures radio resources via the Uu interface.
Note: Identities used on PC5 are assigned in the Core Network. The data that is sent contains control information like e.g. request for resources, destination nodes identifiers (broadcast address), measurements reports (for congestion control in PC5 resources), assistance info including geolocation info, expected traffic pattern (for request of dedicated resources). For exchanging this data, the UE needs to be connected with the eNB. 
Further UE may upload user data, e.g. awareness messages, for broadcast distribution to the LTE system or transmit it to a third party for re-insertion into the LTE system. Thus, LTE identity usage may concern privacy in these situations. 

Whether such privacy concerns exist for a V2X service will likely depend on regional regulatory requirements and/or operator policy. 
6.6.1
General privacy mechanism

When a UE is communicating via the LTE system, privacy is optional to use due to different regulation demands.
User consent is a privacy measure to create awareness. Regulation demands may be fulfilled by requesting the user to give consent in the V2X service usage. On the other hand, a service that is mandated for use by a regulator may not provide an "opt out" option. 
Privacy may also be supported at the application layer by employing identifiers and credentials that are not linked to long-term UE or user identifiers. These credentials would be refreshed periodically.
6.6.2
Privacy procedures related to PC5 transmissions

The UE shall change the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication) when indicated by the V2X application that the application layer identifier has changed.
6.6.3
Privacy procedures related to Uu transmission

Data compromising the privacy of a user when communicating with the LTE system needs to be minimized. Bilateral privacy agreements between operators and V2X service providers may be in place. Data that is unavoidable to be used for the Uu communication may be listed and user consent requested.

NOTE: The network dynamically adjusts UE configuration via Uu interface, e.g. eNB schedules the resources or reconfigures them in case of congestion. Further, Uu interface is used to transfer user data that are processed and may be re-distributed via the LTE broadcast system. Thus, these additional privacy means may be needed. Otherwise, in situations with most stringent regulatory environment, the UE wouldnever connect to the network.

****************** end of change ***
