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1
Decision/action requested

It is proposed to approve the actions in clause 4.
2
References

[1]
S3-171287, Questions and interim agreement for key issue #1.7 on key hierarchy related to the core network keys
[2]
S3-171286, Questions and agreements for key issue #1.7 on key hierarchy related to NAS security
[3]
S3-171289, Questions and agreements for key issue #1.7 on key hierarchy related to the access network and air interface protection keys
[4]
S3-171274, Discussion on security for multiple NAS connections
3
Rationale

This contribution presents several other companion contributions proposing questions and interim agreements related to key issue #1.7 on the key hierarchy. 

The changes included in this contribution propose content to the generic related questions clause. There, a list of key issues with potential impact on the key hierarchy is proposed.

On the other contributions the proposals are motivated by the current agreements and are presented in a manner that emphasizes the differences compared to the legacy systems (4G).

3.1
Content and rationale for [1]
This contribution proposes questions and interim agreements related to the security anchor key and any potential additional (compared to EPS) core network key.

The proposal on the support for a security anchor key is based on the agreement of clause E.2.1.4.2 which is basically stating that the primary authentication shall produce such key shared between the UE and the serving network to be used for subsequent key derivations.

The proposal on the support for an additional AMF-specific key is based on the agreement of clause E.1.2.2.2 where it is not precluded that the SEAF could become a standalone function in future generations. This one first difference compared to LTE.

On the first two proposals, it is worth noticing that several key hierarchy solutions do include SEAF and AMF-specific keys so the proposal should be in line with most of the views in this study.

The last proposal is related to the need for a backward security mechanism during AMF changes. This has been intentionally included because the straightforward solution to implement such a mechanism will be based on horizontal key derivation-like procedure and will have an impact on the key hierarchy.

3.2
Content and rationale for [2]

This contribution proposes questions and interim agreements related to NAS security.

The first proposal precludes the need for intermediary keys for the protection of multiple NAS connections, e.g. when connected simultaneously over 3GPP and non-3GPP accesses. This further motivated based on the companion contribution [4] where several potential solutions not requiring additional keys are described. Observe that this would have be considered as a change compared to LTE.
The second proposal is related to the NAS protection keys and is based on the agreements of clauses E.1.5.1.2 and E.1.6.1.2 on the need for integrity and confidentiality protection of the CP traffic between the UE and the core network. It is also based on the agreements of clauses E.1.5.2.2 and E.1.6.2.2 related to the single NAS security termination point in the AMF. This is like how it is designed in LTE.
3.3
Content and rationale for [3]

This contribution proposes questions and interim agreements related to the AN key and the other lower level keys.

The first proposal addresses the need for an AN key which would be the KeNB-equivalent in 5G with the difference that such a key is to be derived in a manner that is agnostic to the type of AN and that it is to be used uniformly for all supported types of accesses.

The second proposal restates the need for a backward security mechanism like the one in the legacy systems. 

Finally, the last proposal lists the lower level keys for the protection of the signalling and UP traffic on the air interface. The proposal for the different CP protection keys potentially used for the NR-RRC protocol is based on the agreements of clauses E.1.5.2 and E.1.6.1.2. The proposal for the different UP protection keys potentially used for the NR-PDCP protocol is based on the agreements of clauses E.1.3.1.2, E.1.4.1.2, and E.1.15.1.2.
4
Detailed proposal

SA3 is kindly requested to consider the rationale in this contribution and approve the changes below and the questions and interim agreements proposed in the companion contributions [1], [2] and [3]. 
***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
E.1.7 
Questions and Interim Agreements for Key Issue #1.7
E.1.7.0 
Questions in other clauses affecting this key issue

Questions for key issue #1.2 on the need for a security anchor.
Questions for key issue #1.3 and #.1.4 on UP protection.

Questions for key issue #1.5 and #1.6 on CP protection.

Questions for key issue #1.15 on UP security termination.

Questions for key issue #2.1 on the authentication framework.
***
END OF CHANGES
***
