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Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
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Rationale

3.1
Introduction
3.1.1
RAN related requirements in LTE/EPC
E-UTRAN consists of exactly one type of nodes,  the eNB. The eNB is a monolithic node terminating the interfaces with the core network. It is assumed to be deployed in an exposed location. Hence there are requirements on the eNB to store and process sensitive data in a secure environment as described in clause 5.3.5 of TS 33.401 [1]. In addition, in clause 11 of TS 33.401 [1] it is required that the eNB implements IPsec for the protection of the interfaces with the core network. The IPsec termination point in the core network could be in a Security Gateway (SEG).
3.1.2
New RAN architecture
The RAN3 group has agreed on a new architectural deployment option called centralized deployment in TR 38.801 [2]. In the centralized deployment option, the protocol stack is split so that the higher layers are in a Central Unit (CU) and the lower layers are decentralized in one or possibly several Distributed Units (DU). The current agreement on the split is that the PDCP and higher layers are in the CU. In the following, we refer to this deployment option by split architecture.
3.1.3
Security implications of the split architecture
The centralized deployment option constitutes a considerable change compared to the E-UTRAN architecture. Obviously, similar requirements would apply to the non-centralized deployment where the whole protocol stack is supported in a monolithic node. However, for the centralized deployment, different requirements would apply to the CU and the DU. Requirements on the CU would need to consider e.g. the possibility that the CU is deployed within the same security domain as the CN functions. Therefore, a more thourough analysis is required to assess the security needs for each type of deployment. The goal is to derive some general principles that can guide the development of the normative requirements.
Another topic which is still being discussed in the RAN groups is related to the CP UP split within the RAN logical domain. This is still in early phases but it is expected to be standardized in Phase 1.
3.2
Security analysis
3.2.1
Split architecture

The current agreement in SA3 to terminate UP security in RAN was partly motivated by the split architecture. As shown in the figure below, because the CU could potentially be placed in the same site (security domain) as the target UPF, there won’t be any need for protecting the N3 interface. Security-wise, the CU could be then treated like Core Network nodes. This applies as well to all the interfaces with the CN.
Observation 1: In the centralized deployment option, the N3 interface could be protected following the NDS/IP rules of TS 33.210 [3].
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3.2.2
CU-DU communication
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A consequence of the split architecture is a new interface between the CU and the DU called F1, as shown in the figure below. It should be discussed by SA3 whether this new interface raises any new security issues. First, observe that there are no security issues for  messages on F1 that are protected at the PDCP layer because the PDCP layer is terminated in the CU. However, it needs to be studied whether any F1 procedures involve the exchange of UE sensitive information (e.g. C-RNTI) besides PDCP messages between UE and CU.
The new interface would certainly involve control plane functionality so it is important that it is at least integrity and replay protected. Whether confidentiality protection would be required is for further studies. To be on the safe side, one could simply assume that the same security requirements on CP interfaces would apply to this new interface, i.e. the control plane part of F1, F1_c, must be integrity, confidentiality, and replay protected. 
We continue by discussing the security requirements on the user plane part, F1_u..It is worth noticing here, that the split architecture gives rise to a new security issue that is related to the exposure of nodes. Although the UP is protected at the PDCP layer, it is still important to protect the node from injection of random data on F1_u. Therefore, the F1_u interface needs to be at least integrity protected. 
In the end both the control plane and user plane parts of F1 need to be protected. In case that is achieved by IPsec (assuming an IP based interface), then the tunnel would be terminated in SEG on the CU side. While IPsec should be implemented at the DU side. In other terms, the requirement on the eNB would now apply to the DU.

Observation 2: The F1_c interface would need to be integrity, replay and confidentiality protected.
Observation 3: The F1_u would need to be integrity protected.

Observation 4: The DU would need to have a secure environment. 

Observation 5: In case IPsec is used to protect F1, the DU itself would need to implement IPsec while the termination point of the IPsec tunnel at the CU side could be in a SEG.

3.2.3
CU-CU communication
The figure below shows a deployment currently being discussed which is related to the split between the CP and the UP in the RAN, Option 2-2 in RAN3 TR 38.801 [2]. Hence SA3 should also consider scenarios where the user plane is terminated in one CU (_u) while the control plane is terminated in another CU (_c). The interface between CUs  is not yet defined but is likely to be standardized. There is no name for this interface yet in RAN, in this document we call it Xy.
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It is worth noticing that this deployment option has similarities with the dual connectivity architecture defined in LTE. Assuming a similar security mechanism as for dual connectivity, the Xy interface would at least involve the transport of UP protection keys derived from the AN key. The AN key would probably be kept where the RRC management entity is, i.e. the CU (_c). Therefore, the Xy interface must be at least confidentiality protected. On the other hand, this interface would certainly involve other control plane functionality and thus would most probably need to be integrity and replay protected as well.

Observation 6: The CU-CU interface would need to be integrity, replay and confidentiality protected.

3.3
Conclusion

The analysis shows that it is not possible to simply reuse the security requirements on the eNB for the gNB. The same requirements would apply only in the non-centralized deployment where the same node supports the whole protocol stack. In the centralized deployment, the eNB requirement would apply to the DU while the CU could be treated like a yet another CN node located in secure domain.
The following observations have been made:

Observation 1: In the centralized deployment option, the N3 interface could be protected following the NDS/IP rules of TS 33.210 [3].

Observation 2: The F1_c interface would need to be integrity, replay and confidentiality protected.
Observation 3: The F1_u would need to be integrity protected.

Observation 4: In the centralized deployment, the DU would need to have a secure environment. 

Observation 5: In case IPsec is used for the protection of the F1 interface, the DU would need to implement IPsec while the terminatin of the IPsec tunnel at the CU side could be in a SEG.

Observation 6: The CU-CU interface would need to be integrit, replay and confidentiality protected.

4
Detailed proposal

SA3 is kindly requested to take into account the observations in clause 3.3 during the development of the RAN related requirements in TS 33.501 [1].
