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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501.
2
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3
Rationale

This contribution proposes content to TS 33.501 [1] based on the following agreements reached in the previous meeting SA3#86bis.
1. E.1.9: Confidentiality and integrity are mandatory to support on N2. The use of confidentiality and integrity is mandatory unless N2 is secured by physical means. If confidentiality and integrity are used the solution shall follow the principles of TS 33.210 (NDS/IP).  Support by the gNB for the certificate enrolment procedure as specified in TS 33.310 is mandatory.
2. E.1.10: Confidentiality and integrity are mandatory to support on N3. For deployments where UP security does not terminate in a secure location and the N3 interface is not secured by physical means the use of confidentiality and integrity is mandatory on N3.
3. E.4.10: It is agreed that protection of the Xn and Xx interfaces is done using same principles as in TS 33.401and according to NDS/IP as specified in TS 33.210.

The content is partly based on TS 33.401 [4] clause 11 and 12 with reservation on the implementation requirements for the gNB as captured in ENs and further discussed in companion contribution [5]. One major change compared to the original text consists in refactoring out common text related to QoS considerations and IPsec/TLS implementation details and moving it under the new dedicated clause 7.1.
4
Detailed proposal

***
BEGIN CHANGES
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[a]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[b]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 
[c]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 
[d]
RFC 4301: "Security Architecture for the Internet Protocol".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

***
NEXT CHANGE
***

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AMF
Access Management Function

IKE
Internet Key Exchange

NAS
Non Access Stratum 
QoS
Quality of Service 
SEG
Security Gateway

UE
User Equipment

UPF
User Plane Function

***
NEXT CHANGE
***

7          Security Procedures between 5G Network Functions 
7.1
Guidelines for protection of IP based interfaces
7.1.1
General

The protection of IP based interfaces for 5GC and 5G-AN shall be done according to NDS/IP as specified in TS 33.210 [a]. Traffic on interfaces carrying control plane signalling shall be integrity protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 
NOTE 1:
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection according to TS 33.210 [a] and TS 33.310 [c].
7.1.2
Implementation requirements
Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [b] as specified by TS 33.210 [a]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 
NOTE 1:
Transport mode can be used for reducing the protocol overhead added by IPsec. 

Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [c]. The certificates shall be implemented according to the profile described by TS 33.310 [c]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [c].
7.1.3
QoS considerations
If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header’s DSCP, the resulting traffic may be reordered to the point where the receiving node’s anti-replay check discards the packet. If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [d]. 
Editor’s Note: This might need to be revised depending on the progress on the QoS architecture in other working groups. 
7.2
Security procedures on N2


N2 is the reference point between the AMF and the 5G-AN. It is used, among other things, to carry NAS signalling traffic between the UE and the AMF over 3GPP and non-3GPP accesses.
In order to protect the N2 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor’s Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS. 
7.3
Security procedures on N3 
N3 is the reference point between the 5G-AN and UPF. It is used to carry user plane data from the UE to the UPF. 
In order to protect the traffic on the N3 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2 with confidentiality, integrity and replay protection. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor’s Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

QoS related aspects are further described in clause 7.1.3.
7.4
Security procedures on N14

7.5
Security procedures on N12 
7.x
Security procedures on Xn

Xn is the interface connecting 5G-RAN nodes. It is used to carry signalling and user plane data.
In order to protect the traffic on the Xn reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2 with confidentiality, integrity and replay protection. 
QoS related aspects are further described in clause 7.1.3.
***
END OF CHANGES
***
�This depends on the deployment option. Why should we preclude the use of SEG on 5G-RAN side?


��This depends on the deployment option. Why should we preclude the use of SEG on 5G-RAN side? (same comment as above)








