[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #87	S3-171269
15-19 May 2017; Ljubljana (Slovenia)

Source:	Intel
Title:	Discussion for Securing and refreshing the temporary subscriber identifiers.
Document for:	Discussion
Agenda Item:	8.3.7
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3	Rationale
33.899 describes following two key issues #7.1 "Refreshing of temporary subscriber identifier" and #7.4 "Using effective temporary or short-term subscriber identifiers. Any solutions proposed for the TR 33.899 shall provide protections against the following threats described in key issues #7.1 and #7.4.
“-	The subscription identifier might be disclosed or made inferable to an unauthorized party.
-	The subscriber’s location might be linked to its identifier by an unauthorized party.
-	The subscriber’s communication or activity data might be linked to its identifier by an unauthorized party.
-	The subscription identifiers across different services might be correlated by an unauthorized party.
-	The subscription identifiers might be spoofed by an attacker.”
In 5G, Temporary identifiers include Core network temporary identifiers (GUTI/S-TMSI) as well as RAN temporary identifiers for RRC inactive mode. 
For core network-initiated paging GUTI/S-TMSI (hereafter it is referred as UE-NGC ID) is used to identifying the UE in paging request by Core Network. If the UE-NGC ID used for paging is not changed often, it would make it easier for an unauthorized party to track UE location either at cell level (in case smart paging is used) or Tracking area level. 
As per document[2], the following issue may arise due to location leak.
1.	Privacy – Location leak can cause the unauthorized party to track the movement of the user. 
2.	Targeted Denial of Service –A fake gNB/eNB can accept a TAU just from targeted UE and reject all others 
In LTE, there is no protection (abstraction) of UE-NGC ID in air interface message for paging. Moreover, the UE-NGC ID is changed only with an S-TMSI reallocation procedure which may be performed only once in a few days. Hence unauthorized third party user who has knowledge of UE-NGC ID for a UE can keep track of the location till the temporary ID is changed.
To prevent UE from tracking, the 5G can either mandate refresh of UE-NGC ID  more often (e.g., every time the UE transitions from idle to the connected mode or every time TAU update occurs) or implement a method to scramble UE-NGC ID using a unique key when UE transitions from Idle to Connected Mode.
Observation 1: If UE-NGC ID is to be refreshed this implies that UE-NGC ID also needs to be reallocated.  UE-NGC ID is used not only as the temporary identity on the radio interface, but also it is used by MME internally as ‘key’ to find the subscriber context.  That is, if the MME re-allocates the UE-NGC ID, it may also need to update its internal linkage between UE-NGC ID and memory address where the subscriber context is stored (which can also involve updating some hash-tables, dependent on the structure of the subscriber database).  
Observation 2: If UE-NGC ID is scrambled when UE transitions from idle to the connected mode using a unique key, UE-NGC ID does not need to be reallocated. This will simplify the implementation of MME.
Observation 3: For NG RAN initiated paging request the UE-RAN ID is not defined. It is yet to be determined if UE-RAN ID will have the same privacy issues like UE-NGC ID.

Conclusion 
The option of mandating UE-NGC ID refreshes with a predefined frequency (e.g. from idle to the connected mode or TAU updates) seems to be most straightforward approach if reallocation of UE-NGC ID does not introduce complexity in MME implementation. Otherwise, the option of scrambling UE-NGC ID using a unique key (i.e. during transitions from idle to the connected mode) can be considered as a potential solution. The privacy of UE-RAN ID must be comprehended in 5G phase-1 once RAN defines it. 




