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1
Decision/action requested

It is proposed that SA3 accept the described solution into the TR.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".

3
Rationale

This solution addresses the key issues #7.1 "Refreshing of temporary subscriber identifier" and #7.4 "Using effective temporary or short-term subscriber identifiers."  Following solution proposes potential ways to refresh the short-term subscriber identifiers e.g. S-TMSI. 

Solution described below proposes to ways to refresh the Temporary subscriber identifiers 

1) Refreshing temporary identifier using a scrambling key derived from KASME
2) Dynamically changing the scrambling key used for Refreshing temporary identifiers after every RRC_IDLE
The solution proposed protected against the following threats described in key issues #7.1 and #7.4.

“-
The subscription identifier might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identifier by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identifier by an unauthorized party.

-
The subscription identifiers across different services might be correlated by an unauthorized party.

-
The subscription identifiers might be spoofed by an attacker.

“
4
Detailed proposal
***************Start of Changes****************

5.7.4. Z
Solution #7.z: Securing and refreshing the temporary subscriber identifier using scrambling key

5.7.4. Z.1
Introduction  

This solution addresses the key issues #7.1 "Refreshing of temporary subscriber identifier" and #7.4 "Using effective temporary or short-term subscriber identifiers."  Following solution proposes potential ways to refresh the short-term subscriber identifiers e.g. S-TMSI.

Currently, in LTE, there is no protection and abstraction for temporary subscriber identifiers or UE identity. Temporary identifier change is performed only once in few days e.g. S-TMSI reallocation procedure. The subscriber's location can be tracked using temporary subscriber identity if temporary identities are not refreshed frequently. 

Solution proposes abstraction of temporary identities in two ways which can be used independently or in combination. Following two options describes the general principle of the solutions proposed.

a. Temporary subscriber identifier abstraction through scrambling: M-TMSI part of S-TMSI (hereafter, it is referred to as UE-ID) is X-ORed with a 32-bit dynamic scrambling key,  KDSK, derived from KASME. 
b. Refreshing of temporary subscriber identifier: The scrambling key KDSK is modified every time UE goes to RRC_IDLE. The parameters (e.g. UL NAS COUNT, KASME) used to derive the scrambling key are maintained independently by UE and AMF. The next value for KDSK cannot be predicted by a hacker. It is also possible to include additional parameters for deriving the KDSK e.g. Cell-ID for better protection.  Key derivation function needs to be chosen such that it will not lead to derivation KASME 

Editor’s Note: Parameter used for deriving the KDSK  and key derivation function is FFS.
5.7.4.z.2
Solution details  

5.7.4.z.2.1
 Initial Attach Dynamic Subscription Identifier Scrambling

As shown in figure 5.7.4.z.2-1, NAS security context is established during the initial attach procedure. This procedure results in the assignment of KASME between UE and AMF. The UL NAS Count used by the UE for sending the Security Mode Complete message can be employed for generating the scrambled Subscriber Identifier using the Temporary Subscriber Identifier.  Following diagram shows the initial establishment of the security context and generation of the KDSK utilized for the generation of the scrambled UE identifier.
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Figure 5.7.4.z.2.1-1: Sequence diagram showing Secure Scrambling of UE identifier.

1) As part of the initial attach procedure, UE capability shall include the indication that UE supports the secured scrambling of UE identifier. 

2) If UE indicates the support for Secured scrambling, then both AMF and UE will derive the scrambling key KDSK as a function of KASME and other parameters e.g. UL NAS Count, Cell ID, etc.

3)  In the RRC_IDLE mode, UE can listen to paging messages addressed by its e.g. UE-ID (i.e., M-TMSI part of S-TMSI)  XORed with KDSK. AMF shall derive the scrambled UE Identifier using UE-ID XORed with KDSK.

Editor’s Note:  Use of NG-RAN identity for paging (e.g., for RRC inactive mode) is FFS

5.7.4.z.2.2
 Dynamic Subscription Identifier Scrambling during TAU procedure

Solution detail 5.7.4.z.2.1 describes a scenario when UE reselects to another E-UTRAN cell under eNodeB2, which is connected to the same Core network function (e.g. AMF). If the tracking area has not changed due to the cell change, there is no additional update needed and the AMF and UE continues to use the latest value of KDSK for scrambling the UE-Id in the Paging message.

The following sequence diagram shows the case of a reselection to another Tracking area
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Figure 5.7.4.z.2.2-2: Sequence diagram showing Secure Scrambling of UE identifier when UE performs Inter-TA reselection to gNB2/AMF2

1) UE is initially connected to gNB1/AMF1 where it is paged, e.g., for a mobile terminated call. After the call is released, the UE and AMF1 compute new KDSK values. 

2)  Further UE performs reselection to a cell under gNB1/AMF2 belonging to a different tracking area.

3)  UE performs TAU to be registered with the new AMF (AMF2). During the TAU procedure, the new AMF(AMF2) will retrieve the existing NAS security context from the old AMF(AMF1). Additionally, AMF2 may establish a new NAS security context by performing an authentication procedure and a NAS security mode control procedure. 

4)  If a new NAS security context is established, then a new KDSK value has to be derived based on the KASME of the new security context established between UE and new AMF (AMF2) and on the other parameters like UL NAS COUNT used for sending the SECURITY MODE COMPLETE message. 

5)  If the new AMF (AMF2) decides to continue using the existing NAS security context, and the NAS Security Mode Control Procedure is not performed, but secure exchange of NAS messages is successfully established between UE and AMF2, the UE and the AMF2 use the other parameters like UL NAS COUNT of the TAU Request message (= initial NAS message) sent in UL during the RRC connection establishment to derive the old KDSK
5.7.4. z.3
Uniqueness of Scrambled S-TMSI 

When the UE-ID (i.e., M-TMSI part of S-TMSI) is scrambled using the above procedure, uniqueness of scrambled S-TMSI may be lost due to collision. This may lead to a UE responding to a paging request that is not its own.  To avoid this situation, when AMF sends paging request, it shall include a short-MAC which is calculated over the UE-ID and other parameters using the KDSK Key. 
Editor’s Note: Parameters for short-Mac calculation is FFS.

Upon receipt of paging request, the UE shall calculate short-MAC for its UE-ID.  If the calculated short-MAC matches with the short-MAC included in paging request the UE can determine that the paging request is its own.

5.7.4. z.4
Evaluation

  Editor’s Note: Evaluation is FFS

  Editor’s Note: Evaluation for different Roaming Scenarios is FFS.

***************End of Changes****************
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