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1
Decision/action requested

This pCR proposes to delete the Editor’s Note in the section 4.2.6 of TS33.250.
2
References

3
Rationale

The PGW identifies the UE through the TEID when receives the uplink data, and identifies the UE through the IP address when transmitting the downlink data. When a UE is deactivated from the network, its IP address is released and the IP address may be allocated to the new UE immediately. If the old sessions on other network elements (e.g. PCRF, or firewall) are released slowly (e.g. the session release time on the firewall may reach an hour). At this time, if the new UE uses the IP address released by the old UE, the old UE's traffic will be counted into the new UE, resulting mischarging of the new UE. So, IP addresses are reallocated continuously (in the sense of time), causing problems with the surrounding network elements. PGW has a requirement for IP address reallocation interval, but there are differences in the specific implementation of local IP address reallocation by vendors. Therefore, this document emphasizes that PGW's security requirement of IP address reallocation interval shall be mandated, and the specific implementation is not limited.
Non-local IP address allocation (radius allocation, DHCP allocation) should be considered in the AAA and DHCP server, not within the PGW security requirements.
4
Detailed proposal

***********************Start of the first change************************
4.2.6
Network devices

4.2.6.1
IP Address reallocation interval

Requirement Name: IP Address Reallocation Interval
Requirement Description:

The PGW shall support a mechanism that the same IP address can not be allocated to two different UEs before the IP Address Reallocation interval has elapsed.
Security Objective references: tba.
Test case: 

Test Name: TC_ IP-ADDRESS_REALLOCATION_INTERVAL
Purpose:

Verify that the PGW supports an IP address reallocation interval technique. 

Procedure and execution steps:

Pre-Condition:
-
Documentation describing how to configure an IP address reallocation interval in the PGW. PGW may be simulated.

-
Set the IP address reallocation interval to XX seconds in the PGW.
Execution Steps

1. The tester shall check the product documentation to see whether there is a mechanism to ensure that an IP address which is released from a UE will not be reallocated to another UE before the IP address reallocation interval has elapsed.
2. Allocate an IP address IP1 to UE1. 
3. Make UE1 release the IP address IP1.
 4. After the release of IP1, make the PGW allocate the IP address IP1 to UE2 immediately or within XX seconds.
5. After the IP1 has been released for XX seconds, make the PGW allocate the IP address IP1 to UE2.
Expected Results:

1)
In execution step 4, the reallocation attempt is rejected.
2)
In execution step 5, the reallocation attempt is accepted.

Expected format of evidence:

A PASS or FAIL.
***********************End of the first change*************************
