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Decision/action requested

This pCR proposes to remove one editor’s note in KI 16.3. The editor’s note asks for clarification of the term API used in the Security Threats section.We argue that a clarification is not needed.
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References

[1]
3GPP TR 22.864 Feasibility Study on New Services and Markets Technology Enablers - Network Operation
3
Rationale

From 22.864 version 15.0.0 :
[PR 5.1.2.1-009] The 3GPP system shall allow the operator to authorize 3rd parties to create and manage a network slice via suitable APIs, within the limits set by the network operator.
As SA1 sees a need for APIs as stated in the mentioned requirement we believe it is important to acknowledge that these APIs may have vulnerabilities which may be utililized by threat actors and therefore should be listed as potential security threats even if we at this point may not have all the details regarding these APIs at this point. Hence, the editor’s note is unnecessary.
4
Detailed proposal

***********************Start of the first change************************

5.16.3.3.2
Security threats 

A general comment regarding security threats is that if security aspects are not analysed on the entire life-cycle of a network slice, vulnerabilities may be overlooked or introduced in one phase and be exploited in other phases. 

· Preparation phase

· If an attacker (insider or outsider) is able to compromise a network slice blueprint a vulnerability (e.g inserting some kind of malware such as a Trojan or an Advanced Persistent Threat (APT)) can be introduced that can affect all network slices based on the blueprint.

· Lack of hardening (Hardening entails removing unnecessary functionality from for instance an OS, e.g removing unnecessary software and closing unnecessary ports) of network slice blueprints can introduce vulnerabilities (e.g if software that is considered untrusted such as telnet is not removed from an OS it can be used by an attacker to gain control of for instance a network element) that can affect all network slices based on the blueprint.

· Security design flaws in network slice blueprints can introduce vulnerabilities (e.g not establishing a password policy that requires strong passwords or two factor authentication) that can affect all network slices based on the blueprint.

· Failing to incorporate security patches (e.g using unpatched virtual machine templates) can result in vulnerabilities (an example from 2014 of this kind of vulnerability is “Heartbleed”) that can affect all network slices based on the blueprint.

· Instantiation, configuration and activation phase

·  APIs (as required in requirement  [PR 5.1.2.1-009] in TR 22.864) exposed to instantiate, configure and activate network slices could be compromised.

. 
· Run-time phase

· A network slice in use may be attacked due to lack of security controls such as the ones described in security area #8.

· APIs  (as required in requirement  [PR 5.1.2.1-009] in TR 22.864) exposed to tenants used for supervision and management could be compromised.

· Failing to incorporate security patches may over time degrade the security level if known vulnerabilities (a well-known source of information regarding reported vulnerabilities is CVE (Common Vulnerabilities and Exposures)) in for instance hypervisors or virtual machines are left unpatched.

· Decommissioning phase

· If not all resources and configurations are removed when deactivating the network slice instance, attackers may be able to use the resources left behind to perform attacks.

· When deactivating the network slice there may be information (e.g auditing information) that needs to be saved for bookkeeping or for legal reasons. If this information is not handled in a secure way (e.g encrypting stored data) it may be used by an attacker to get valuable information about the network slice tenant and users.

Editor’s note: These security threats should not be considered as an exhaustive list. Further security threats are FFS.
***********************End of the first change*************************

