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1	Decision/action requested
This contribution analyses the 5G new security features according to 5G network architecture. 
2	References
 [1]	3GPP TR 33.899
 [2]           3GPP TS 23.501
[3]           3GPP TS 33.401
3	Discussion
The 5G security framework shall be able to identify the key security aspects of the 5G system architecture with the following new security considerations and features comparing with legacy 3GPP security architecture (e.g., LTE, UMTS):
1. The 5G system is supposed to enable many services, enabling deployment to meet different service requirements, e.g., eMBB, mMTC, and uRLLC. Some key architecture principles and concepts are already defined. Therefore, the corresponding security mechanisms shall be considered accordingly.
a) The service-based architecture is defined in TS 23.501. The service-based architecture enables the 3GPP operator to deploy and endorse services in a fast and flexible manner. For the security point of view, the following high-level security aspects shall be taken into account: 
· Authorization and authentication between two network functions, e.g., “How NRF authenticates or authorizes the NF instance in NF discovery procedure?” 
· How to protect the sensitive information transferred via the service-based interface? 


Figure 4.2.3-1: 5G System Service-based architecture
b) Secondary authentication between UE and external data network, the 5G system shall support the authentication for service during the PDU session establishment procedure. 
c) For 5G system network slicing is presented in 5G for better delivery different services, and considering the network slicing is also an important change, the security for network slicing is needed to be reflected in the 5G security.
d) The 5G system architecture needs to support non-3GPP access and 3GPP access, and this is easier if the 5G system has an access independent security framework. One aspect is the 5G shall support the unified authentication framework for 3GPP and non-3GPP access, to guarantee the access efficiently. Another aspect is NAS security consideration. For AMF is the a common function for the non-3GPP and 3GPP access, and the termination point of NAS security,  so security for two N2 instance shall be supported.
e) UP protection mechanism based on service. SA3 is considering granularity for UP security protection for e.g., different sessions or data bearers. Meanwhile, in phase 2, 5G security might consider more flexible UP protection approaches e.g., different UP termination point.
[bookmark: _GoBack]2. The 5G network desires a higher performance and security. For instance, the issue of privacy shall be studied more than before, because there will be more services in 5G. And also, subject to regulatory requirements, the 5G system shall be able to protect subscriber identity and other user identifying information from active attacks. For a private network using 3GPP technology, the system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP. The leakage of the long term key shall be avoided in 5G. This security problem shall be resolved at the beginning of the design for the 5G security architecture, because it will be very difficult to add this into the security architecture after the network is deployed. Meanwhile, as one part of the complete system, testing for security shall be supported by 5G system. 5G security assessment should reflect the following two ways: method for security assessment based on overall system; security assessment specification which can be deployable and implemented.
3. For 5G network system, IoT use cases are very important. So the 5G security architecture shall provide the corresponding secure interfaces or functions to support vertical services that are using IoT devices. For example, some simple devices may have lower security capabilities than others. In addition, the possibility of large scale DoS attack from the IoT use cases shall also be taken into account for the study of the overall 5G security architecture.
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