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8.3.1
1. Introduction

In TS 23.502[83], SMS over NAS solution is discussed in clause 4.13.3, and the security aspect shall be depended on SA WG3. The proposal proposes a security solution like LTE for it, which is related to 8.1.1 and 8.2 in TS 33.401[31]. 
2. Proposal
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5.14.4.X 

Solution #1.X: A security solution for SMS over NAS

5.14.4.X.1

Introduction

In TS 23.502[83], SMS over NAS solution is discussed in clause 4.13.3. In clause 4.13.3.4 MO SMS using one step approach in CM-IDLE, SMS is transported over NAS without the need to establish data radio bearers, via initial NAS message, which can carry SMS messages as payload. 
5.14.4.X.2

Solution details

As described in clause 4.13.3.4 in TS 23.502 [83], the SMS is transferred via NAS PDU in initial NAS message, e.g. Service Request message. The security context stored in the UE and the core network can be used to protect NAS PDU.

The SMS payload in initial NAS message shall be ciphered. So, the partial cipher mechanism defined in clause 8.2 of TS 33.401 [31] can be reused to protect the MO NAS PDU in the initial NAS message. 
Moreover, the SMS payload in initial NAS message shall be integrity protected. Since NAS security context has been maintained both on UE and the network, the SMS payload could be integrity protected with the initial NAS message by the Knas-int defined in clause 8.1.1 of TS 33.401 [31]. 
5.14.4.X.3

Solution Evaluation

The solution reuses the legacy security method to protect the confidentiality and integrity of SMS payload in MO SMS using one step approach in CM-IDLE.
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