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Decision/action requested

This paper anaslies the security threat when establish indirect 3GPP communication via an Evolved ProSe UE-to-Network Relay and the gap between R13 ProSe UE-to-Network Relay and R15 Evolved ProSe UE-to-Network Relay, then summarizes the security requirements. 
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Rationale

Based on the description of SA1, the main difference of eProSe compared to ProSe is that” The Evolved ProSe Remote UE will be visible to and controlled by the 3GPP network when connected via an Evolved ProSe UE-to-Network Relay.”, therefore there may need somehow enhancement when authentication and authorizetion of eRelay UE and eRemote UE.
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Detailed proposal
X.y
Key Issues on authentication and authorization for indirect 3GPP communication
X.y.1
Issue detail
Based on the SA1 requirements, SA2 has achieved the following issue shall be considered:

-
How does the network authorise whether a UE can act as an eRelay-UE?

-
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

-
How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?
In R13 ProSe, as the Relay UE is a layer-3 Relay, authentication and authorization is executed by Application Server instead of core network entities, e.g. MME. The authentication and authorization of Relay UE and Remote UE are   performed by PKMF. Parameters are provisioned into Remote UE and Relay UE by PKMF when the UE is connected to the PKMF while in network coverage.
However, in R15 eProSe, the eRelay UE is a layer-2 Relay, and network shall establish context and control the eRemote UE. In this case, 3GPP network entity could also be possible in charge of authentication and authorization, e.g. MME and may be involved for authorization and authentication when eRemote UE accesses network through eRelay UE or PC5 connection establishes between eRemote UE and eRelay UE. 
X.y.2 Security threats
As the eRelay UE is a commercial terminal, the possibility of misbehaving eRelay UE is increasing compared to a public-safety only Relay UE. If a malicious eRelay UE which is not authenticated or authorized exists, this may lead to a number of threats and attacks:

 1. Impersonation of a relayed user or network (injection of user-plane data)

2. Evesdropping of the user's communication

3. Replaying user/network communications

4. Offering a relay service while preventing some/all packets from transiting the relay.
5. Using the relay service to unnecessarily undermine the privacy of the user.

If an eRemote UE with subscription connecting to network indirectly is not authenticated, the illegal eRemote UE may misuse or abuse the network resource by indirect accessing network, and causing attacks to the operator network. The other procedures such as establishment of PC5 connection or discovery of eRelay UE need also to guarantee an eRemote UE is authenticated, otherwise the illegal eRemote UE will discover or communicate with any eRelay UE.   
If an eRemote UE is not authorized when connecting to network through a certain eRelay UE even it is authenticated, the unauthorized eRemote UE would waste the relay resource of eRelay UE, take up control resource of network, prevent the eRelay from providing relay service for authorized eRemote UE, or prevent the eRelay UE from performing as a regular UE.
X.y.3 Potential security requirements
eRelay UE shall be authenticated and authorized by the network when providing eRelay Service.
eRemote UE shall be authenticated and authorized by the network when connecting to network via the eRelay UE.

