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1
Decision/action requested

It is proposed a test on RRC integrity protection Verification, and it is requested SA3 to approve this proposal.
2
References

 [1]
3GPP TS 33.401
3
Rationale

This contribution proposes a test to verify whether eNB discard uplink RRC message with wrong MAC or without MAC. And check if eNB send data with encryption after AS Security activation.
4
Detailed proposal

***
BEGIN OF CHANGE ***

5.2.2.1.x
Verify RRC integrity protection
Requirement Name: The check of RRC integrity
Requirement Reference: TBA 

Requirement Description: " The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  " as specified in TS 33.401, clause 7.4.1

Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that the message is discarded in case of failed integrity check (i.e. faulty or missing MAC-I) is detected.
Pre-Conditions:
Test environment with RRC Protection is activated at eNB. eNB may be simulated
Execution Steps

Positive:

eNB receive a RRC message with a right MAC-I

Negative:

eNB receives a RRC message with a wrong MAC-I or missing MAC-I.

Expected Results:

The RRC message is discarded in the negative test.
***
END OF CHANGE ***

