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1
Decision/action requested

This contribution proposes to update the interim agreement of E.2.2.
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Rationale

SA3 has identified the threats the leakage of the long term key, and several solutions are available to reduce the impact of this threat. Solution 2.2 is one of the solutions to update the anchor key directly after the mutual authentication. It has property of forward security, and can reduce the impact of the leakage of the long term key. Solution 2.2 is based on D-H protocol that has been supported by both network entities and UEs. Network entities and UE need to establish IPSec with other network entities, and the IPSec is based on IKEv2 protocol which uses D-H to negotiate session keys to protect the subsequent messages. Solution 2.2 reuses the principle of IKEv2 that D-H groups will be pre-configured both at the UE and serving network Therefore, it seems Solution 2.2 is very easy to be implemented that can also fulfil the goal of phase 1.  , and is the most suitable solution to be regarded as baseline for 5G phase1.
4
Detailed proposal

**** BEGIN OF THE CHANGE****
E.2.2 
Questions and Agreements for Key Issue #2.2 reducing the impact of secret key leakage

E 2.2.0 
Questions in other clauses affecting this key issue

E.2.2.1 
Support to reduce the impact of secret key leakage.

E.2.2.1.1 
Description of Question

Question: Shall there be procedures between the 5G UE and the 5G serving network to  reduce the impact of the a leakage of the long term security key? 

E.2.2.1.2 
Interim Agreement

Yes, Solution 2.2 is taken as a base for normative work.
**** END OF CHANGE****
