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8.3.3 Security context and key management
1 Introduction
In key issue #3.3 “Principles of security negotiation”, security threats are missing. The present contribution added the security threats.
Several editorial corrections were also proposed in the present contribution.

2 Proposal

It is proposed to approve below pCR.

******************Begin of changes*************************
5.3.3.3
Key issue #3.3: Principles of security negotiation

5.3.3.3.1
Key issue details

In EPS, the security mode procedures for NAS and AS serve to establish, which cryptographic algorithms will be used for the security context about to be established. The network side takes the decision for both NAS and AS security mode procedures. The only security feature to negotiate for user plane is encryption, the decision on whether encryption is switched off or on is implicit in the choice of the encryption algorithm (NULL or non-NULL). 

This situation already started to get a little more complex in the GPRS security enhancements defined in the EASE work item in Rel-13. According to EASE, cf. TS 43.020, Annex H, the MS informs the SGSN whether it supports user plane integrity or not. Furthermore, the subscriber profile optionally contains information about whether user plane integrity is required for this subscription or not. Finally, it was decided for EASE that the same set of cryptographic algorithms shall be used for both user plane and control plane.

Like in EASE, not all NG UEs will be required to support user plane integrity. Hence, again like in EASE, the UE will need to indicate to the network whether the UE supports this feature. 

It is expected that, for NextGen, even more flexibility than already provided by EASE will be required. Many UEs will establish end-to-end or end-to-middle security associations with other devices or with application servers, providing confidentiality or integrity or both. In this case, confidentiality and/or integrity will not be needed over the air interface from the UE point of view. However, the network may still require one or both of these features, e.g. for protecting the network from attacks. Hence, the UE should be able to indicate whether it requires confidentiality and/or integrity. But it should still be the network to decide which security feature is provided, based on these indications from the UE and possibly additional information from the subscriber profile. 

Note that there is no room for negotiation of integrity for the control plane as integrity is mandatory to use and little room for negotiation of confidentiality for the control plane as confidentiality is recommended to be used, subject to local regulations, which means that, in practice, the network will decide its use based on these local regulations.

5.3.3.3.2
Security threats 


If only one cryptographic algorithm is mandated in 5G, it is hard to upgrade UEs and network devices to support a new secure cryptographic algorithm in case that the mandated cryptographic algorithm is compromised.
Weaker cryptographic algorithms may be used between the UE and the network if attackers can perform bidding down attack in the algorithm negotiation procedure.

A UE which demands high security level may camp on a network which only supports lower security level (e.g., false network established by the attacker) and consequently cannot guarantee the required security level.
5.3.3.3.3
Potential security requirements

-
The UE shall support at least two encryption algorithms and at least two integrity algorithms. All of them shall be usable for both control plane and user plane. 

-
The UE shall support signalling to the network whether the UE supports user plane integrity.

-
The UE may support signalling to the network whether the UE prefers to use or not to use user plane confidentiality. 

NOTE1: 
The motivation for the above requirements is as follows: If the UE knows that there is e2e confidentiality it will signal "confidentiality not preferred" to the network. If the UE knows that there is no e2e confidentiality and the data sent by the application is confidential it will signal "confidentiality preferred". If the UE sends no signalling the UE leaves the decision entirely to network policy. 

-
The UE may support signalling to the network whether the UE prefers to use or not to use user plane integrity.

NOTE2: 
The motivation for the above requirements is as follows: If the UE knows that there is e2e integrity it will signal to the network "integrity not preferred". If the UE supports integrity and knows that there is no e2e integrity and the data sent by the application requires integrity it will signal "integrity preferred". If the UE sends no such indication the UE leaves the decision entirely to network policy. 

-
The network (access network entity or core network entity) shall take the final decision on which security features and algorithms will be used, taking into account what the UE has signalled and potential additional information in the subscriber profile. 

-
The network shall select one ciphering algorithm and one integrity algorithm to be used for both control plane and user plane. 

-
The network shall indicate whether user plane integrity is used. 

-
The UE may decide to refuse a connection that does not meet criteria set in a policy in the UE. A UE that has refused a connection may attempt to set up a connection at a later time again.

-
UEs that use a local policy to refuse connections that do not meet the criteria should have a recovery mechanism to avoid a total lock-out. Such a recovery mechanism could be that the UE should be able to inform the end-user and allow the end-user to overrule the policy or could be that the UE should accept an unsecure connection after a number of failed tries.
-
Security negotiation shall not be susceptible to bidding down attacks.

******************End of changes***************************

