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1
Decision/action requested

SA3 is kindly requested to discuss and approve the proposal in section 4 into TR33.899 v1.1.0.
2
References
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3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

Solution #1.38 and solution #2.11 are similar solution, both of them propose to detect signalling attacks and block special UEs, which take part in a DOS, from doing some certain actions. 

The difference is that solution #1.38 deploys the detection and decision point in the AMF, but solution #2.11 deploys the detection and decision point in the RAN. Solution #1.38 can avoid the recource of core network from been depleted. Solution #2.11 can avoid the recource of RAN and the recource of core network from been depleted.
DOS Attacks on the network from UE should be separated in attacks on the RAN and attacks on the CoreNet. However, if we can address signalling attacks from UE on the RAN side, which also can mitigate the signalling attacks the CoreNet.
Therefore, it’s suggested to consider solution #2.11 as an alternative solution for the key issue #1.21.
4
Detailed proposal

***************Start of Change 1****************
E.1.21 Questions and Interim Agreements for Key Issue #1.21
E.1.21.0 Questions in other clauses affecting this key issue

None.

E.1.21.1 Anti-DOS attack solution 
E.4.9.1.1 Description of question

Should Anti-DOS attacks on the CoreNet side be addressed in phase 1?
E.4.9.1.2 Interim agreement
· Yes. 

· Both solution #1.38 and solution #2.11 should be considered as alternatives for Key issue #1.21.

***************End of Change 1****************
