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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system

[2] 3GPP TS 33.401 v14 3GPP System Architecture Evolution (SAE); Security architecture
3
Rationale

“5.4.3.2.1
Key issue details

….

Security requirements on the gNB should take possible virtual deployments into account and be formulated in a way that is applicable for both virtual and non-virtual deployments. ”
We explain there is a same key issue “Key Issue #8.8: Virtualization security” which also include security risk about virtual deployment. We proposal the virtual deployment consideration of gNB security follow the same risk and requirement about “Key Issue #8.8: Virtualization security”.
5.4.3.2.3
Potential security requirements

Editor’s Note: The potential security requirements are ffs.
Editor’s Note: The requirements in the present clause needs to take in consideration requirements in clause 5.3 of TS 33.401 as the architecture for NextGen system becomes more complete.
We  explain requirements in clause 5.3 of TS 33.401 to make the requirments become more complete.
	Requirements for eNB
	Sub-Requirements for eNB
	Suggestion on gNB

	5.3.2
Requirements for eNB setup and configuration
	1.The support of security associations is required between the Evolved Packet Core (EPC) and the eNB and between adjacent eNBs, connected via X2.
	Do not add it in.The same requirements as “5.3.4 Requirements for handling User plane data for the eNB”  and “5.3.4a Requirements for handling Control plane data for the eNB”in TR 33.899.

	
	2.
Communication between the O&M systems and the eNB shall be confidentiality, integrity and replay protected from unauthorized parties.
	Add in.

	
	3.
The eNB shall be able to ensure that software/data change attempts are authorized
	Add in.

	
	4.
The eNB shall use authorized data/software
	Add in.

	
	5.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment.
	Add in.

	
	6.
Confidentiality of software transfer towards the eNB shall be ensured.
	Do not add it in, because software usually shoul not contain any sensitive data. 

	
	7.
Integrity protection of software transfer towards the eNB shall be ensured.
	Add in.

	5.3.3 Requirements for key management inside eNB
	1.  Keys stored inside eNBs shall never leave a secure environment within the eNB except when done in accordance with this or other 3GPP specifications.
	Do not add in, as 5G have higher performance requirement and the performance of CPU is degraded when switching frequently between secure world and non-secure world  

	5.3.4 Requirements for handling User plane data for the eNB
	1. User plane data ciphering/deciphering and integrity handling shall take place inside the secure environment where the related keys are stored.
	Do not add in, as 5G have ultra-low-latency performance requirement in TR 22862, the performance of CPU is degraded heavily when CPU switching frequently between secure environment and non-secure environment and the switching will increase latency.

	
	2.
The transport of user data over S1-U and X2-U shall be integrity, confidentially and replay-protected from unauthorized parties. If this is to be accomplished by cryptographic means, clause 12 shall be applied except for the Un interface between RN and DeNB.
	Add in.

	5.3.4a Requirements for handling Control plane data for the eNB
	1. Control plane data ciphering/deciphering and integrity handling shall take place inside the secure environment where the related keys are stored.
	Do not add in, as 5G have higher performance requirement and the performance of CPU is degraded when switching frequently between secure world and non-secure world  

	
	2.
The transport of control plane data over S1-MME and X2-C shall be integrity-, confidentiality- and replay-protected from unauthorized parties. If this is to be accomplished by cryptographic means, clause 11 shall be applied except for the Un interface between RN and DeNB.
	Add in.

	5.3.5 Requirements for secure environment of the eNB
	1. The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.
	Add in.

	
	2. The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets
	Add in.

	
	3. Sensitive data used within the secure environment shall not be exposed to external entities.
	Add in.

	
	4. The secure environment shall support the execution of sensitive parts of the boot process.
	Add in.

	
	5. The secure environment's integrity shall be assured.
	Add in.

	
	6. Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.
	Add in.


4
Detailed proposal

***************Start of Change 1****************
5.4.3.2.1
Key issue details

….

Security requirements on the gNB should take possible virtual deployments into account and be formulated in a way that is applicable for both virtual and non-virtual deployments. The virtual deployment consideration of gNB security follow the same risk and requirement about “Key Issue #8.8: Virtualization security”.
5.4.3.2.3
Potential security requirements

Editor’s Note: The potential security requirements are ffs.
Editor’s Note: The requirements in the present clause needs to take in consideration requirements in clause 5.3 of TS 33.401 as the architecture for NextGen system becomes more complete.
1.
Requirements for gNB setup and configuration
· gNB configuration management, whether local or remote, shall be authorized.
· gNB shall ensure boot and run-time integrity of its platform.

· gNB software updates shall be applied only after successful integrity and origin verification.
· The gNB shall be able to ensure that software/data change attempts are authorized
· The gNB shall use authorized data/software
· Sensitive parts of the boot-up process shall be executed with the help of the secure environment.
· Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties.
· Integrity protection of software transfer towards the gNB shall be ensured.
2.  Requirements for key management inside gNB
· Secure storage and processing of sensitive data in gNB shall be assured.
3. Requirements for handling User plane data for the gNB 

· The transport of user data over NG3 and Xn-U shall be integrity, confidentially and replay-protected from unauthorized parties. 
4. Requirements for handling Control plane data for the gNB

· The transport of control plane data over NG2 and Xn-C shall be integrity-, confidentiality- and replay-protected from unauthorized parties.
5.
Requirements for secure environment of the gNB
· The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

· The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets

· Sensitive data used within the secure environment shall not be exposed to external entities.

· The secure environment shall support the execution of sensitive parts of the boot process.

· The secure environment's integrity shall be assured.

· Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.
***************End of Change 1****************
