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1
Decision/action requested

· SA3 is kindly requested to accept the proposed interim agreement in section 4 into TR33.899 v1.1.0. 
2
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3
Rationale

Security Area #7 is dedicated for the subscriber permanent identifier (IMSI) privacy. All key issues listed in this section are focused on achieving this very specific objective. As it is well known, identifying the subscriber is vital in order for the serving and the home network to be able to provide the requested service(s). In addition, it is also well known that concealing the subscriber permanent identifier is challenging in the following two cases:

· During initial attach when the subscriber is trying to attach to the network for the first time while the network does not have context for such subscriber nor it is able to identify via other means or identifiers. (Key issue 7.2)
· How concealing the subscriber IMSI while meeting the LI requirements. (Applicable to all)
Other well known related aspects to providing privacy to the subscriber permananent identifier are the following:

1. In order to avoid IMSI communication unnecessarly, an effective mechanism for allocating a temporary identifier to the subscriber is required. (Key issue 7.4)

2. In order to avoid the network using subscriber temporary identifier for a long period of time which could cause user trackability, an effective mechanism for refreshing such temporary identifier is required. (Key issue 7.1)

3. Permanent UE identifier (e.g., IMEI) was also addressed in this security area but in general, applying current LTE mechanism when NAS encryption is available and enabled addresses this issue with the possible exception of emergency call which is very much accepted. (Key issue 7.3)
Therefore, this contribution proposes a set of interim agreements that are required to address key issue No. 2 while meeting LI requirements.
4
Detailed proposal
*************** Start of Change 1 ****************
…………
E.7.2 
Questions and Agreements for Key Issue #7.2 IMSI Privacy

E.7.2.0 
Questions in other clauses affecting this key issue

tba
E.7.2.1 
Support Subscriber Permanent Identifier (IMSI) Privacy

E.7.2.1.1 
Description of Question

Question: Shall privacy of the subscriber permanenet identifier (IMSI) be protected whenever it is communicated over 5G RAN in all scenarios including initial attach?
E.7.2.1.1.1 
Interim Agreement

· Yes.
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
E.7.2.1.2 
Description of Question

Question: Shall having ONLY the AUSF in the home network to provide the SEAF in serving network the subscriber permanenet identifier (IMSI) during the subscriber authentication procedure meets LI requirements? 
E.7.2.1.2.1 
Interim Agreement

NO.

LI requirements can be met in one of two ways:

1. The SEAF in serving network shall be able to recover IMSI directly from an initial message sent by the UE to the serving network during the initial attach or authentication procedure.

2. The SEAF is able to receive the subscriber IMSI from the home network AUSF indiscriminately while in addition and at the same time the SEAF receives the IMSI while privacy protected from the UE during the authentication procedure on a timely manner.
3. The SEAF is able to receive the subscriber IMSI from the home network AUSF indiscriminately while in addition the SEAF is able to validate a cryptographic hash of the IMSI that was received from the UE in time.
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
E.7.2.1.3 
Description of Question

Question: Shall solutions which require the deployment of Global Inter-operator PKI while providing IMSI privacy and meeting LI requirements be supported in Phase 1?

E.7. 2.1.3.1 
Interim Agreement

No.
*************** End of Change 3 ****************
*************** Start of Change 4 ****************
E.7.2.1.4 
Description of Question

Question: Which of the following solutions provides IMSI privacy in all cases including initial attach? Available solutions are: 7.2, 7.3, 7.4, 7.8, 7.9, 7.11, 7.12, 7.14, 7.15, 7.1x (IMSI privacy while meeting LI using Initial Authentication Enhancement)  
E.7. 2.1.4.1 
Interim Agreement

The following are the solutions that could meet the IMSI privacy in all scenarios including initial attach with their specifics advantages. More details in [3].
1. Solution 7.2: Yes but requires Global inter-operator PKI and UE certificate.
2. Solution 7.3: Yes but requires IMSIpseudo allocation and configuration in USIM and HN public key. It also requires synchronization. It also increases the number of times MCC+MNC is ciommunicated on the clear.
3. Solution 7.8, 7.9, and 7.10: These solutions claim to meet the IMSI privacy in all scenarios but it is NOT clear how the network will identify the UE the first time in order for the network to engage in the proposed procedure. It is not clear how this solution achieves IMSI privacy during initial attach.
4. Solution 7.11: Yes but it requires identity based encryption with KMS.

5. Solution 7.12: Yes but it requires configuring initial P-IMSI at manufacturing time. It also requires possible synchronization. It also increases the number of times MCC+MNC is ciommunicated on the clear.
6. Solution 7.14: Yes but this technology requires SSS technology which creates another level of inter-operator Global key management complexity similar to Global inter-operator PKI. It also requires a mechanism for Attribute revocation

7. 7.1x (IMSI privacy while meeting LI using Initial Authentication Enhancement): Yes but it uses home network public key encryption. It does not require Global inter-operator PKI.
*************** End of Change 4 ****************
*************** Start of Change 5 ****************
E.7.2.1.5 
Description of Question

Question: Which of the following solutions provides IMSI privacy based on interim agreement E.7. 2.1.4.1 and can still meet the LI requirements as per interim agreement E.7.2.1.2.1? Available solutions are: 7.2, 7.3, 7.11, 7.12, 7.1x (IMSI privacy while meeting LI using Initial Authentication Enhancement)  
E.7.2.1.5.1 
Interim Agreement

· Solution 7.11 meets LI requirement when using SN as the encryption destination.

· Solution 7.1x (IMSI privacy while meeting LI using Initial Authentication Enhancement) meets IMSI privacy while complying with LI requirements.

· Others are pending finalizing interim agreement E.7.2.1.2.1.
*************** End of Change 5 ****************
