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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
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3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system

3
Rationale

Fundamentally, MASA solution is proposed as an enhancement to EPS-AKA while addressing the reported security vulnerabilities and building on its strength by utilizing the long successful deployment and strength of symmetric keying, mutual authentication, etc. 

In other words, MASA is proposed to enhance EPS-AKA by providing subscriber and UE permanent identifiers privacy, Home Network control of its subscriber accessing the network especially during roaming by allowing the home network to fully authenticate the subscriber during initial attach, providing a secure channel between the NG-UE and its HN to exchange information confidentially, providing a mechanism that allows the serving network to securely communicate its public key to the NG-UE without the need for Global PKI deployment.

This contribution present MASA solution in a modlar approach that should be easier to evaluate the principle advantages of MASA with respect to other proposed solution. In principles, MASA can be presented in four main modules as follows:

1. Mutual Authentication Module (MAM)

2. Security Agreement Module (SAM)

3. IMSI and IMEI Privacy Module (IPM)

4. Extra Benefits Module (EBM)
The following summarizes the functionalities offered by each module and how all these modules fit as a candidate for NG authentication.
1. Mutual Authentication Module (MAM):
This module provides initial mutual authentication for the subscriber when the serving network has no record of its identity and re-authentication.
1.1. Initial Authentication

Initial authentication is triggered when the serving network sends an Identity Request message asking the UE for the subscriber permanent identifier, IMSI. The functionalities can be summarized in the following:

1. It provides mutual authentication between UE and Network.

2. It consists from two main messages; Initial Authentication Request (IAR) and Initial Authentication Response (IAS).

3. The Security & Authentication Complete (SAC) message is used for completing the security agreement using EPS like session keys are used.
4. UE utilizes home network public key which is stored in USIM to conceal the IAR before sending to the serving network; i.e., SEAF.
5. Provides encrypted channel between the UE & HN which can be used to exchange bi-directional private info.
1.2. Re-Authentication

MASA solution is built as an enhancement to EPS-AKA and since at the same time re-authentication maybe achieved by delegating the functionality to the serving network, MASA leverage EPS-AKA mechanism to allows re-authemnticaion between the UE and the serving network.
2. Security Agreement Module (SAM):
2.1. Initial Security Agreement 
MASA provides a mechanism that allows the flexability to derive session keys using any available option that is agreed upon as part of the NG security. Thus, MASA can utilize the following options for the derivation of the security agreement between the UE and the serving network.
2.1.1. Option 1: EPS-like session keys: 

MASA solution provide a mechanism that utilize EPS-AKA AV, specifically the NG KASME to be used for generating the NG NAS, AS, and UP security agreements, the details is captured in clause 5.2.4.12.4. 
In addition, MASA allows the utilization of NAS & AS SMC and SMC complete procedures to negotiate the relevant session keys when MASA mutual authentication is not required.
2.1.2. Option 2: DH-like procedure:

MASA provides the flexability to the use of other mechanism which could be approved to be part of NG security, e.g., the utilization of DH as highlighted in solutions 3.1 and 3.9.
2.2. Security Agreement Renegotiation
Since MASA allows the UE security capabilities to be negoitiated in an efficient way by allowing all protocols security capabilities to be negotiated in a single round trip. MASA provide the following options:

2.2.1
Utilizing EPS Security Mode Command(s)
This option allows the utilizating of existing EPS mechanism which allows the execution of Security Mode Command procedures for the NAS and AS prtotocls separately. Additionally, DH can be used if approved.
2.2.1 
MASA Security Agreement Messages

MASA concept could be utilized to maintain the same efficiency by providing two messages for negotiating the UE security agreements with NAS, AS-CP, and UP protocols when authentication is not required.

· Security Agreement Command: sent from SEAF to UE.

· Security Agreement Complete: Sent from UE to SEAF.
3. IMSI and IMEI Privacy Module (IPM):

In addition to IAM, ISA, MASA solution introduces a mechanism that utilizes the use of home network public key without requiring the deployment of full PKI to provide full privacy to the subscriber permanent identifier (IMSI). In addition, MASA solution provides full IMSI privacy while meeting all the LI requirements as per 3GPP TS 33.106 and 3GPP TS 33.107.

Furthermore, by utilizing the encryption of IAR message using the home network public key, MASA provides a mechanism to protect the UE permananet identifier (IMEI) in all cases except the case of emergency call that does not have a valid subscription.

4. Extra Benefits Module (EBM):

MASA solution offers the following extra benefits that can be utilized to benefit the NG security in genral. These benefits can be summarized as follows:
1. Home Operator can authorize services as soon as it authenticates the subscriber. 

2. Allow SN to securely deliver its public key to UE without the deployment of PKI and the option to have more than one public key per SN.
3. Home operator can download a confidential per-UE security policy which considers roaming scenarios, geographical location, subscriber elite status, etc. This can be used for solution 3.9.

4. Provides a UE-HN E2E Encrypted channel allowing home operator to dynamically negotiate & update subscriber security parameters , HNP selection, etc
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Detailed proposal
***************Start of Change 1****************
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5.2.4.12.1
Introduction
This solution addresses key issue #2.1, #4.1. #7.2, #7.3. The following summarizes the functionalities offered by MASA in a modular form. It captures how these modules deliver MASA solution and the details of each of these modules.
1. 
2. 
3. 
4. 
5.2.4.12.1.1

Mutual Authentication Module (MAM):

This module provides initial mutual authentication for the subscriber when the serving network has no record of its identity and re-authentication.
5.2.4.12.1.1.1  Initial Authentication

Initial authentication is triggered when the serving network sends an Identity Request message asking the UE for the subscriber permanent identifier, IMSI. The functionalities can be summarized in the following:

1. It provides mutual authentication between UE and Network.

2. It consists from two main messages; Initial Authentication Request (IAR) and Initial Authentication Response (IAS).

3. The Security & Authentication Complete (SAC) message is used for completing the security agreement using EPS like session keys are used.
4. UE utilizes home network public key which is stored in USIM to conceal the IAR before sending to the serving network; i.e., SEAF.
5. Provides encrypted channel between the UE & HN which can be used to exchange bi-directional private info.
5.2.4.12.1.1.2 Re-Authentication

MASA solution is built as an enhancement to EPS-AKA and since at the same time re-authentication maybe achieved by delegating the functionality to the serving network, MASA leverage EPS-AKA mechanism to allows re-authemnticaion between the UE and the serving network.
5.2.4.12.1.2        Security Agreement Module (SAM):
5.2.4.12.1.2.1 Initial Security Agreement 
MASA provides a mechanism that allows the flexability to derive session keys using any available option that is agreed upon as part of the NG security. Thus, MASA can utilize the following options for the derivation of the security agreement between the UE and the serving network.
Option 1: EPS-like session keys: 

MASA solution provide a mechanism that utilize EPS-AKA AV, specifically the NG KASME to be used for generating the NG NAS, AS, and UP security agreements, the details is captured in clause 5.2.4.12.4. 

In addition, MASA allows the utilization of NAS & AS SMC and SMC complete procedures to negotiate the relevant session keys when MASA mutual authentication is not required.
Option 2: DH-like procedure:

MASA provides the flexability to the use of other mechanism which could be approved to be part of NG security, e.g., the utilization of DH as highlighted in solutions 3.1 and 3.9.

5.2.4.12.1.2.2 Security Agreement Renegotiation
Since MASA allows the UE security capabilities to be negoitiated in an efficient way by allowing all protocols security capabilities to be negotiated in a single round trip. MASA provide the following options:

Option 2:
Utilizing EPS Security Mode Command

This option allows the utilizating of existing EPS mechanism which allows the execution of Security Mode Command procedures for the NAS and AS prtotocls separately.
Option 1: MASA Security Agreement Messages

MASA concept could be utilized to maintain the same efficiency by providing two messages for negotiating the UE security agreements with NAS, AS-CP, and UP protocols when authentication is not required.

· Security Agreement Command: sent from SEAF to UE.

· Security Agreement Complete: Sent from UE to SEAF.
5.2.4.12.1.3
IMSI and IMEI Privacy Module (IPM):

In addition to IAM, ISA, MASA solution introduces a mechanism that utilizes the use of home network public key without requiring the deployment of full PKI to provide full privacy to the subscriber permanent identifier (IMSI). In addition, MASA solution provides full IMSI privacy while meeting all the LI requirements as per 3GPP TS 33.106 and 3GPP TS 33.107.

Furthermore, by utilizing the encryption of IAR message using the home network public key, MASA provides a mechanism to protect the UE permananet identifier (IMEI) in all cases except the case of emergency call that does not have a valid subscription.

5.2.4.12.1.4
Extra Benefits Module (EBM):

MASA solution offers the following extra benefits that can be utilized to benefit the NG security in genral. These benefits can be summarized as follows:

1. Home Operator can authorize services as soon as it authenticates the subscriber. 

2. Allow SN to securely deliver its public key to UE without the deployment of PKI and the option to have more than one public key per SN.
3. Home operator can download a confidential per-UE security policy which considers roaming scenarios, geographical location, subscriber elite status, etc. This can be used for solution 3.9.

4. Provides a UE-HN E2E Encrypted channel allowing home operator to dynamically negotiate & update subscriber security parameters , HNP selection, etc
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