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Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
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3
Rationale

MASA solution uses COUNTER to protect IAR & IAS messages exchange between UE and HN against replay protection. COUNTER is stored in the UICC and the Home Network. It is possible for the UE to go out of sequence with the home network. In other words, the COUNTER sent in the IAR message is less than the COUNTER value that the home network has successfully seen from the UE earlier.

This contribution provides the details of how MASA solution address out of sequence scenario.

In general:

When the HN (AUSF/ARPF) receives the IAR message from the SEAF, HN decrypts the IAR message using its private key. It recovers the RANDUE and check the integrity of the IAR message. If the integrity passed and the received COUNTER (COUNTERUE) is less than the COUNTERHN, the HN starts the resynchronization procedure as follows:

1. HN generates a Synchronization random number, RANDSYN.

2. HN generates a synchronization token that is based on hashing the following parameters, RANDSYN, COUNTERHN, and “K”. TOKENSYN.

3. HN sends a Data and Auth. Response message with an indication to SEAF that UE is out of sync and includes COUNTERHN, RANDSYN, and TOKENSYN. In addition, it includes KIASint and KIASenc which was generated based on RANDSYN and COUNTERHN.

4. SEAF sends IAS message with an indication UE out of sync. SEAF includes COUNTERUE, RANDSYN, COUNTERHN, TOKENSYN. In addition, IAS is integrity protected using KIASint.
5. When UE receives IAS message with out of sync indication, UE validates the integrity of the IAS message and the TOKENSYN. If passed, UE checks that COUNTERUE is the COUNTER that UE included in the respective IAR message, if passes UE chooses the COUNTER value set to > COUNTERHN.
6. UE sends a new IAR message using the new COUNTER value > COUNTERHN.
4
Detailed proposal

***************Start of Change 1****************
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5.2.4.12.5
MASA Handling Out of Sequence Scenario

The following subsections describe how MASA solution handles the scenario when the UE goes out of sequence from its home network with respect to the COUNTER.

5.2.4.12.5.1
AUSF/ARPF Functionality

When the AUSF/ARPF receives the IAR message from the SEAF in the Authentication and Data Request message, the AUSF/ARPF decrypts the IAR message using the HN private key. It follows MASA procedure in validating the integrity of the IAR message. If the integrity passed and the received COUNTER is less than the COUNTERHN, the AUSF/ARPF starts the resynchronization procedure as follows:

1. AUSF/ARPF generates a Synchronization random number, RANDSYN.

2. AUSF/ARPF generates a synchronization token that is based on hashing the following parameters, RANDSYN, COUNTERHN, and “K”. TOKENSYN.

3. AUSF/ARPF generates the KIASint that the SEAF needs to use to integrity protect the IAS message based on RANDSYN, COUNTERHN, and “K”.

4. AUSF/ARPF sends Auth. And Data Response message to the SEAF with an indication that UE is out of sync and includes COUNTERUE, COUNTERHN, RANDSYN, TOKENSYN, and KIASint.

5.2.4.12.5.2
SEAF Functionality

When SEAF receives Auth. and Data Request message from AUSF/ARPF with an indication UE is out of sequence, SEAF builds IAS message with an indication “UE out of Sequence” and includes, COUNTERUE, RANDSYN, COUNTERHN, TOKENSYN and integrity protect the message with KIASint by including the MAC. 

SEAF then sends the IAS message to UE.
5.2.4.12.5.3
NG-UE Functionality

When NG-UE receives an IAS message with indication, “UE out of Sequence”, the UE process the IAS message as follows:

1. UE validate the received COUNTERUE is the same as the one was included in the respective IAR message.

2. Use the RANDSYN, COUNTERHN, “K” to generate KIASint.

3. Utilize the USIM to validate the TOKENSYN based on RANDSYN, COUNTERHN, and “K”. If successful, USIM generates the next COUNTER value > COUNTERHN and communicate back to UE.

4. UE validate the integrity of the IAS message using KIASint.

5. If IAS integrity validation is successful, NG-UE resends a new IAR message following MASA procedure with a new COUNTER value which is greater than COUNTERHN.
5.2.4.12.6
Solution Evaluation
5.2.4.12.6.1

Evaluation#1 Summary 
……………..
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