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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in clause 4 to TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system

3
Rationale
This proposal addresses key issue #4.15, Security aspects of Xn handover.  The threats are described as follows in clause 5.4.3.15.2:

If the target RAN node is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous signalling and user plane data exchanged between the UE and the source RAN node.

If the source RAN node is compromised and the UE security keys do have the property of forward security, then an attacker would be able to decrypt the future signalling and user plane data exchanged between the UE and the target RAN node.

The backward security issue doesn’t exist in LTE network, since the target eNB couldn’t reversely derive the KeNB via KeNB*.  But the forward security does exist in LTE network, since the KeNB* is derived by source eNB and reused by target eNB.  In clause 7.2.8.4.2 of 33.401 there is a recommendation to resolve forward security as follows:

X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the S1 PATH SWITCH REQUEST ACKNOWLEDGE.

This mechanism isn’t efficient, because it will result in extra interworking message(s) between UE and network. That in itself will increase the latency of handover.

A new solution is proposed in this contribution. The basic idea is introducing Diffie-Hellman key exchange method during handover process without introducing new interworking message(s).

For LTE handover process could be outlined as in the following diagram.
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This contribution makes the following  major updates to the above process as described below:

1. During the AS Security Mode Command step in the attach procedure, the UE DH capability groups should be claimed and sent to the source eNB, Source eNB should maintain the UE DH capability groups in the UE security context.

2. UE and target eNB can exchange their respective DH public key to each other using the handover messages. . 

3. UE and eNB only derive Krrcint and Krrcenc keys based on KeNB*.

4. UE include its DH public key in the “RRCConnReconfigComplete” message while being integrity protected using Krrcint key. After the exchange of “RRCConnReconfigComplete” message successfully, the UE and target eNB derive the same KDH respectively.

5. UE and eNB derive integrity key and encryption key for RRC and UP via KDH respectively.
Since the proposed clause is all new, no change bar is used in this contribution.
4
Detailed proposal

*************** Start of Change 1 ****************
5.4.4.z
Solution #4.z: Mechanism for forward and backward security during Xn handover
5.4.4.z.1
Introduction  

This solution addresses key issue # 4.15. 
5.4.4.z.2
Solution details  
This solution performs a Diffie-Hellman key exchange between UE and target eNB during handover process, and then derive Krrcint, Krrcenc and Kupenc based on the new Key by both sides. In this way, the forward security and backward security could be achieved during Xn handover when PDCP anchor point changes.  
The updated handover flow is described as follows:
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Figure 5.4.4.z.2.1-1: Xn handover flow with Diffie-Hellman key negotiation 
0. During the AS Security Mode Command steps in the attach procedure, UE sends DH capability groups to the source gNB. gNB maintains the UE DH capability groups in the UE security context.
1. In the Handover Request message, UE DH capability groups is included and sent from the source gNB to the target gNB.

2. The target gNB compare the local DH capability groups and the one of UE and select one DH capability. The target gNB generate Apriv and Apub based on the selected DH capability.

3. In the Handover Request ACK message, the selected DH capability and Apub are included.

4. In the RRCConnReconfig message, the selected DH capability and Apub are forwarded to UE by the source gNB.

5. UE derives KgNB*.

6. SN status Transfer.

7. UE/Target gNB derive Krrcint and Krrcenc based on KgNB*.

8. UE generate DH Bpriv and Bpub.

9. The Bpub is transferred from UE to target gNB in the RRCConnReconfigComplete message while integrity protected by the Krrcint. The target gNB authenticate the UE via integrity verification.
10. UE derive KDH based on Bpriv and Apub. The target gNB derive the same KDH based on Apriv and Bpub.
11. UE/Target gNB derive Krrcint, Krrcenc, and Kupenc based on KDH.
5.4.4.z.3
Evaluation 

This solution achieves both forward and backward security during Xn handover.
This solution does not add any additional new messages to the Xn handover procedure. 

*************** End of Change 1 ****************
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