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***** Start of Change *****
[bookmark: _Toc462326167][bookmark: _Toc462326150]Annex I (normative):
EN-DC (E-UTRAN – New Radio) Dual Connectivity
[bookmark: _Toc462326151]I.1	Introduction
This clause describes the security functions necessary to support a UE that is simultaneously connected to eNB as master and gNB as secondary for EN-DC dual connectivity described in 5G specification of TS 38.xxx [yy]. The description hereafter is focused on the difference from dual connectivity in E-UTRAN described in Annex E. The major differences are (1) UE’s capability for NR including security algorithms for ciphering and integrity protection defined are transferred to SgNB, (2) UE’s authorization to access NR is checked using NR subscription information stored in HSS and MME, (3) SRB (Signalling Radio Bearer) is established between UE and SgNB in addition to DRB (Data Radio Bearer) as shown in Figure I.1-1, therefore, separate keys for confidentiality and integrity protection (KRRCenc, KRRCint) are derived for SRB. The details are described in the following clauses of this Annex.
[image: ]
Figure I.1-1 Offload architecture for EN-DC
Options for Data Radio Bearers or DRB termination:	Comment by NEC: This text is taken from S3-170950 with minor modification.
The protocol architecture for Option 3 (MCG split bearer) / 3a (SCG bearer) is shown in the below fFigure I.1-2.


Figure I.1-2: Architecture for Option 3 and 3a
The protocol architecture for SCG split bearer in Option 3x (SCG split bearer) is shown in the below fFigure I.1-3.


Figure I.1-3: Architecture for Option 3x
In option 3 (MCG split bearer), the PDCP for the split bearer terminates at the eNB and therefore the standard LTE PDCP encryption applies and no security impacts are foreseen for the NR/gNB (Secondary gNB). Therefore, it can be concluded that Option 3 does not have any security impact on NR/gNB.
In option 3a (SCG bearer), the PDCP for the SCG bearer terminates at the gNB. This means the PDCP encryption for these bearers terminates at the gNB. 
Options for Signalling Radio Bearer or SRB termination: 
The SRB termination for EN-DC is shown in the figure I.1-4.

	     		
Figure I.1-4: SRB termination: MCG SRB, MCG split SRB and SCG SRB
For the MCG SRB and the MCG split SRB, the PDCP layer terminates in the MeNB. Therefore, LTE PDCP ciphering and integrity protection for RRC messages can be used as is with EN-DC.
For the SCG SRB, the PDCP layer terminates in the NR/SgNB. Therefore, SCG SRBs need to use NR PDCP for ciphering and integrity protection of RRC message. The MeNB provides the S-KeNB to the SgNB as in LTE only dual connectivity. S-KeNB is used by the SgNB to derive further keys for ciphering and integrity protection of RRC messages. These key derivation needs to be specified separately for NR.

[bookmark: _Toc462326152]I.2	EN-DC offload architecture
[bookmark: _Toc462326153]I.2.1	Protection of the Xx reference point
The control plane signalling between MeNB and SgNB, that includes the transfer of the S-KgNB from the MeNB to the SeNB, over the Xx reference point shall be confidentiality and integrity protected in the same manner as X2 interface of E-UTRAN DC.
I.2.2	Security capability for NR
Identifiers and names of security algorithms used for NR are defined in 5G specifications of TS 33.501 [xx] as follows.
Encryption algorithms for NR in option 3, next generation system or 5GS
"00002"      NEA0            Null ciphering algorithm
"00012"      NEA1            Algorithm 1 (Same as 128-EEA1)
"00102"      NEA2            Algorithm 2 (Same as 128-EEA2)
"00112"      NEA3            Algorithm 3 (Same as 128-EEA3)
:
Integrity protection algorithms for NR in option 3, next generation system or 5GS
"00002"      NIA0            Null Integrity Protection algorithm
"00012"      NIA1            Algorithm 1 (Same as 128-EIA1)
"00102"      NIA2            Algorithm 2 (Same as 128-EIA2)
"00112"      NIA3            Algorithm 3 (Same as 128-EIA3)
:
In order to send security algorithms for NR as part of UE’s capability, IEs of “UE network capability” and “UE security capability” defined in section 9.9.3.34 and 9.9.3.36 of TS 24.301 [9], respectively, are used as shownin in Table 5.4.4.6.2-1 and 5.4.4.6.2-2. Furthermore, the field of “NG-RAN” in “UE network capability” IE is used to show whether the UE has NR capability or not.

Table I.2.2-1: UE network capability IE 
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	
EEA0
	128-
EEA1
	128-
EEA2
	128-
EEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 3

	
EIA0
	128-
EIA1
	128-
EIA2
	128-
EIA3
	
EIA4
	
EIA5
	
EIA6
	
EIA7
	
octet 4

	
UEA0
	
UEA1
	
UEA2
	
UEA3
	
UEA4
	
UEA5
	
UEA6
	
UEA7
	
octet 5*

	
UCS2
	
UIA1
	
UIA2
	
UIA3
	
UIA4
	
UIA5
	
UIA6
	
UIA7
	
octet 6*

	ProSe-dd
	
ProSe
	H.245-ASH
	ACC-CSFB
	
LPP
	
LCS
	1xSR
VCC
	
NF
	
octet 7*

	
ePCO
	HC-CP CIoT
	ERw/oPDN
	S1-U data
	UP CIoT
	CP CIoT
	Prose-relay
	ProSe-dc
	
octet 8*

	0 Spare
	0 Spare
	0 Spare
	0 Spare
	0 Spare
	NG-RAN
	
V2X PC5
	multipleDRB
	
octet 9*

	NEA0
	NEA1
	NEA2
	NEA3
	NEA4
	NEA5
	NEA6
	NEA7
	octet 10*

	NIA0
	NIA1
	NIA2
	NIA3
	NIA4
	NIA5
	NIA6
	NIA7
	octet 11*

	0
	0
	0
	0
	0
	0
	0
	0
	
octet 12* -15*

	Spare
	



Table I.2.2-2: UE security capability IE
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	
EEA0
	128-
EEA1
	128-
EEA2
	128-
EEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 3

	
EIA0
	128-
EIA1
	128-
EIA2
	128-
EIA3
	
EIA4
	
EIA5
	
EIA6
	
EIA7
	
octet 4

	
UEA0
	
UEA1
	
UEA2
	
UEA3
	
UEA4
	
UEA5
	
UEA6
	
UEA7
	
octet 5*

	0
spare
	
UIA1
	
UIA2
	
UIA3
	
UIA4
	
UIA5
	
UIA6
	
UIA7
	
octet 6*

	0
spare
	
GEA1
	
GEA2
	
GEA3
	
GEA4
	
GEA5
	
GEA6
	
GEA7
	
octet 7*

	NEA0
	NEA1
	NEA2
	NEA3
	NEA4
	NEA5
	NEA6
	NEA7
	octet 8*

	NIA0
	NIA1
	NIA2
	NIA3
	NIA4
	NIA5
	NIA6
	NIA7
	octet 9*



I.2.3	Algorithm key derivation functions	Comment by NEC: This clause is taken from S3-170829 with minor notational modifications.

The ciphering and integrity keys for use in a SgNB are derived as described in TS 33.YYY [bb]. 
When deriving ciphering and integrity keys from S-KgNB in the SgNB and UE, the following parameters shall be used to form the string S.
-	FC = 0x??
-	P0 = algorithm type distinguisher
-	L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)
-	P1 = algorithm identity
-	L1 = length of algorithm identity (i.e. 0x00 0x01)
The algorithm type distinguisher shall be RRC-enc-alg for RRC encryption algorithms, RRC-int-alg for RRC integrity protection algorithms, UP-enc-alg for UP encryption). The values 0x00 to 0x02 and 0x06 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.
Table I.2-3: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	NAS-enc-alg
	0x01

	NAS-int-alg
	0x02

	RRC-enc-alg
	0x03

	RRC-int-alg
	0x04

	UP-enc-alg
	0x05

	UP-int-alg
	0x06



I.2.4	SgNB attach and activation of encryption/decryption
There are two possible solutions for supporting PDCP encryption.	Comment by NEC: This text is taken from S3-170950 with minor textual modifications.
NOTE: If the integrity protection over NR needs to be supported, then the below solutions can be easily extended to support integrity protection. However, the integrity protection can be provided only for bearers that terminate at the gNB.
I.2.4.1	Solution 1: NR supports the same security algorithms as LTE
In this solution, the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused as is with the gNB. This is because, LTE eNB (MeNB) can send the received UE EPS security capability to the gNB and the gNB can use it to select one of the supported encryption algorithm. 
The benefit of this solution is that there areis no security impacts on the LTE eNB due to NR. The disadvantage is that gNB can only use the same algorithms as the LTE algorithms.
I.2.4.2	Solution 2: NR may support different security algorithms than LTE 
Variant 1:
In this solution, LTE eNB needs to be aware that it is working with NR/gNB and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. If the eNB does not have the NR security capabilities of the UE, then the eNB requests those using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331). It then passes NR security capabilities of the UE to the gNB. The response for the chosen algorithms is included in a transparent container that is protected in the RRC message when sent from the MeNB to the UE.
The benefit of this solution is that it allows the option for NR to select a different security algorithms than in LTE. The disadvantage is that it impacts eNB. However, if the eNB is anyhow impacted for supporting integration of NR for non-security reasons, then this solution is preferable to solution 1, as it allows for security algorithms of LTE and NR to evolve independently.
The following can be concluded for Option 3a:
· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.
· Option 3a, solution 2 is preferred if the impacts to eNB are acceptable. 
In option 3x (SCG split bearer), for both the SCG split bearer and the SCG bearer, the PDCP encryption terminates at the gNB. From security point of view, the security procedures defined for option 3a can be reused for 3x. Therefore, it can be concluded that Option 3x can reuse the security procedures defined for Option 3a. 
Variant 2:
Similar as in Variant 1, this variant implies that the LTE eNB must be aware that it is working with a NR/gNB, and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. 
Instead of letting the LTE eNB to request the NR security capabilities of the UE by using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331) as proposed in Variant 1, this variant (Variant 2) proposes that the UE indicates support for new security algorithms in NR in NAS layer to the MME. The MME then indicates to the LTE eNB over S1 interface the UE support for the new security algorithms in NR.
Editor’s Note: Impact and feasibility of Variant 2 w.r.t. MME is to be confirmed by CT1. 
Figure I.2.4.2-15.4.4.12.2-3, shows the call flow for Variant 2 based on Rel-12 DC. 


Figure I.2.4.2-15.4.4.12.2-3: eNB obtains NR security capability through Initial context setup message
NOTE: This  call flow shows MeNB always sending the NR capability to the SgNB. It may be possible that after repeated handover between un prepared MeNBs, this NR capability information may be lost at the MeNB.
Editor’s Note: The above call flow needs to be revised to separate the initial Attach request procedures from the eNB handover procedures.
In step 1, UE shall put the UE LTE security capability and the NR security capability into attach request message that terminates at MME. The MME shall fetch the NR subscription information from HSS and store it.
Step2, all the security capabilitiesy and NR subscription information will be forwarded to M-eNB with KeNB in Initial context setup message.
Editor’s Note: How does the NR security capabilities get passed to the MeNB if the UE either connects or hands over to a legacy eNB (i.e. one that does not understand the NR security capabilities) between becoming active and the bearer being established on the SgNB.
Step3, the eNB will send AS SMC to the UE after selecting eNB security capability, while the NR security capability shall be stored at eNB for future use. 
Step6, when M-eNB decides to perform EN-DC, the UE NR security capability will be transferred to S-gNB through NR addition Request message. 
Step7, S-gNB selects UP security capability based on received UE NR security capability and the priority list, then sends the select security capability in NR addition Request Acknowledge message in step 9.

[bookmark: _Toc462326156]I.2.5	Derivation of keys in the SgNB
[bookmark: _Toc462326157]I.2.5.1	SCG Counter maintenance	Comment by NEC: Text and figure in I.2.5.1 and I.2.5.2 are taken from
 S3-170952 with minor notational modifications.

The eNB who is acting as the master MCG maintains an offload counter to derive security keys for the SCG as shown in E.2.4.1. The counter is common for all types of SCG whether they are eNB or gNB.
[bookmark: _Toc462326158]I.2.5.2 	Security key derivation
When executing the SgNB Addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SgNB Modification  procedure requiring an update of S-KgNB, the MeNB shall derive an S- KgNB using a Offload counter  which results in a fresh S-KgNB. The MeNB shall forward the generated S-KgNB to the SgNB during the SgNB Addition procedure or SgNB Modification procedure requiring key update. 
The SgNB based on its protocol stack shall derive RRC security keys KRRCint and KRRCenc and user plane keys KUPenc and KUPint from the received S-KgNB and use it for either integrity protection or encryption of radio bearer as indicated by the MeNB. 
The general scheme for key derivation is given in Figure I.2.5.2-1.


Figure I.2.5.2-1 Key derivation for SgNB
[bookmark: _Toc462326159]I.2.5.3	Negotiation of security algorithms	Comment by NEC: This text is taken from TS 33.401 Annex E with some minor modification related to notations.
When establishing one or more DRBs and SRB for a UE at the SgNB, as shown on Figure I.2.4-1, the MeNB shall forward the UE NR security capabilities associated with the UE in the SgNB Addition/Modification procedure. 
Upon receipt of this message, the SgNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified AS encryption algorithm in SgNB Addition/Modification Request Acknowledge .
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and SRB in the UE.The UE shall use the indicated encryption algorithm for the SCG DRBs and SRB. 
[bookmark: _Toc462326160]I.2.6	S-KgNB update  
The update procedure for S-KgNB is the same as for S-KeNB described in E.2.5.
[bookmark: _Toc462326163]I.2.7	Handover procedures
AS described in E.2.6, during S1 and Xx handover in EN-DC, the offloaded DRB connection between the UE and the SgNB is released, and the AS SC security context at SgNB and UE can be deleted since it shall not be used again.
[bookmark: _Toc462326164]I.2.8	Periodic local authentication procedure
The same procedure described in E.2.7 is applied to EN-DC for MeNB and SgNB over Xx interface.
[bookmark: _Toc462326165]I.2.9	Radio link failure recovery
The same procedure described in E.2.8 is applied to EN-DC for MeNB and SgNB.
***** End of Change *****
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