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Introduction
This pCR updates solution #4.6 “Security mechanism for deployment scenario of option 3” in TR 33.899 with the following five points and minor changes for expression. (1) Identifiers and names of new security algorithm for NR (New Radio), (2) Update of IEs (Information Element) (3) NR subscription information (4) Key derivation in Secondary gNB and (5) Addition of evaluation.

(1) Identifiers and names of new security algorithm for NR (New Radio) 
4-bit identifiers and names for the algorithms are required for 5G as in clauses 5.1.3.2 and 5.1.4.2 of TS 33.401 for SAE/LTE. An example of the definition is shown below.

Encryption algorithms for NR in option 3, next generation system or 5GS
"00002"      NEA0            Null ciphering algorithm
"00012"      NEA1            Algorithm 1 (Same as 128-EEA1)
"00102"      NEA2            Algorithm 2 (Same as 128-EEA2)
"00112"      NEA3            Algorithm 3 (Same as 128-EEA3)
:

Integrity protection algorithms for NR in option 3, next generation system or 5GS
"00002"      NIA0            Null Integrity Protection algorithm
"00012"      NIA1            Algorithm 1 (Same as 128-EIA1)
"00102"      NIA2            Algorithm 2 (Same as 128-EIA2)
"00112"      NIA3            Algorithm 3 (Same as 128-EIA3)
:

(2) Update of IEs (Information Element)
In order to send security algorithms for NR as part of UE’s capability, IEs of “UE network capability” and “UE security capability” defined in section 9.9.3.34 and 9.9.3.36 of TS 24.301, respectively, should be updated by adding fields for the algorithms. Furthermore, one field of “NG-RAN” to show the UE has NR capability is also added to “UE network capability” IE to show whether the UE has NR capability or not.

(3) NR subscription information
HSS and MME store NR subscription information as “Access Restriction” defined in section 5.7.1 and 5.7.2 of TS 23.401, which has been updated by CR (S2-172397) in SA2. The NR subscription information is sent from MME to eNB with initial context setup request. The initial attach procedure shown in Figure 5.4.4.6.2-1 and the corresponding steps are updated with this information.

(4) Key derivation in secondary gNB
Since SRB (Signalling Radio Bearer) is established in secondary gNB for option 3, C-plane keys such as KRRCint and KRRCenc for integrity and confidentiality protection should also be derived as well as U-plane keys for DRB (Data Radio Bearer). This description is added to gNB addition procedure of the solution.

(5) Addition of evaluation
Evaluation mentions that the security mechanism for option 3 is provided based on the procedure for dual connectivity in E-UTRAN with UE’s access control to NR. It’s also mentioned that the security algorithms for NR should be defined in the existing specifications to be included in attach request and initial context setup request.

Proposal
***** Start of Change *****
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Editor’s Note: The SA3 study of security aspects of dual connectivity should be aligned with progress in the on-going study of dual connectivity in RAN2 and RAN3
[bookmark: _Toc467573244][bookmark: _Toc475606058][bookmark: _Toc475607533][bookmark: _Toc476246853][bookmark: _Toc479242208][bookmark: _Toc479327270]5.4.4.6.1	Introduction  
This solution provides security mechanism for deployment scenario of option 3 to addresses key issue #4.38 "Security aspects for deployment scenario of option 3dual connectivity". During initial attach procedure, UE’s NR (New Radio) capability including security algorithms and NR subscription information are provided to MeNB. Then, MeNB authorizes the UE by checking the stored information before adding SgNB.
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5.4.4.6.2.1	Security identifiers and names
Security mechanism is provided for deployment scenario of option 3 with the following points.
· UE’s authorization to access NR (New Radio) is checked
· UE’s capability to access NR is checked before starting security procedure to select appropriate security algorithm
Information on UE’s capability and authorization to access NR is stored in initial attach phase in eNB to make security procedure efficient
Identifiers and names of security algorithms used for NR are defined as in section 5.1.3.2 and 5.1.4.2 of TS 33.401 as follows. 
Encryption algorithms for NR in option 3, next generation system or 5GS
"00002"      NEA0            Null ciphering algorithm
"00012"      NEA1            Algorithm 1 (Same as 128-EEA1)
"00102"      NEA2            Algorithm 2 (Same as 128-EEA2)
"00112"      NEA3            Algorithm 3 (Same as 128-EEA3)
:
Integrity protection algorithms for NR in option 3, next generation system or 5GS
"00002"      NIA0            Null Integrity Protection algorithm
"00012"      NIA1            Algorithm 1 (Same as 128-EIA1)
"00102"      NIA2            Algorithm 2 (Same as 128-EIA2)
"00112"      NIA3            Algorithm 3 (Same as 128-EIA3)
:
In order to send security algorithms for NR as part of UE’s capability, IEs of “UE network capability” and “UE security capability” defined in section 9.9.3.34 and 9.9.3.36 of TS 24.301, respectively, should be updated by adding fields for the algorithms. Table 5.4.4.6.2-1 and 5.4.4.6.2-2 show examples for the update of the IEs. Furthermore, one field of “NG-RAN” to show the UE has NR capability is also added to “UE network capability” IE to show whether the UE has NR capability or not.

Table 5.4.4.6.2-1: Example of UE network capability IE 
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	
EEA0
	128-
EEA1
	128-
EEA2
	128-
EEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 3

	
EIA0
	128-
EIA1
	128-
EIA2
	128-
EIA3
	
EIA4
	
EIA5
	
EIA6
	
EIA7
	
octet 4

	
UEA0
	
UEA1
	
UEA2
	
UEA3
	
UEA4
	
UEA5
	
UEA6
	
UEA7
	
octet 5*

	
UCS2
	
UIA1
	
UIA2
	
UIA3
	
UIA4
	
UIA5
	
UIA6
	
UIA7
	
octet 6*

	ProSe-dd
	
ProSe
	H.245-ASH
	ACC-CSFB
	
LPP
	
LCS
	1xSR
VCC
	
NF
	
octet 7*

	
ePCO
	HC-CP CIoT
	ERw/oPDN
	S1-U data
	UP CIoT
	CP CIoT
	Prose-relay
	ProSe-dc
	
octet 8*

	0 Spare
	0 Spare
	0 Spare
	0 Spare
	0 Spare
	NG-RAN
	
V2X PC5
	multipleDRB
	
octet 9*

	NEA0
	NEA1
	NEA2
	NEA3
	NEA4
	NEA5
	NEA6
	NEA7
	octet 10*

	NIA0
	NIA1
	NIA2
	NIA3
	NIA4
	NIA5
	NIA6
	NIA7
	octet 11*

	0
	0
	0
	0
	0
	0
	0
	0
	
octet 12* -15*

	Spare
	



Table 5.4.4.6.2-2: Example of UE security capability IE
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	
EEA0
	128-
EEA1
	128-
EEA2
	128-
EEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 3

	
EIA0
	128-
EIA1
	128-
EIA2
	128-
EIA3
	
EIA4
	
EIA5
	
EIA6
	
EIA7
	
octet 4

	
UEA0
	
UEA1
	
UEA2
	
UEA3
	
UEA4
	
UEA5
	
UEA6
	
UEA7
	
octet 5*

	0
spare
	
UIA1
	
UIA2
	
UIA3
	
UIA4
	
UIA5
	
UIA6
	
UIA7
	
octet 6*

	0
spare
	
GEA1
	
GEA2
	
GEA3
	
GEA4
	
GEA5
	
GEA6
	
GEA7
	
octet 7*

	NEA0
	NEA1
	NEA2
	NEA3
	NEA4
	NEA5
	NEA6
	NEA7
	octet 8*

	NIA0
	NIA1
	NIA2
	NIA3
	NIA4
	NIA5
	NIA6
	NIA7
	octet 9*



5.4.4.6.2.2	Attach procedure
Procedures of initial attach and gNB addition for option 3 with security mechanism isare shown in Figures 5.4.4.6.2.2-1 and 5.4.4.6.2-2, respectively.
Initial attach The procedure is carried out with the following steps:
1. Attach request with UE NR capability is sent from UE to eNB.
2. eNB sends the attach request from UE to MME.
3. MME storeschecks UE’s capability and NR subscription information. The NR subscription information is stored as part of Access Restriction defined in TS 23.401, and it can be fetched from HSS if MME doesn’t have it.to access NR.
4. MME sends initial context setup requestattach response to eNB with UE security capabilities (both LTE and NR) and NR subscription the check results of the information.
5. eNB sends the RRC connection reconfiguration attach response from MME to UE.
6. eNB stores the information on the UE capability and NR subscription received from MME.
[image: ]
Figure 5.4.4.6.2.2-1: Initial attach procedure for option 3

5.4.4.6.2.3	gNB addition procedure
Procedure of gNB addition for option 3 with security mechanism is shown in Figures 5.4.4.6.2.3-1.
[image: ]
Figure 5.4.4.6.2-2: gNB addition procedure for option 3
gNB addition procedure is carried out with the following steps:
1. RRC connection is established during which IDs of security algorithm and KDF (Key Derivation Function) for U-Plane protection between UE and gNB requested by UE and UE capability are sent to MeNB.
2. MeNB checks UE’s NR capability and NR subscription information that the UE is authorized to access gNR If UE doesn’t have the capability or access right to NR, MeNB doesn’t proceed SgNB addition procedure. If MeNB doesn’t have UE’s NR capability and/or NR subscription information, MeNB requests them to UE or MME.based on the stored information whether the UE is authorized to access gNB.
3. MeNB derives a key (S-KgNBAN) from KeNB used in SgNB for integrity and confidentiality protectionfor U-plane protection between UE and gNB.
4. MeNB sends SgNB addition request with KAN, IDs of security algo./KDF and UE capability to SgNB. The request includes S-KgNB and UE’s NR capability including security algorithms..
5.  SgNB decides security algorithms used for integrity and confidentiality protectiono./KDF based on the received UE’s capability information.
6. SgNB derives security keys for integrity and confidentiality protection from S-KgNB. Separate keys are derived to protect SRB (Signalling Radio Bearer) and DRB (Data Radio Bearer).
7. SgNB sends SgNB addition request acknowledge, which contains NR radio resource configuration including the decided security algorithms, to MeNB.the IDs of decided algo./KDF to eNB. If the decided algo./KDF is different from the ones requested by UE, eNB derives KAN using the decided ones and send KAN to gNB again.
8. MeNB sends RRC connection reconfig request including the NR radio resource configuration (e.g., the decided security algorithms) to UE with IDs of the decided algo./KDF.
9. UE sends RRC connection reconfig response to MeNB.
10. MeNB sends gNB Reconfiguration complete message to SgNB.
11. Activation of encryption/decryption is carried out in UE.
12. Activation of encryption/decryption is carried out in SgNB.
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Figure 5.4.4.6.2-1: Initial attach procedure for option 3
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Figure 5.4.4.6.2-1: gNB addition procedure for option 3
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The solution allows to provide the same or better level of protection for SgNB compared to MeNB by checking the UE’s NR capability before establishing connection to SgNB. In addition, authorization of UE to access NR is checked using NR subscription information, which is provided from MME to MeNB.FFS
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