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1
Decision/action requested

It is requested to add evaluaitons to two new privacy solutions.
Resubmission of S3-170896
2
References

N/A
3
Rationale

First change: The KI #7.2 needs some clarification text on LI aspect. Changes are proposed.

Second and third change: It is important for the visited/serving PLMN to trust the IMSI of the subscription to which it (the visited/serving PLMN) is providing serving to, especially for LI purpose. Updates to the solution #7.3 and #7.15 are, therefore, proposed.
4
Detailed proposal 
Changes are proposed below.
*** BEGIN CHANGES ***

5.7.3.2
Key issue #7.2: Concealing permanent or long-term subscription identifier

5.7.3.2.1
Key issue details

In a 3GPP system, permanent or long-term subscription identifiers are used during a communication process (e.g. in case of current LTE system: IMSI and MSISDN).

In the past, actively or passively acquiring such permanent subscription identifiers (especially the IMSI) has been one of the most important attack strategies in compromising the subscription privacy (especially the subscription location). Therefore, concealing permanent identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscription privacy.

In order to determine the scope of this key issue, it is important to first identify the network functions and interfaces where it is important and allowed to conceal the permanent identifier. Whether it is technically possible to conceal the permanent identifier is in the scope of solutions clause. 

The following analysis is in reference to a current LTE system, based on a likely assumption that the Next Generation system will also have similar functions and interfaces, i.e. UE (device), eNB (serving RAN), MME (serving CN), and HSS (home CN). The Figure 5.7.3.2.1-1 illustrates various points where permanent identifiers (IMSI and MSISDN) are available in the current LTE system. The Figure 5.7.3.2.1-1 also shows a passive and an active IMSI catcher. The UE, the MME, and the HSS, all have the IMSI of a subscription. The eNB may have the IMSI, if the UE attaches using the IMSI. The passive IMSI catcher can eavesdrop on the Uu interface and collect the IMSI when the UE attaches using the IMSI. The active IMSI catcher, however, can ask the UE to provide its IMSI. The MME and the HSS have the MSISDN of the subscription. Note that the MSISDN might be available to the UE as well, e.g. optionally stored in USIM or requested via MSISDN notification procedure. However, the UE does not use the MSISDN for operational purposes.

Editor’s Note: This analysis may be moved to the annex as LTE reference and replaced by Next Generation architecture analysis, once SA2 has settled on architecture.
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Figure 5.7.3.2.1-1: Various points where IMSI and MSISDN are exposed in a current LTE system
Interfaces and functions that do not need to be considered further in this key issue

The UE has the IMSI. Protecting the leakage of IMSI due to hardware or software vulnerability in the UE is out of scope of this key issue. Similarly, the HSS has both the IMSI and the MSISDN. Protecting the information leakage in the HSS is out of scope this key issue. The use of IPsec in S1-MME and S6a is not mandatory. However, when IPsec is adopted, the interfaces S1-MME and S6a are protected and are safe from eavesdrop. These interfaces can therefore be left out from further discussion.
NOTE: 
Storage of long-term identifier in the UE is covered in security area #5.
Interfaces and functions that are susceptible to IMSI exposure

The Uu interface is clearly susceptible to IMSI exposure due to passive and active attacks. If sending unprotected IMSI in the Uu interface can be avoided, then the existing IMSI catcher attacks will not be effective anymore. 
The IMSI concealment can either terminate in the eNB or in the core (MME or HSS). In the latter case, the consequence is that the eNB will not know the IMSI either, which is fine because not knowing the IMSI does not hinder the functionality of the eNB. This is different than the use of S-TMSI. The eNB uses S-TMSI to choose which MME it should route the message to, but IMSI is not used for any such purpose. If the eNB does not get the IMSI, then internal attacks on the eNB also become ineffective in leaking the IMSI. There is also no LI requirement on the eNB for using IMSI to intercept the communication. Therefore, concealing IMSI at Uu and eNB is important and allowed.
For knowing the correct home network, the MME needs to know at least the MCC and MNC part of the IMSI. So, if MCC and MNC are indicated in some way, it is fine if MME does not know the full IMSI. This means the IMSI concealment terminates at HSS. Doing so would help relax the trust between the home network and the serving network. However, there are two concerns in doing so: 
a)
The first concern is that in the current LTE system, the MME knows or can know the MSISDN of the subscription from the HSS. So just concealing the IMSI does not solve the privacy issue. A solution for this could be to not give the MSISDN to the MME.

b)
The second concern is about the LI requirements. Referring to the 3GPP TS 33.106 and 3GPP TS 33.107, following LI requirements do not allow IMSI concealment from the MME:

-
a target shall be identifiable through its IMSI;

-
a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network; and

-
a visited network shall be able to support the interception of all services without home network assistance or visibility.

It means that concealing IMSI at MME, although important, is not allowed. Therefore, the scope of concealing the permanent identifier can be summarized as follows:

· left out of scope



: at UE, S1-MME, S6a, and HSS (home CN);

· important and allowed

: at Uu and eNB (serving RAN); and

· important but not allowed
: at MME (serving CN).

The IMSI is used here just as a representation of an identifier that can be used for LI. For example, even if one permanent or long-term identifier (e.g. IMSI) is concealed from serving CN in the Next Generation system, it is likely that LI will require some other permanent or long-term identifier (e.g. MSISDN). The consequence is that concealing one identifier (e.g. IMSI) does not solve the privacy issue. If all the permanent or long-term identifiers are concealed from the serving CN and a mechanism is developed so that the home CN needs to be involved for identifying the LI targets, then the third LI requirement listed above may be violated unless the home CN provides this info as a part of the protocol. Yet another important aspect of the LI is that the serving CN should 
be able to trust, to at least the same extent as in LTE, the permanent or long-term identifiers to whom it (the serving CN) is providing service.
Therefore, concealing the permanent or long-term identifiers from the serving CN, though important, would not be legal unless the LI requirements are revised or relaxed.

Fallback to earlier generations of 3GPP networks is another aspect that affects considerations about enhancements to concealing permanent or long-term subscriber identities. If a solution is introduced that makes the protection better in NextGen network than what we currently have for earlier generations of 3GPP networks, then it would be highly desirable that a circumvention of this solution by fallback to legacy 3GPP networks could be mitigated. As an example, let us consider an active attack with an "IMSI catcher". If NextGen UE is protected against IMSI catchers that pretend to be parts of genuine NextGen networks then the attacker could instead try whether the NextGen UE would reveal its IMSI to an IMSI catcher that pretends to be a genuine LTE eNodeB. This alternative attack would work against such NextGen UEs that also support LTE unless a suitable mitigation can be found.
***
NEXT CHANGES
***

With respect to Solution #7.3, just above Clause 5.7.4.3.2.4 and below Figure 5.7.4.3.2-2, there is aNOTE. A small update on the existing NOTE is shown below
NOTE: Details on how to deal with LI with VPLMN is given in clause 5.7.4.7 and 5.7.4.15.2.
***
NEXT CHANGES
***

5.7.4.15
Solution #7.15: Encrypting IMSI based on Elliptic Curve Integrated Encryption Scheme (ECIES)
5.7.4.15.1
Introduction  

This solution addresses the key issue #7.3 "Concealing permanent or long-term subscription identifier" by providing a way to conceal the IMSI using public key encryption based on Elliptic Curve Integrated Encryption Scheme (ECIES). 

This solution may stand on its own or be an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3. The size of the message to send encrypted IMSI is in the order of 400 bits.
This solution also uses aspects of Solution #7.7 and adds the well known concept in the field of cryptography, called "commitment scheme", in order to enable the serving CN to trust IMSI to whom it (the serving CN) is providing service.
5.7.4.15.2
Solution details  

This solution is based on the Elliptic Curve Integrated Encryption Scheme (ECIES). The ECIES is a public key encryption scheme that uses Elliptic Curve Cryptography (ECC) and constitutes of various functions like key agreement, key derivation, hash, encryption, and MAC. The encryption function in the ECIES is symmetric; however, the key used in the encryption is generated using the ECC public/private key pairs of the communicating parties. 

The ECIES may also be taken as a so-called "hybrid" cryptosystem in the sense that it can be used to encrypting the keying data. In a traditional hybrid cryptosystem, the information data is actually encrypted using a symmetric encryption, but the keying data (used in the symmetric encryption) is encrypted using the asymmetric encryption. The ECIES is flexible in the sense that it can be used either similarly as a traditional hybrid cryptosystem to encrypt the keying data or to encrypt the information data using the keys derived from key agreement and symmetric encryption. The solution does the later, i.e. the information data, which is IMSI, is encrypted.

The SECG SEC1 specification [70] may be referred for the description of the ECIES along with the cryptographic primitives that are used in the ECIES. The authors of [67] have summarized the list of functions in the ECIES as specified in more than one standards including ANSI X9.63, ISO/IEC 18033-2, and SECG SEC1. The SECG SEC1 specification [70] and the report from ECRYPT [68] state that the ECIES is secure to be used with key size ≥ 256.

The encryption and decryption process of this solution are illustrated in Figure 5.7.4.15.2-1 and Figure 5.7.4.15.2-2 respectively. 
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Figure 5.7.4.15.2-1: Encryption at the UE side (based on ECIES) 
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Figure 5.7.4.15.2-2: Decryption at the network side (based on ECIES)

Next, it is described how the serving CN gets holds of the IMSI that it (the serving CN) can trust. Figure 5.7.4.15.2-3 illustrates the use of commitment scheme on top of ECIES. The discussions of the steps follow the figure.
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Figure 5.7.4.15.2-3: Enabling the serving CN to be LI compliant 

(1)
The UE sends the Register message to the serving CN. The message contains the UE's encrypted IMSI (i.e., E-IMSI), the E-MSIN part of which is generated as illustrated in Figure 5.7.4.15.2-1, i.e.,
E-MSIN = Symmetric-Enc (Ke, MSIN)              ;Ke is the ephemeral encryption key (Figure 5.7.4.15.2-1)
The message also contains an optional Commitment value depending upon the Symmetric-Enc's mode of operation. If AES in ECB mode (with standard padding of MSIN)
 is used as Symmetric-Enc, then there is no need of additional Commitment value, because the E-MSIN itself, along with the padding used, would implicitly be the commitment. Else if AES in CTR mode or XOR with Ke is used as Symmetric-Enc, then an additional Commitment value is send, which the UE generates as follows:
Commitment = HMAC-SHA256 (Ke, MSIN)    ;Truncate if necessary to save radio resource, e.g. to >64 bits 
(2)
The serving CN temporarily stores the E-IMSI (which contains E-MSIN) and the Commitment in Step (1), which will be later used to verify the UE's plain-text IMSI.

(3)
The serving CN sends AAA-Request message to the home CN containing the E-IMSI in Step (1).

(4)
The home CN derives the Ke and retrieves the plain-text IMSI from the E-IMSI in Step (3) (see Figure 5.7.4.15.2-2), and sends to the serving CN, the reply AAA-Answer message containing the plain-text IMSI and the Ke. (Note that the IMSI and the Ke could also be sent late, e.g. in AAA-Answer containing EAP-Success. However already sending them in Step (4) enables the serving CN to perform early verification).
(5)
Using the information in Step (2) and Step (4), the serving CN performs verification depending upon the encryption/decryption's mode of operation as follows:

(5.1)
Calculate E-MSIN' = Symmetric-Enc (Ke, MSIN).
(5.2)
Verify that E-MSIN' in Step (5.1) == E-MSIN in Step (2).

(5.3)
If AES in ECB mode (with standard padding of MSIN) 
is used, verification in Step (5.2) is enough.

(5.4)
Else if AES in CTR or XOR with Ke is used,
(5.4.1)
Calculate Commitment' = HMAC-SHA256 (Ke, MSIN)       ;Truncate if necessary, e.g. to >64 bits

(5.4.2)
Verify that Commitment' in Step (5.4.1) == Commitment in Step (2).

Successful verification in Step (5) assures (to the level of strength of the cryptography used) to the serving CN that the UE's IMSI to which it is providing serving is trusted. Note that also in current LTE systems, the strength of the IMSI authenticity rests on cryptography.
This solution has followings specifics:

1) In the ECIES, the Elliptic Curve Diffie-Hellman (ECDH) primitive shown in the diagram is basically used to generate a shared key from a private key owned by one party (UE or home PLMN) and a public key owned by another party (home PLMN or UE). The ECDH is a variant of the well-known Diffie-Hellman key agreement protocol using ECC. 
2) The public keys used in the ECDH can be either static (but trusted) or ephemeral. The solution is compatible with both. 

3) When the public key of only one of the parties is static (but trusted), there is no need to run the full DH exchange and therefore, the other party is able to send the encrypted information data directly in the first message. For example, when the public key of the home PLMN is already available to the UE (e.g. solution in clause 5.7.4.3), the UE is able to send the encrypted IMSI in the very first attach request. In other words, the public key of the home PLMN is static (but trusted) while the public/private key pair of the UE is ephemeral. 
4) However, the solution is also compatible with a full DH exchange, for example to be used with the solution in clause 5.7.4.2, where the UE has some way to obtain and verify the public key of the network.
5) The symmetric encryption key is ephemeral, because at least the public/private ECC keys of the UE are always ephemeral, which means that different keys are used to encrypt the same IMSI at different times. 

6) The size and format of the encrypted MSIN can be kept the same (which is 40 bits at max with 0-9 digits) for example, by using format preserving encryption (FPE) (e.g. FPE using AES as described in [69]). If format is not an issue, the size of the encrypted MSIN can be kept the same (40 bits) for example, by using block cipher in stream mode (e.g. AES in CTR mode). Since the encryption key is ephemeral and used only once, the XOR function is equally suitable alternative to the AES. The XOR function provides support for size and format preserving as well.
7) The MAC function which is also provided by ECIES is proposed to not be used because the keys of the UEs are ephemeral and therefore an integrity tag does not serve any necessary purpose. The extra benefit is that the size of the message is also decreased. The MAC in the original ECIES is calculated using a different integrity key and is therefore different than the Commitment value shown in Figure 5.7.4.15.2-3.
As shown in Figure 5.7.4.15.2-1, the size of the output includes the ephemeral public key of the UE in addition to the encrypted IMSI. When a 256 bits elliptic curve with point compression is used, the size of the ephemeral public key that needs to be transferred is 256 bits plus sign indication. The plain-text IMSI is 15 digits at max or 60 bits at max in BCD encoding (i.e. MCC/MNC is 24 bits long at max and the MSIN is 40 bits long at max). Therefore, the total size of the encrypted IMSI message is in the order of 400 bits, both in case when the size of the encrypted MSIN is preserved (e.g. AES in CTR mode or XOR with Ke) and 64 bits Commitment value is used or when AES-128 in ECB mode (with standard padding of MSIN) 
is used for symmetric encryption/decryption without a Commtment value.
Editor's Note:
Only the EC curve, the underlying field, and the ECIES functions that are proven to be secure shall be used. Whether the EC curves, the underlying fields, and the ECIES functions are standardized by 3GPP or not is FFS.
5.7.4.15.3
Evaluation 

· (a)
The solution is well-proven and actually has a formal security proof, see e.g. [68, 71].

· (b)
The solution may stand on its own or be an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3.

· (c)
The ECIES uses elliptic curve cryptography (ECC) which is good choice for mobile devices because of faster computation time (meaning longer battery time) and shorter key size (meaning less radio resource). At a first sight, there might be concerns that ECC is not PQC safe and therefore ECIES is not future proof. But, it is not a problem because ECC is used only for KA in ECIES, while the real encryption is done using symmetric cryptography which is PQC safe. Therefore the non PQC safe KA part can be just replaced with PQC safe KA when available, e.g., there is already a potential candidate called SIDH (Supersingular Isogeny Diffie–Hellman).
· (d)
The solution supports preserving the format and the size of the encrypted MSIN.

· (e)
The size of encrypted IMSI is in the order of 400 bits. At a first sight, sending 400 bits over the air might appear as a problem. But, it is not a problem because:

-
It is a fair assumption that similar to the current LTE system, the NR might as well have size restriction for the messages that are transferred in RACH and SRB0 (c.f. LTE RRC connection request) due to physical layer transport block size. But, note that it is the S-TMSI that is transferred in SRB0 (c.f. LTE RRC connection request). 

-
The IMSI, however, is neither transferred in RACH nor SRB0 (c.f. LTE RRC connection request). The IMSI is transferred after a radio resource is assigned to the UE (c.f. LTE NAS Attach Request tunnelled in LTE RRC connection setup complete message). The LTE RRC connection setup complete message is transferred in SRB1 with RLC AM that supports segmentation. 

-
Therefore, the size of encrypted IMSI is not limited by the physical layer transport block size.  

· (f)
The solution does not use a tag unlike in normal ECIES. There might be concerns that an attacker:

-
guesses valid IMSI and sends it encrypted: The scenario is same as today in case of plain-text IMSI. The network will send authentication challenge to which the attacker cannot provide valid response. 

-
captures an encrypted IMSI over the air and replays it: The scenario is same as today in of plain-text IMSI. However, the network may keep track of the IMSI and its encrypted values or the ephemeral public key that were used in the past. Or, the SQN value may also be used since it is supposed to be changing after each authentication.

· (g)
The solution provides identifier privacy at the cost of additional computational overhead in the core network function that does the IMSI decryption. However, since the encrypted IMSI itself is random every time, no additional complexity is required in the core network function for generation and management of separate temporary identifiers such as pseudonyms. Having said that, the solution is also compatible to be used along with pseudonyms to save radio resources, such as the one in clause 5.7.4.3. 

· (h)
It is also worth noting in general that the number of bogus attach-requests that an attacker can send to the core is limited by the physical radio resource. For example, in case of LTE, the number of RACH requests, necessary to get the UL grant, is limited by the physical radio resource allocated for RACH, i.e. PRACH configuration. 
· (i)
The solution is not only effective in being LI compliant, but is also very efficient in doing so. First, the serving CN gets hold of the IMSIs that it can trust. Second, the serving CN has the verified/trusted IMSIs very early in the process, in fact the earliest possible. So, in case the verification fails, there is no unnecessary/waste signalling or resource setups/teardowns. 

***
END OF CHANGES
***
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