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1
Decision/action requested

It is requested to agree on interim agreements.
2
References
[1]
S3-171137, Companion contribution with title "Questions - KI #7.2 - permanent subscription identifier privacy solution types" 
 3
Rationale

Based on the assumption that the questions as proposed in companion contribution [1] were agreeable by SA3, the following proposal suggests interim agreements to these questions.
4
Detailed proposal
*** change 1 related to question in E.7.2.A: Shall permanent subscription identifier privacy be based upon symmetric key (HN pseudonym)?
E.7.2.A.2
Interim agreement

-
No. Not in phase 1.
-
HSS/UDM is heavily impacted with HN pseudonym, meaning significant synchronization/recovery hassles. 

-
Nevertheless, if critical and unresolvable issues are later discovered with HN asymmetric key, this might be considered as a last resort.

*** change 2 related to question in E.7.2.B: Shall permanent subscription identifier privacy be based upon SN asymmetric key and PKI?
E.7.2.B.2
Interim agreement

-
No. Not in phase 1.
-
A global PKI is needed, meaning significant operational/management hassles. 
-
AMF/SEAF impact is high.

-
There is no binding of SN asymmetric key with geographic location in which the SN is allowed to operate, meaning that permanent subscription identifier privacy could still be compromised by dishonest SN or by attacker who compromised some SN.
*** change 3 related to question in E.7.2.C: Shall permanent subscription identifier privacy be based upon SN attributes (asymmetric key) and TA(s)?
E.7.2.C.2
Interim agreement

-
No. Not in phase 1.
-
Similar scheme as a global PKI is needed for the trust authority scheme.

-
Third party trust authority is needed, meaning significant operational/management hassles.

-
There is no binding of SN attributes with geographic location in which the SN is allowed to operate, meaning that permanent subscription identifier privacy could still be compromised by dishonest SN or by attacker who compromised some SN.

*** change 4 related to question in E.7.2.D: Shall permanent subscription identifier privacy be based upon SN identity (asymmetric key) and KMS?
E.7.2.D.2
Interim agreement

-
No. Not in phase 1.
-
Similar scheme as a global PKI is needed for the KMS.
-
KMS is needed, meaning significant operational/management hassles.
-
There is no binding of SN identity with geographic location in which the SN is allowed to operate, meaning that permanent subscription identifier privacy could still be compromised by dishonest SN or by attacker who compromised some SN.
*** change 5 related to question in E.7.2.E: Shall permanent subscription identifier privacy be based upon HN asymmetric key?
E.7.2.E.2
Interim agreement
-
Yes, subscription identifier privacy shall be based upon HN asymmetric key solution in phase 1.
-
It is agreed that there is no need of PKI, i.e., HN's raw public keys(s) will be used for encrypting permanent subscription identifier that is transmitted over the air by the UE to the network.
-
It is also agreed that HN based pseudonym are not necessary.
