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1
Decision/action requested

Agree on the pCR below.
2
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3
Rationale
We propose several updates to the Key issue #4.2. The main points are:
-
Proposal that parts of the requirements are basis for the normative work on the main 5G specification, and parts of the requirements are input for possible future 5G SCAS work.

-
Proposal to specify exactly which part of the gNB is subject to certain security requirements, in order to cater for virtual and split deployments.

-
Adding requirement on gNB-internal interfaces.
This contribution is a resubmission of S3-170729 with only slight updates. The changes compared to S3-170729 are marked in yellow.

This contribution is one of four somehow related contributions on security requirements for gNB:
-
S3-171131 “Questions and agreements on key issue #4.2 Security requirements on the gNB”
(Agenda item 8.3.4)
pCR to 33.899 with questions and agreements
-
S3-171130 “Update of Key issue #4.2 Security requirements on gNB”:
(Agenda item 8.3.4)
pCR to 33.899 with update of key issue, minor update of S3-170729 submitted to SA3#86bis
-
S3-171288 “Discussion on RAN deployment and interface protection
(Agenda item 7.4)
discussion paper with more details for normative phase

-
S3-171132 “pCR to 33.501: requirements on gNB”
(Agenda item 7.4)
pCR to 33.501 with a first draft of how the normative text could look like, will need to be updated as discussion proceeds

4
Detailed proposal

***BEGIN CHANGES***

5.4.3.2

Key issue #4.2: Security requirements on gNB

5.4.3.2.1
Key issue details

The gNB may, in contrast to other nodes, in many cases be located in a vulnerable location. Hence security requirements on the gNB may be in scope of 3GPP, even if security requirements on other nodes are up to implementation. 
In the LTE system, there are a number of security requirements on the eNB, covered in clause 5.3 of [31]. There are security requirements for eNB setup and configuration, for key management inside eNB, for handling User plane data and Control plane data, and for the secure environment of the eNB. However, TS 33.401 [31] was written before the SCAS work and some of these requirements may now considered to be in scope of a SCAS specification rather than of the main system specification. This holds especially for security requirements for eNB setup and configuration.
Possible security requirements on the gNB depend on the NG architecture. The security requirements on gNB may be similar to the security requirements on eNB, but differences between the EPS and the NG architecture may also result in different requirements for gNB compared to eNBs. Furthermore, according to TR 38.801[72] clause 5.3, co-sited deployment of eNB and gNB is also possible, either as part of the same base station or as multiple base stations at the same site. For deployments where eNB and gNB are the same base station, the security requirements on eNBs and gNBs may be both relevant, and even identical. 

Possible split deployments of the gNB need to be taken into account. Higher layers of the AS stack may be deployed in a different location as lower layers of the AS stack. For a discussion of possible splits, see clause 11 of TR 38.801 [72]. Furthermore, also a split deployment of UP and CP may be possible, see Option 2-2 in clause 11.1.2.2 of TR 38.801 [72].  Security requirements on the gNB should also take possible virtual deployments into account. Hence security requirements on the gNB should be formulated in a way that is applicable for  virtual, split and non-virtual deployments.
However, virtual and split deployments are considered easily by specifying exactly which part of the gNB is subject to certain security requirements. For example, requirements on storage and processing of sensitive data are put on the part of the gNB that stores and processes sensitive data. If security of sensitive data is terminated in the PDCP layer as it is done in EPS, then these requirements would target the location where the PDCP layer is deployed.
Due to split deployments, signalling traffic and user plane data may be sent on gNB-internal interfaces. Hence for NextGen, there should also be requirements on gNB-internal interfaces.
This key issue may not have solutions, but some of the security requirements may instead serve as a starting point for security requirements on the gNB for the NG specification. Other security requirements may be input for possible future NG SCAS work.
5.4.3.2.2
Security threats 

An attacker may modify the gNB’s setting or software configurations via local or remote access. (future NG SCAS scope)
An attacker may obtain keys, user data, user identifiers or control plane data from the gNB.
An attacker may modify keys, user data, user identifiers or control plane data in the gNB.
5.4.3.2.3
Potential security requirements



-
gNB configuration management, whether local or remote, shall be authorized. (future NG SCAS scope)
-
gNB shall ensure boot and run-time integrity of its platform. (future NG SCAS scope) 
-
gNB software updates shall be applied only after successful integrity and origin verification. (future NG SCAS scope)
-
 Any part of a gNB deployment that stores or processes keys, control plane data or user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then keys, control plane data or user plane data in cleartext shall be stored and processed in a secure environment.
NOTE x: The requirements on storage and processing of keys, control plane data and user plane data in cleartext are aligned with security requirements on the eNB in clauses 5.3.3, 5.3.4 and 5.3.4a of TS 33.401 [31]. 

-
The requirements on the secure environment shall be analogous to the requirement on the secure environment in clause 5.3.5 in TS 33.401 [31].

-
If a gNB-internal interface is not physically protected, signalling traffic sent on it shall be integrity, confidentiality and anti-replay protected and user plane data sent on it shall be confidentiality protected.
-
Any part of a gNB that is reachable by an IP-based interface shall be protected against unauthorized traffic on the interface.
***END CHANGES***

